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 Abstract 
The main project aim was to build a useful app and deploy it on the cloud. The app is to firstly enter 

the result you want to achieve and as you go, update it with your results as you go through your 

course and the result that you need to achieve next to maintain your target result will be updated. 

Once the application was built and connected to Amazon RDS (SQL Server database), the next step 

was to build a docker image, deploy this image on my local machine, then move it to ECR (Elastic 

Container Service) (similar to Dockerhub but on AWS). The last step was to move it to the EKS service 

(Elastic Kubernetes Service) to run on a kubernetes cluster spread across 3 availability zones. 
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It was presented by Bhrugen Patel. This helped me create the app in ASP.NET core using an MVC 

template. 
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1. Introduction 

My project is an online .net core framework application that allows students track their 

progress through their course and set their own personal goal on what result they would like 

to achieve. They will then see the results that they need to enter in order to achieve that 

result. 

Aims 
I wanted this project to achieve three main goals: 

1. be useful,  

2. Help me learn more about the tools and frameworks I need to implement it   

3. Implement what I have already learned during this Higher Diploma and try 

to piece all the individual parts so that they work together. 

 

For the first goal, to create something useful I needed to look at issues that I have faced in 

the past and try to address it.  

 

To ensure that my second goal is achieved, to learn more about the tools and frameworks 

required, I plan to create a simple MVC (Model View Controller) ASP.net core Razor 

application. The reason I am choosing this framework is because it works cross platform, it is 

also designed to make http web-based applications easier to build and you also create a 

separation of responsibilities (Model-View-Controller) to make stability and maintainability 

of the application easier to achieve. 

 

Also, by using ASP.NET I could partially accomplish my third goal, using what I have learned 

from the course to implement this project. We have had 2 C# modules during this course 

and in the last module (B8IT124 Advanced Web Technologies), we learned about ASP.NET 

but in the module we looked at the .NET framework version. I want to use this knowledge 

and build on it and after doing some research I discovered that there is another framework 

similar to ASP.NET framework but It is a more basic and agile version, it is called ASP.NET 

core. It is more easily used outside of Azure, can be used to build containers and can be used 

cross platform (not just on windows) so is more applicable for my use case. 

 

The containerisation of the application also helps in achieving goals two and three. I have 

used docker during the course before but I have only ever used a pre-built Dockerfile. For 

this project I wanted to build my own Dockerfile. I initially thought I would be able to use the 

Dockerfile create functionality from visual studio but after analysis and because of how I 

built the application (multi-project layers), I needed to build this Dockerfile myself (with help 

from Paul, my tutor). 

 

The deployment of the container on AWS helped me understand better how an application 

interacts with a user and what you need to do to set up your environment in order to enable  
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that interaction.  Although the cloud and Docker has made this process much more stream 

lined, there is more to this than I had first anticipated and ensuring that all your ports are 

correctly exposed can take time to get right. 

 

 

 

 

Scope 
The scope of this project was as follows: 

- Create a C# Application that consisted of the following: 

o A login page 

o A register page 

o An intro page 

o The application index page displaying all courses previously entered 

o A page to create a new course entry 

o An ability to delete a course entry 

o A page to edit a course entry 

- To create a container that runs this application 

- To connect to an external database 

- deploy the containers across at least 2 availability zones and have it write the required 

data to an SQL server database allowing multiple users to write concurrently, with a read 

backup on another availability zone. 

- To only display the user’s data who logged in. 

 

 

 

Background 
 

As discussed in the introduction, to achieve goal 1, I wanted to create something useful and 

to do this I needed to draw from my own personal experience and address some of the 

challenges that I have faced through the years. While contemplating these challenges I 

noticed one reoccurring theme that occurred both in my undergraduate and in my higher 

diploma, I really struggled in the last years to achieve the results I had set out to achieve. 

This was due to procrastination and a sense that I will be able to catch up the next year, this 

mentality inevitably leads to a stressful end to your course as you need to catch up and 

surpass your initial goal in order to gain the grade you desire. I have found that it is easy to 

lose focus at the start of a college programme and as time goes by you can lose the ability to 

achieve the result you wanted. I have come to realise that If you work hard at the start of 

the course and get the results you desire from the start, you do not need to improve your 

average in order to achieve what you set out to. 
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Benefits: 
If you enter each result, as you go through a course, into this application it helps you 

maintain focus on the results that you need to achieve. It will help motivate you to do better 

and will ensure that you address any slippages in your GPA straight away instead of leaving it 

until the end when it might not be possible to recover. 

 

Typical Users: 
 This is directed at any students that are in any continuous assessment programme. It could 

also be adapted by any school or college and integrate the functionality into their own website to 

help keep their students focused on their final result. 

 

Software Development Methods Used: 

 MVC- Module View Controller: 
I used the MVC approach using ASP.NET Core Framework. We studied this method 

in our final module using the entity framework and I realised how useful this is. 

This method splits the responsibilities of the application development into three 

parts. The first part, the Model, is responsible for getting and updating the data, in 

my case this is from a SQL Server database. The second part is the View, this is 

responsible for how the data is displayed in the application, this uses a 

combination of C#, CSS, bootstrap and html to display to the user in a friendly and 

visually appealing way. The third part is the controller, this is responsible for 

getting the data from the model, doing any modifications or enrichments to this 

data and passing it to the view. 

 Containerisation: 

Containerisation is a method of virtualisation that is done on top of an operating 

system by an application (Docker) which runs each container can run in isolation. 

Each container contains all the necessary components in order to run. Docker can 

be installed on almost all operating systems so if it runs on the docker you have 

installed it should run on the operating system on the server. Containerisation also 

ensures that if you have more than one container running that if one fails, the 

other one will take over, also if you are running out of capacity, you can easily 

launch another container to handle the excess. ` 

  

 Kubernetes on EKS (Elastic Kubernetes Service): 
Kubernetes is an open-source platform for managing containers and services; it 

manages workloads and scaling and has the ability to self-heal its nodes dependent 

on issue. This is supported in AWS using the service EKS. This is a managed service 

whereby the master node is actually located in another VPC and is managed by 

AWS. The master takes care of all the nodes and some administrative logging. 
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Specification and Design: 
Specification:  

 This system is required to take as an input the names and results of each module that the 

user is doing and as each result is added, the next result needed field is updated and displayed to the 

user. 

Any new course entered is stored in a SQL server database so that when the user comes back, the 

courses associated with that user will be displayed, they will see whatever courses they have 

entered and will be able to update whatever course they entered from a previous session. When the 

user logs in, only the courses that they have entered previously should be returned. 

For the user access part I am using the out of box solution from ASP.NET MVC Core available in visual 

studio. 

 

App Diagram: 
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Use Case Diagram: 

 

 

 

 

 

 

 

Application Code Design: 
I chose to use the MVC application C# template to build my application, This application was built on 

four layers to define distinct responsibility for each layer and can be run independently at a later 

stage if required: 

- The Model – this defines the data model, the object that will be used to map to the data 

extracted from the database and will hold this data while the application interacts with 

it.  

- The Data Access Layer – This handles the interaction between the model and the 

database. It stores the migration data required to interact with the database and also 

the application database context which is basically how the object interfaces with the 

db. 

- The Utilities layer – This layer is to handle mappings for the applications. In my 

application this is holding the mapping between the database stored procedures and 

what the variable the controller uses to interact with it. 

- The ResultsTracker application – This layer contains the MVC both the views and 

controllers for my application. 



 

 
  

C2 General 

The Model layer: 

The model I used is querying a SQL Server database. Through Visual studio application I used the 

“code first” approach. This is where you build a model (the different columns you want to use), you 

then connect to a SQL Server database, either on your local machine or an external database and 

you use the migrations tool within Visual Studio to build the relevant tables and columns based on 

your model. The advantage of using this approach is that if you make changes in your code, it will 

automatically update your database tables. The code that is generated by Visual Studio to create 

these tables are SQL commands that are stored in your solution and can be run again in the event 

that you change the database that you are using without needing to re-create these SQL commands 

yourself.  

The model looked as follows: 

 

Only one table is required to maximise flexibility and to allow the potential to move this application 

to a “no sql” database in the future to minimise costs if usage increases. I have also put this on a 

separate student AWS account as RDS is allowable on a student account and so this is free.  

 

Data Access Layer: 

The data access layer was built to interact with the database. The parts that I created myself was the 

Application Database context and also the Unit of Work section (under the Repository subfolder). 

Within this area I also have defined methods on how the application will add(), get() and GetAll() 

these functions were built so that they could be used by any object if required in the future, these 

methods are available from the DbSet <TEntity> class from the System.Data.Entity namespace: 

public DbSet<CourseDetails> CourseDetailz { get; set; } 

using this class, I can call the add(), get() and GetAll() methods, heres an example of the add method 

in my application: 

public void Add(T entity) 
  { 
   dbSet.Add(entity); 

https://docs.microsoft.com/en-us/dotnet/api/system.data.entity?view=entity-framework-6.2.0
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  } 

Here’s the update method that I built based on dbSet, the update method needed to be modified 

because you have to specify on what field you retrieve the courseDetails object, in my case I used 

“id”: 

public void Update(CourseDetails courseDetails) 
  { 
 var objFormDb = _db.CourseDetailz.FirstOrDefault(s => s.id ==courseDetails.id); 
    
   if (objFormDb != null) {  
 
   objFormDb.CourseName = courseDetails.CourseName; 
 
   _db.SaveChanges(); 
 
   } 
  } 

 

Because these methods have been separated, it can be called and used by many other methods and 

objects, in my application, it is used by the main controller in order to update an existing course with 

new course data in the database. 

Results Tracker Application layer: 

This layer contains both the controller and the views for my application as well as the Razor pages 

that handle the user logins 

 Controllers (CourseDetailsController): 

 - I created only one controller as that was all that was required for the results tracker 

application. This controller has multiple methods within it including the index() method, when a user 

navigates to the index page, this method returns the Course Details previously entered by the user, 

if no Course Details were previously entered, it will return “no courses entered yet”.  

 

From the controller: 
public  IActionResult Index() 
        { 
            var currentUserParameter = new DynamicParameters(); 
            System.Security.Claims.ClaimsPrincipal currentUser = this.User; 
            string currentUserName = currentUser.Identity.Name; 
            currentUserParameter.Add("@ResultsTrackerUser" , currentUserName); 
            var RelevantUserCourses = 
_unitOfWork.SP_Call.List<CourseDetails>(SD.Proc_CourseDetailsIDPerUser, 
currentUserParameter); 
 
 
            return View(RelevantUserCourses); 
        } 

 

From the Data Access layer: 

 

  public IEnumerable<T> List<T>(string procedureName, DynamicParameters param = null) 
        { 
            using (SqlConnection sqlCon = new SqlConnection(ConnectionString)) 
            { 
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                sqlCon.Open(); 
                return sqlCon.Query<T>(procedureName, param, commandType: 
System.Data.CommandType.StoredProcedure); 
            } 
        } 

 

 

The required functionality was achieved above by calling a stored procedure script (List) in the 

Index() controller to the data access layer and passing to it, the current user using the method 

currentUser.Identity.Name, this inbuilt functionality provided by C# that retrieves the current 

users login details.  

 

 

Views Section: 

Bootstrap: 

I needed to create a number of views for this application, each of the views is using the same css 

settings associated, I did this through downloading a new css document from the following website: 

https://bootswatch.com/: 

I downloaded the bootstrap file called “United” (Bootstrap, n.d.) and replaced the bootstrap 

template file that comes out of the box from visual studio. This template has an orange and grey 

colour palette which makes the website more visually appealing and different in my opinion. 

View Pages 

Here are all of the views built for the CourseDetailsController: 

The index view:  

This is the page that users land on when they click on my application option in the 

menu. The model is provided by the index() method described above. There is a create 

button to click on that re-directs you to the create page and if you have already entered 

a course or courses, each of these courses have 3 links associated, an edit, a list and a 

delete link which direct you to the appropriate page detailed below. 

 Html/C# Code: 
 @model IEnumerable<ResultsTrackerV3.Models.CourseDetails> 
 
@{ 
 ViewData["Title"] = "Index"; 
 Layout = "~/Views/Shared/_Layout.cshtml"; 
} 
 
<h1>Index</h1> 
 
<p> 
 <a asp-action="Create">Create New</a> 
</p> 
@if (Model.Count() > 0) 
{ 
 <table class="table-striped table-bordered"> 
 
  @foreach (var item in Model) 
  { 
 
   <tr> 
    <th> 
     Course Name 
    </th> 
    <th> 

https://bootswatch.com/
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     @Html.DisplayFor(m => item.CourseName) 
    </th> 
   </tr> 
 
   <tr> 
    <td> 
     Percentage Score Desired 
    </td> 
    <td> 
     @Html.DisplayFor(m => item.PercentageScoreRequired) 
    </td> 
   </tr> 
 
   <tr> 
    <td> 
     Next Score Required 
    </td> 
    <td> 
     @Html.DisplayFor(m => item.NextScoreRequired) 
    </td> 
   </tr> 
 
 
   <tr> 
    <td> 
     Current Score 
    </td> 
    <td> 
     @Html.DisplayFor(m => item.CurrentScore) 
    </td> 
   </tr> 
 
 
 
   <tr> 
    <td> 
     Module Name 1 
    </td> 
    <td> 
     @Html.DisplayFor(m => item.ModuleName1) 
    </td> 
   </tr> 
 
 
   <tr> 
    <td> 
     Module Name 1 Result Achieved 
    </td> 
    <td> 
     @Html.DisplayFor(m => item.PercentageScoreAchieved1) 
    </td> 
   </tr> 
 
. 
. 
. 
. 
 
   } 
 
 
   <tr> 
 
    <td> 
 
     <a asp-action="Edit" asp-route-id="@item.id">Edit</a> | 
     <a asp-action="Details" asp-route-id="@item.id">Details</a> | 
     <a asp-action="Delete" asp-route-id="@item.id">Delete</a> 
    </td> 
 
   </tr> 
 
   <tr> 
   </tr> 
 
  } 
 </table> 
 
} 
 
 
 
else 
{ 
 <p>No Courses Entered Yet</p> 
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} 

 

The create view 

This page allows you to enter the required values. It uses the Course model and Create 

method. The get method displays the text boxes and labels required to enter your 

course details. The post method submits that data to the database and saves it through 

the DBSet method described above: 

 

 Html/C# Code: 
@model ResultsTrackerV3.Models.CourseDetails 
 
@{ 
 ViewData["Title"] = "Create"; 
 Layout = "~/Views/Shared/_Layout.cshtml"; 
} 
 
<h1>Create</h1> 
 
<h4>CourseDetails</h4> 
<hr /> 
<div class="row"> 
 <div class="col-md-4"> 
  <form asp-action="Create"> 
   <div asp-validation-summary="ModelOnly" class="text-danger"></div> 
   <div class="form-group"> 
    <label asp-for="CourseName" class="control-label"></label> 
    <input asp-for="CourseName" class="form-control" /> 
    <span asp-validation-for="CourseName" class="text-danger"></span> 
   </div> 
 
   . 
   . 
   . 
   . 
 
 
   <div class="form-group"> 
    <partial name="CreateAndBackToListButton" /> 
   </div> 
  </form> 
 </div> 
</div> 
 
 
 
@section Scripts { 
 @{await Html.RenderPartialAsync("_ValidationScriptsPartial");} 
} 

 

 

 

The edit view 

This is the page that allows you to update the required values for an existing Course. It 

uses the Course model and Edit method from the controller. The Get method sent by 

the edit button from the index() view passes the id of the course you want to edit, the 

form with all of the relevant course fields are displayed and the Course Details for the 

chosen course is populated. You can modify these details. Once you are ready to 

update, you click the button to submit, which will save those details in the database. 

 Html/C# Code: 

@model ResultsTrackerV3.Models.CourseDetails 
 
@{ 
 ViewData["Title"] = "Edit"; 
 Layout = "~/Views/Shared/_Layout.cshtml"; 
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} 
 
<h1>Edit</h1> 
 
<h4>CourseDetails</h4> 
<hr /> 
<div class="row"> 
 <div class="col-md-4"> 
  <form asp-action="Edit"> 
   <div asp-validation-summary="ModelOnly" class="text-danger"></div> 
   <input type="hidden" asp-for="id" /> 
   <div class="form-group"> 
    <label asp-for="CourseName" class="control-label"></label> 
    <input asp-for="CourseName" class="form-control" /> 
    <span asp-validation-for="CourseName" class="text-danger"></span> 
   </div> 
 
   <div class="form-group"> 
    <label asp-for="PercentageScoreRequired" class="control-label"></label> 
    <input asp-for="PercentageScoreRequired" class="form-control" /> 
    <span asp-validation-for="PercentageScoreRequired" class="text-danger"></span> 
   </div> 
   <div class="form-group"> 
    <label asp-for="ModuleName1" class="control-label"></label> 
    <input asp-for="ModuleName1" class="form-control" /> 
    <span asp-validation-for="ModuleName1" class="text-danger"></span> 
   </div> 
   <div class="form-group"> 
    <label asp-for="PercentageScoreAchieved1" class="control-label"></label> 
    <input asp-for="PercentageScoreAchieved1" class="form-control" /> 
    <span asp-validation-for="PercentageScoreAchieved1" class="text-danger"></span> 
   </div> 
    
   </div> 
   <div class="form-group"> 
    <label asp-for="ModuleName16" class="control-label"></label> 
    <input asp-for="ModuleName16" class="form-control" /> 
    <span asp-validation-for="ModuleName16" class="text-danger"></span> 
   </div> 
   <div class="form-group"> 
    <label asp-for="PercentageScoreAchieved16" class="control-label"></label> 
    <input asp-for="PercentageScoreAchieved16" class="form-control" /> 
    <span asp-validation-for="PercentageScoreAchieved16" class="text-
danger"></span> 
   </div> 
 
   <div class="form-group"> 
    <input type="submit" value="Save" class="btn btn-primary" /> 
   </div> 
  </form> 
 </div> 
</div> 
 
<div> 
 <a asp-action="Index">Back to List</a> 
</div> 
 
@section Scripts { 
 @{await Html.RenderPartialAsync("_ValidationScriptsPartial");} 
} 

 

The delete view 

This page is similar to the edit method, the get method for instance returns the course 

details of the chosen course, only difference is that  the submit button deletes that 

record from the database. 

 

 

The above approach was based on the implementation used in the Udemy course  where a 

MVC ASP.NET application (1. Udemy Course). In this course, the presenter built an online book store, 

I modified this implementation and used a similar approach for my application. The only issue with 

the approach of creating an individual project per layer was the naming convention that the 
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presenter used to name the projects results in issues in Docker, I needed to change this and ensure 

that all of the layers built were in the same project and not break them out. 

Html/C# Code: 

@model ResultsTrackerV3.Models.CourseDetails 
 
@{ 
 ViewData["Title"] = "Delete"; 
 Layout = "~/Views/Shared/_Layout.cshtml"; 
} 
 
<h1>Delete</h1> 
 
<h3>Are you sure you want to delete this?</h3> 
<div> 
 <h4>CourseDetails</h4> 
 <hr /> 
 <table class="table-striped table-bordered"> 
  <tr class="col-sm-5"> 
   <td> 
    @Html.DisplayNameFor(model => model.CourseName) 
   </td> 
 
   <td> 
    @Html.DisplayFor(model => model.CourseName) 
   </td> 
  </tr> 
  <tr> 
   <td> 
    @Html.DisplayNameFor(model => model.User) 
   </td> 
 
   <td> 
    @Html.DisplayFor(model => model.User) 
  </tr> 
 
  <tr> 
   <td> 
    @Html.DisplayNameFor(model => model.PercentageScoreRequired) 
   </td> 
 
   <td> 
    @Html.DisplayFor(model => model.PercentageScoreRequired) 
  </tr> 
 
  <tr> 
   <td> 
    @Html.DisplayNameFor(model => model.NumberOfModulesInCourse) 
   </td> 
 
   <td> 
    @Html.DisplayFor(model => model.NumberOfModulesInCourse) 
  </tr> 
 
  <tr> 
   <td> 
    @Html.DisplayNameFor(model => model.ModuleName1) 
   </td> 
 
   <td> 
    @Html.DisplayFor(model => model.ModuleName1) 
  </tr> 
  <tr> 
   <td> 
    @Html.DisplayNameFor(model => model.PercentageScoreAchieved1) 
   </td> 
 
   <td> 
    @Html.DisplayFor(model => model.PercentageScoreAchieved1) 
  </tr> 
  
 
   <td> 
    @Html.DisplayNameFor(model => model.CurrentScore) 
   </td> 
 
   <td> 
    @Html.DisplayFor(model => model.CurrentScore) 
  </tr> 
  <tr> 
   <td> 



 

 
  

C2 General 

    @Html.DisplayNameFor(model => model.NextScoreRequired) 
   </td> 
 
   <td> 
    @Html.DisplayFor(model => model.NextScoreRequired) 
  </tr> 
  <tr> 
   <td> 
    @Html.DisplayNameFor(model => model.NumberOfModulesToRecover) 
   </td> 
 
   <td> 
    @Html.DisplayFor(model => model.NumberOfModulesToRecover) 
  </tr> 
  <tr> 
   <td> 
    @Html.DisplayNameFor(model => model.Locked) 
   </td> 
 
   <td> 
    @Html.DisplayFor(model => model.Locked) 
  </tr> 
 
 </table> 
 <form asp-action="Delete"> 
  <input type="hidden" asp-for="id" /> 
  <input type="submit" value="Delete" class="btn btn-danger" /> | 
  <a asp-action="Index">Back to List</a> 
 </form> 
</div> 

 

 

Docker File: 
Docker is a tool designed to make it easier to create, deploy, and run applications by using 

containers. Containers allow a developer to package up an application with all of the parts it needs, 

such as libraries and other dependencies, and deploy it as one package. By doing so, thanks to the 

container, the developer can rest assured that the application will run on any other machine that 

runs Docker regardless of any customized settings that machine might have that could differ from 

the machine used for writing and testing the code (OpenSource, n.d.) A docker file is a list of 

instructions for Docker to set up the environment. The Dockerfile that I used for this project was 

created by Visual Studio 2019 automatically as I updated the C# code, Visual studio automatically 

updated my Dockerfile. This Dockerfile is created and stored in my Visual Studio project folder. This 

file can then be used to create an container image which in turn can be copied and can run on any 

Docker application running on any system that can run Docker.: 

Dockerfile code: 

FROM mcr.microsoft.com/dotnet/core/aspnet:3.1-buster-slim AS base 

WORKDIR /app 

EXPOSE 80 

EXPOSE 443 

EXPOSE 1433 

FROM mcr.microsoft.com/dotnet/core/sdk:3.1-buster AS build 

WORKDIR /src 

COPY ["ResultsTrackerV3/ResultsTrackerV3.csproj", "ResultsTrackerV3/"] 
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RUN dotnet restore "ResultsTrackerV3/ResultsTrackerV3.csproj" 

COPY . . 

WORKDIR "/src/ResultsTrackerV3" 

RUN dotnet build "ResultsTrackerV3.csproj" -c Release -o /app/build 

FROM build AS publish 

RUN dotnet publish "ResultsTrackerV3.csproj" -c Release -o /app/publish 

FROM base AS final 

WORKDIR /app 

COPY --from=publish /app/publish . 

ENTRYPOINT ["dotnet", "ResultsTrackerV3.dll"] 

 

The only modification that I needed to make to this file was I needed to open the database port 

1433 so my app could talk to the database. 

 

Registering the Docker image on ECR (Elastic Container Register) 
First I needed to create repository, this was easily done, just navigate to the service on AWS and click 

the button and name it. 

 

I needed to authenticate the AWS cli. The I needed to push my image to ECR with the following 

command: 

docker push 223598162454.dkr.ecr.eu-west-1.amazonaws.com/resultstrackerv3:latest  

 

AWS Infrastructure: 
Summary of the infrastructure provisioned into my VPC in order to run the container 
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Creating the Kubernetes cluster: 
I used the following website as a reference to implement the kubernetes  cluster. Many changes 

need to be made to this implementation in order for this to work for me. (Tennakoon, n.d.) 

https://towardsdatascience.com/kubernetes-application-deployment-with-aws-eks-and-ecr-

4600e11b2d3c 

The above infrastructure back-bone (VPC, Subnets and security groups) and is automatically 

provisioned by creating a cluster file, with the exception of the SQL server when you create a 

Kubernetes cluster on EKS using the kubectl which is a tool that you need to install on windows 

powershell. I used the following command in order to do this 

eksctl create cluster -f cluster.yaml --kubeconfig=C:\Users\mulligand2\.kube\config 

 

Here’s the file “cluster.yaml”: 

---------- 

apiVersion: eksctl.io/v1alpha5 

kind: ClusterConfig 

https://towardsdatascience.com/kubernetes-application-deployment-with-aws-eks-and-ecr-4600e11b2d3c
https://towardsdatascience.com/kubernetes-application-deployment-with-aws-eks-and-ecr-4600e11b2d3c
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metadata: 

  name: EKS-Demo-Cluster 

  region: eu-west-1 

 

vpc: 

  id: vpc-043a522876697c4ba 

  cidr: "192.168.0.0/16" 

  subnets: 

    public: 

      eu-west-1a: {id: subnet-07506d5373f83b37c} 

      eu-west-1b: {id: subnet-07f47219e09b7ff75} 

    private: 

      eu-west-1a: {id: subnet-0ade8df8b1ad34dd3} 

      eu-west-1b: {id: subnet-0775dc35f22c5d1a8} 

nodeGroups: 

  - name: EKS-public-workers-1 

    instanceType: t2.small 

    desiredCapacity: 1 

  - name: EKS-private-workers-1 

    instanceType: t2.small 

    desiredCapacity: 1 

    privateNetworking: true 

---------- 

Creating the Kubernetes Deployment: 
The next thing I needed to do was create a Kubernetes deployment, this deploys the container from 

the ECR (Elastic Container Register) onto your cluster: 

Command: 

kubectl apply -f deployment.yaml 

 

The deployment.yaml file: 

apiVersion: apps/v1 

kind: Deployment 
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metadata: 

  name: server-demo 

  namespace: default 

spec: 

  replicas: 2 

  selector: 

      matchLabels: 

        app: web 

  template: 

    metadata: 

      labels: 

        app: web 

    spec: 

      containers: 

        - name: backend 

          image: 223598162434.dkr.ecr.eu-west-1.amazonaws.com/resultstrackerv3 

          ports: 

            - name: http 

              containerPort: 80 

 

Creating the Kubernetes Service: 
The last step was to create a service, this creates the load balancer, it connects the container (target 

port) to the container port. 

Command: 

kubectl create -f service.yaml 

 

Service file: 

apiVersion: v1 

kind: Service 

metadata: 

  name: backend-service 

  annotations: 
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    service.beta.kubernetes.io/aws-load-balancer-ssl-cert: "arn:aws:acm:eu-west-

1:223598162454:certificate/7ecf4ceb-4790-4a4f-9bf9-8f01479cb046" 

    service.beta.kubernetes.io/aws-load-balancer-backend-protocol: http 

spec: 

  selector: 

     app: web 

  ports: 

    - protocol: TCP 

      port: 443 

      name: https 

      targetPort: 80 

  type: LoadBalancer 

Creating the Domain: 
I created the domain using Route 53. This is an amazon service that allows you to buy a website 

name (domain name) if it is available and register it on the necessary Top level servers. I decided to 

buy the domain name “exam-tracker.com”. This was a very easy point and click process.  

 

Creating the SSL Certificate: 
I used the certificate manager service to provision the SSL certificate for my website. This was an 

easy process but I needed to certify it using DNS certification rather than email certification as for 

some reason the certificate would not work using the email certification. I connected the SSL 

certificate to my website using the Kubernetes Service file above. I linked the SSL ARN in the 

configuration file and it worked thankfully. My website is now secure and users can now be assured 

that if they type the website address that any nefarious third parties are not intercepting their 

traffic.  

 

 

Testing: 
For my test plan, I first needed to test the results tracker application itself using a local database, 

then the local application using the cloud database, and finally the cloud based application with the 

cloud based database. 

Test Cases: 
For this project, I broke my testing into three sections: 

1. Local App/Local DB: Testing the application itself on first my local host, using visual studio’s 

IIS express and the local db 
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2. Local App/Cloud DB: The next stage was to test the application functionality on my local 

machine but this time it was running in a docker container on docker desktop and also the 

database used was hosted on the cloud. 

3. Cloud App/Cloud DB: The last stage of testing was when my kubernetes cluster was up and 

running and the container was running. My SSL certificate was also assigned to my 

loadbalancer so basically the end state of my project. 

 

Here is my list of test cases that I built to check the app, you can see on the top row, the different 

stages: 

ID Test Case Expected Result 

local 
App/Local 
Db 

Local 
App/Cloud 
DB 

Cloud 
App/Cloud 
DB 

1 

Register a new user 

The user is logged in and 
their email address is 
displayed in the top right 
hand corner 

PASSED PASSED PASSED 

2 

login with that user 

The user is logged in and 
their email address is 
displayed in the top right 
hand corner 

PASSED PASSED PASSED 

3a 

add a new course for a 
user 

        

3b 

-Check if all the fields 
are populated in db 

I would expect to see the 
course details entered 
returned in the index view 

PASSED PASSED PASSED 

4 

Edit the course - check 
all the fields 

All of the new values are in 
the index view and the 
calculated values are also 
updated 

PASSED PASSED PASSED 

5 
Remove the course 

course removed from 
index view 

PASSED PASSED PASSED 

6 

Try another user 

register and login with 
another user, you should 
not see any of the entries 
from the previous user 

PASSED PASSED PASSED 

7 repeat step 2-4 twice same as above PASSED PASSED PASSED 

 

  

Critical Evaluation: 
From a critical perspective, here are the things that I would suggest I could have improved on: 

-The initial model contained too much information:  

In my initial analysis I had some surplus fields that were not really necessary that I removed 

as I moved through the project. I would say that I could have spent a little more time thinking about 
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what is really necessary in order to provide only the information required to the user, an example of 

this was the field “Number of Modules in the course” and “how many modules do you want to allow 

to recover your score”. Both pieces of information do not actually provide any useful information to 

be stored 

-There was no need to break the application out into multiple layers: 

 Because I was referencing a Udemy course (1. Udemy Course), I built my app in the same 

way, with four layers as discussed above (Model, Data Access, Utilities and the application itself). 

This was not actually necessary; all of the application should really have been built under the one 

project. This would have made building the Dockerfile easier and there is no real benefit from my 

perspective to do this. If I thought this application was going to be needed to be scaled significantly 

then you could make the argument to do this but in my case it was overkill that added to complexity 

unnecessarily and ultimately the application needed to be rebuilt from scratch in order to remove 

the layers so the image would run on Kubernetes 

-More validation should really have been added to the application: 

 In the input fields I have not done enough application validation that would stop users from 

entering data that would cause issues for the application, an example of this is there are no 

maximum number of characters that you can enter into any of the text fields. There should really be 

a maximum number of characters to minimise the amount of storage required and also from 

skewing the formatting of the page. 

-top level domain www.exam-tracker.com should redirect to webpage.  

After all the coding was done and I tested my website I realised that when I went to the top 

level website directly, a page not found error is returned. Unfortunately due to the fact that the load 

balancer that is provisioned as part of kubernetes cluster is a classic load balancer, there is no option 

to redirect. The best solution to this would be to build it into the code of the application but because 

I only realised this towards the end of the build I did not have time to re-create the image. 

 

-This app would really need to be integrated into a college website that has the data already 

 This app would be better if a user did not have to enter anything and is built on top of the 

database that contains the results of each student. If this was the case, then there would also be no 

need for the user to enter the result that they want to achieve, instead it could default to the highest 

result and as you drop under that, it will tell you the result you need to get back to it. 

 

Design of application 
Essentially it is a HTML GUI using C# functionality. I went with an orange and white palette. I used a 

bootstrap template to implement this palette as outlined above. The font used was the default font 

used in C# MVC. 

http://www.exam-tracker.com/
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Future Work: 
I will ensure that the top level website www.exam-tracker.com does not actually 

redirect to the app. This needs to be rectified. 

For the deployment part, after some research I discovered that EKS is actually quite 

expensive to run and is not on the free tier, roughly $144 per month. This is quite expensive for 

a website that will see quite a small amount of traffic. I will look at other options to see if I can 

get a cheaper method. Kubernetes is the perfect solution if you have a rapidly growing 

workload but in my case, a service like AWS Lambda would be perfectly sufficient and a lot 

cheaper. 

http://www.exam-tracker.com/
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I would like to learn more about kubernetes administration. I would like to understand 

how to, for instance, release a new container without any downtime for the application. I would 

also like to understand how to implement Ingress/Egress controls within Kubernetes itself 

instead of using the cloud services (egress refers to the outbound traffic originating from within 

a network, data ingress refers to traffic that originates outside the network that is traveling into 

the network). 

I would also like to know how to improve the searchability of the website using Google. 

I would like to know what metadata you need to include to ensure your website will be 

returned in the first page or first couple of pages of a google search. 

Conclusion: 

 After completing this project I have realised/learned the following points: 

- The combination of C#, asp.net, the Model View Controller and the visual studio 

application are a powerful combination that can be utilised relatively easily in order to 

build HTML based applications that can run on any operating system and can be 

accessed by any web browser. This for me was the main learning, the flexibility of C# and 

these tools. 

- Using docker and containerisation is actually not that difficult and it is relatively easy to 

get a container running on your local machine, Visual Studio makes this quite easy, the 

tricky part is to create a Kubernetes cluster and to create the required service and 

deployments that will run these containers. Creating a system that you can easily 

monitor also takes time and is not straightforward. 

- Kubernetes in the cloud is incredibly powerful and can replace a number of separate 

siloed servers with one environment that can expand or contract based on demand. The 

cluster can automatically recover from failures, can facilitate continuous deployment 

without service interruption and although complicated to administrate, a small well 

rounded Kubs admin team can manage a large cluser with a huge amount of resources 

available. These available resources can run a number of applications, not only one as 

each container runs completely separately to the rest. 

- When working with containers, try and avoid using layers (different projects within the 

same solution) in visual studio if at all possible. They caused me a lot of pain and when I 

analysed it, I was actually not getting any benefit from those layers. 

- My main conclusion from this project and I know it is obvious, is that the future of IT is 

the cloud. There are services available for all your needs, it is cutting edge technology 

and because the charges are based on how much you use, the prices are relatively 

affordable. 

 

Starting point for another student: 

 This project could be used in the following ways as a launching pad for another student.  

- The kubernetes cluster setup could be used for another student to run their own 

containers. They could concentrate more on the application rather than the 

infrastructure. 
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- A student could also improve on the kubernetes cluster setup, they could implement 

ingress. The kubernetes cluster that I have built is a very basic and the implementation 

for instance, a monitoring GUI for instance or an Ingress controller. 
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