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Abstract 

Among multiple risks children are exposed online, child sexual abuse saw a rapid growth in the 

last years. Children are groomed and sexually exploited across social media, online games and live 

streaming. The current study looked into parents' awareness of online predatory behaviours, 

focusing on above-mentioned spaces and online grooming. Five female parents took part in semi-

structured interviews. The findings show that the participants see more risks than benefits for 

children being online, but underestimate riskiness of online games and live streaming.  They are 

not always familiar with the concept of grooming, but have a good intuition which actions by 

online strangers are alarming. As a risk mitigation strategy they utilise physical presence, and 

count on building trust with a child as opposed to usage of parental control tools. This study lays 

a good foundation for qualitative and quantitative future research of multiple aspects of child safety 

online.  
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1. Introduction 

The fast growth of technologies, boost in mobile penetration and consequent growth of the 

internet usage (Roser, Ritchie, & Ortiz-Ospina, 2015) led to numerous studies of the impact of the 

latter one.  One of the commonly used arguments in favour of providing children with access to 

the internet is its positive effect on their academic performance (Carter et al., 2015). Access to a 

computer at home and internet connection seems to be as important as self-learning skills 

(Yesilyurt, 2014) and it is effectively used as a supplemental learning source in schools (Siraj et 

al., 2015).  Contemporarily, the internet is a preferable way of getting quick and diverse data than 

attending conventional sources such as  libraries (Kumah, 2015).  

Alongside the positive aspects associated with the growth of the internet, there are diverse  

risks children can become exposed to online and the impact these risks can have on children is 

considerable. Online experiences can lead to psychological, emotional, safety and health-related 

issues for children (Alqahtani et al., 2017). For example,  cyberbullying has reached very high 

levels across different countries (Athanasiou et al., 2018; Sorrentino et al., 2019). In addition,  

obesity correlates with the internet addiction (Bozkurt et al., 2018) and excessive internet usage 

can impact the quality of minors’ sleep  (Ahn, 2017; Wang, 2019), diet and exercise (Gaidhane et 

al., 2018). 

A topic  attracting an increasing level of media and research attention in recent years is the 

safety of children  online.  According to the study of 11 countries (Silver et al., 2019), 79% of 

respondents are very  concerned about children's exposure to immoral and harmful content.  

Understanding the scale of the concern requires consideration of multiple aspects.  Almost every 

age group of children is represented online in some capacity. For example, among the 12-15 year 
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old group, 83% have their own smartphones and among 5 to 7 year olds, 42% have their own 

tablets typically with access to the internet  (Ofcom, 2019).  Between 80% and 93% of children 

have access to social networking services on their phones; nearly 60% reported to have more than 

100 friends and 65% of children who have social media profiles communicate with “new friends'' 

online (Groupe Spécial Mobile Association [GSMA], 2016, p.4). In the context of social media, 

half of children set up their profiles to public and 20% of them don’t know how to change it to 

private mode (Alqahtani et al., 2017). The combination of these factors means children are highly 

represented online and subseqently highly vulnerable to online predatory behaviours, leading to 

online child sexual abuse.  

1.1 Common spaces and recent trends in child sexual abuse online 

1.1.1 Social media  

In recent years, local, national and international media vendors have increased scrutiny on 

individual cases and global trends of online predatory behaviours. The considerable  attention in 

the media to the topic is reasonable given the scale and prevalence of its appearance online. Digital 

sexual abuse presents a significant part of all abuse children experience. For example, according 

to the Danish National Centre for Social Research (Oldrup, Christoffersen, Kristiansen, & 

Østergaard, 2016), around 60% of male and 77% of female children unwanted sexual experiences 

with an adult started in  an online context. Thus, the media has the goal of increasing the awareness 

of a general audience about existing risks and holding technology companies accountable for 

children being safe using their products.  

A good example of mass media driving a change in the online child safety field is  the New 

York Times (NYT). The NYT issues several articles a year which raise the issue and considerable 
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readership worldwide.  The recent article “How to Protect Your Children From Online Sexual 

Predators” (Keller, 2019) lists 16 social media platforms (among which widely used are Whisper, 

Tinder, Kik and Tumblr)  and 3 games (Fortnight, Minecraft, Discord) that require special attention 

from parents due to the exposure to predators they create. Such lists and materials generally present 

a high PR risk and consequently apply pressure to those companies to implement positive change 

to address the issue.  

In the UK, law enforcement is most concerned about Facebook-owned apps (Facebook, 

Messenger, Instagram and WhatsApp) and Snapchat. The UK charity the National Society for the 

Prevention of Cruelty to Children (NSPCC, 2019) stated that the given apps were involved in more 

than 70% of the online sexual crimes reported to the police (para. 5).  The NSPCC also mentioned 

that the usage of Instagram by predators was doubled compared to the previous year, which is a 

very concerning trend due to two aspects: the rise in Instagram’s popularity and message 

encryption. Between February 2013 and June 2018, the number of monthly active Instagram users 

grew 10 times from 100 million to 1000 million (Statista, 2019). As part of Instagram’s terms and 

conditions, children under 13 are not allowed to have Instagram accounts (Instagram, n.d., para. 

1). According to the official statistics only 13-17 year old children  are on Instagram and they 

comprise 6.2% of all Instagram users worldwide (Statista, 2019). In practice children  below 13 

years can easily surpass age-related rules and also get access to the app, because as written in the 

recent article by Techcrunch (Constine, 2019) Instagram is not asking users their age upon signup. 

While asking for the age upon sign up is already in place for some other big social media, such as 

Snapchat and TikTok, this process cannot still fully ensure that children  don’t get access to the 

apps when they are not supposed to. There are multiple ways to circumvent these measures; they 

can lie about their age, use parents’ accounts, or ask older people to set up accounts for them. It is 
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therefore plausible to explain how every fifth child abused online is younger than 11 years old  

(NSPCC, 2019, para. 3).  

As previously  mentioned, another challenge for child  safety on Facebook-owned apps is 

end-to-end encryption; only users engaged in the communication have access to the data 

(WhatsApp, n.d., para. 2). Neither Facebook nor law enforcement will be able to access private 

communication data. This change was caused by the increased pressure on Facebook to protect 

data privacy, especially after the scandal involving Cambridge Analytica using Facebook users 

data to affect their voting choices (Doffnam, 2019). This is why, taking into account the current 

state and complexity of managing  child safety on social media, it is important to note that all 

parties (technology companies, law enforcement, educational institutions and parents) have a  

responsibility for ensuring appropriate experiences for children online.  

1.1.2 Live Streaming 

One of the features of social media which should be mentioned separately is live streaming.  

Around 70% of 12-15 year olds are aware of  live streaming, out of whom 20% have already shared 

videos via live streaming platforms (Thinkyouknow, n. d., para. 2). Children especially like this 

functionality, because it provides them with instant gratification (Karadağ, & Kılıç, 2019); likes, 

comments and live interactions in the live chat, which accompanies live stream, gives them 

attention which they can be missing in the offline world.   

 Live stream can also be a place of vulnerability for children to become targets for sexual 

abuse. London Grid for Learning conducted a survey of 40000 pupils aged seven to 16 years and 

found that every 6th participant mentioned that during streaming something had happened that 
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made them feel uncomfortable with more than 1 in 20 pupils experiencing prompts to change or 

get undressed (Asaria, 2019).  

Several  factors contribute to high risk faced by children participating in live streams. Firstly, 

it is a technology challenge for social media platforms to catch and moderate violative live streams, 

especially before they have done any harm (Newton, 2019). Secondly, a lot of live streaming 

happens without adult supervision. According to the Internet Watch Foundation (IWF, 2018) 96% 

of abuse on live stream showed a child on their own, in a home set up, namely in bedrooms or 

bathrooms (para. 5). Being alone and not understanding the intention of chat comments, children 

can start sharing personal information or engaging in other  activities they would never do 

otherwise. A common approach of an abuser would be to ask for sexual dares on the webcam, 

which with time would gradually escalate to an extent when these materials would be enough to 

blackmail a child to produce even more (Richardson, 2020).  Lastly, since all age groups are 

present on social media it makes it possible for bad actors to target specifically younger and more 

naive children. A study of 2,082 images and videos of live-streamed child sexual abuse by IWF 

(2018) showed that 98% happened to minors under 13, 28% were aged 10 or younger, and the 

youngest victims were only 3 years old  (para. 2). The latest data collected by IWF (2018) shows 

that around 38% of reports to the organisation on child sexual abuse online were self-produced 

(para. 18), which indicates a signifcant knowldge gap in childrens’ and parents’ awareness of risky 

online behaviours.  

1.1.3 Online Gaming 

An area which deserves special attention is online gaming. According to the Pew Research 

Center (Perrin, 2018), in the US the vast majority of teens between 13 and 17 years old call 
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themselves gamers; 97% of teen boys play video games, compared with 83% of girls. It is therefore 

not surprising that in the recent years games became one of the online spaces which has seen a 

considerable increase in online child sexual abuse. NYT recently published an article, which talks 

about the case where parents accidentally figured out that their 13-year-old son was involved in a 

gaming chat on Discord, where sexual conversation was happening and very graphic imagery was 

shared (Bowles & Keller, 2020). This case is not isolated but rather a typical example experienced 

by children online.  

The seriousness of the abuse which might happen in gaming space is proven by a few recent 

cases, which resulted in custodial sentences. A man from California was sentenced to 14 years for 

forcing an 11-year-old girl to produce child pornography (CP) while playing “Clash Of Clans” 

(The United States Department of Justice [DOJ], 2019). A similar case happened in Seattle, this 

time a man was soliciting nude imagery from children  playing Minecraft and League of Legends 

(DOJ, 2015). A man  from Illinois threatened to rape children  over X-Box Live and was sentenced 

to  to 15 years in prison and 15 years of supervised release (DOJ, 2017).  To tackle this problem, 

in 2019 in the UK a few institutions such as NSPCC, the National Crime Agency (NCA) and 

Abertay University sat together to design changes to online games that should keep children safer 

online (“Why Games”, 2019, para. 5). Based on the problem size and seriousness, it is expected 

that in the upcoming years gaming will be more regulated on the global and local levels. 

1.2 Online child sexual abuse and exploitation  

1.2.1 Statistics on child sexual abuse material (CSAM) 

The gaming industry, live streaming, and social media attract online  predators due to  direct 

and often unsupervised access to children. To be able to understand better the scale of child sexual 
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abuse online, it is worth looking into official statistics on yearly produced child sexual abuse 

material (CSAM). There is a  legal obligation for companies to report CSAM to the US National 

Center for Missing and Exploited Children (NCMEC)(Legal Information Institute, 2008) and this 

offers the opportunity to track data trends in this area.   

In recent years law enforcement agencies have seen a rapid upward trend in CSAM. In 2018 

NCMEC (n.d.) received 18.4 million referrals of suspected online child sex offending instances 

from around the globe (para. 2). In 2018 NCA received 3 times more UK-specific online case 

referrals compared to 2016: 113,948 versus 43,072 reports correspondingly (Brennan et al., 2019).  

1.2.2 Definition, stages and examples of grooming 

Alongside the statistics regarding CSAM, understanding what processes are happening in the 

background and leading to CSAM creation is crucial. More clarity can be provided by looking into 

broader topics, such as child sexual exploitation (CSE) and grooming. According to NSPCC (n.d.) 

CSE represnts a type of sexual abuse; when children  are exploited they are given something (e. g. 

money, drugs, presents) in exchange for performing sexual activities (“Child”, para. 2). In the 

online space CSE can take the form of sending or posting sexually explicit images of themselves, 

filming or streaming sexual activities and requests, or having sexual conversations to name a few 

examples (NSPCC, n.d., “Child”, para. 8). Due to their naive nature, children can be often groomed 

and tricked into thinking that they are engaged into sincere consensual relationships (NSPCC, n.d., 

“Child”, para. 2). NSPCC (n.d.) defines grooming as when someone is working on building a 

relationship, trust and emotional connection with children  in order to manipulate, exploit and 

abuse them (NSPCC, n.d., Grooming, para. 2). The high prevalence of self-produced images in 
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child sexual abuse cases (38% of reports)(IWF, 2018, para. 18) is a strong indicator of how 

common  and harmful grooming is.  

The  Online Grooming Communication Project (OGC) provided a lot of valuable insights into 

the nature of online grooming (Baldwin, n.d., para. 2). For this project 250 million words of online 

interactions of 192 convicted groomers were analysed. The findings showed that children can 

become at risk of grooming in as little as 18 minutes spent in the online chat (Baldwin, n.d., para. 

1) and the maximum time before the first sexual requests was only 82 hours. Another important 

finding from the study was that there was  no certain victim profile meaning that all children using 

the internet are at risk of being groomed.  

When it comes to detecting grooming, the challenge lies in the complexity of the process and 

its subtlety at the early stage (Baldwin, n.d., para. 5). Forensic psychiatrist Dr. Michael Welner 

defines 6 stages of grooming which can lead to sexual molestation of a child, such as: targeting 

the victim, gaining the victim’s trust, filling a need, isolating the child, sexualizing the relationship 

and  maintaining control (Welner, 2010, para. 2-11). To reach their goals, groomers can use quite 

sophisticated and subtle language, as opposed to existing misconception that they jump straight to 

sexualising and coercive requests (“Academics Research”, 2016, para. 5).  Groomers have shown 

a proficiency at pretending to care about targeted children and expressing romantic, rather than 

sexual interest (“Academics Research”, 2016, para. 10). This is why they can easily stay 

undetected by existing online grooming protection software (“Academics Research”, 2016, para. 

12).  

Depending on the stage of grooming, predators will use different wording in communication 

(Nesbitt, 2018). Some of the phrases which should be alerting to parent, will touch upon the 
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following topics:  personal contact information such as emails or nicknames in social media, 

relationships in the household, compliments (“sweetie”, “you are so cute”), questions about who 

owns devices (“Who else uses the computer?”) and if there is some parental control over the child's 

online activity (“Do your parents monitor your online accounts?”)(Nesbitt, 2018). It can also be 

about exchange of sexualized pictures and offline meeting invitations (“Can you sneak out of your 

house and meet up at a McDonald’s for a treat”)(Nesbitt, 2018).  

Considering online grooming presents a big risk for any child  using the internet and is very 

challenging to detect (Baldwin, n.d., para. 5), a degree of responsibility falls parentally. Parents 

should, firstly, be familiar with the existing parental control tools and, secondly, have strategies 

on how to protect their children from online predators (Keller, 2019). These strategies should 

include a communication component orientated towards building a trusting relationship with 

children and creating a safe space for them to share unwanted and often shameful experiences 

(Keller, 2019).  

1.3 How to protect children  from online sexual predators  

1.3.1 Parental control options available  

The technology industry has both the obligation to report child sexual abuse (Legal 

Information Institute, 2008) and awareness of the scope of the problem (Brennan et al., 2019) 

which has resulted in subsequent preventative implementations. For example, some entertainment 

sites, such as Netflix and YouTube have the kids version of their product, where the content is 

properly reviewed to make sure it suits children (Netflix, n.d., “Where Can”, para.1; YouTube, 

n.d., “An App”, para. 1). Many social media websites introduce parental control options. For 

example, recently TikTok announced Family Safety Mode, which allows parents to control screen 
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time and limit who can directly message their children (Keenan, 2020). Games such as Discord 

(Citron, & Churchill, 2017) and Epicgames (Epic Games, n.d., “Parental Controls”) have guides 

for parental controls and settings easily available via any search platform.  

There are also multiple apps like Qustodio (Qustodio, n.d., “Qustodio Premium”, para. 1), 

FamiSafe (FamiSafe, n.d., “A Most Reliable”, para. 1) or Bark (Bark, n.d., “The Smart Way”, 

para. 1) helping parents protect their children online. According to Ktoridou, Eteokleous, and 

Zahariadou (2012) effective parental supervision is one of the key factors in preventing abuse at 

an early stage.  The challenge with parental control options is that every app or website seems to 

have their own guidelines and practices. On top of that, often children are more knowledgeable 

about online spaces and technology and thus are difficult to be controlled (Erickson et al., 2016). 

Aligned with the huge variance across parental control apps, this makes it challenging for parents 

to have profound knowledge about online security and be sure their child is protected across 

different activities, spaces and devices.  

1.3.2 Best practices in communication with children about online safety 

Talking to children about sensitive topics such as online sexual abuse is not easy. There is no 

single guide which will be elaborated enough to answer all the challenging questions parents might 

have in this regard. Multiple institutions dealing with online sexual offences against children have 

attempted to provide some guidance to parents to initiate  the conversation. For example, NCMEC 

has developed a program, called KidSmartz. Through different types of the activities (i.e. quizzes, 

articles, music, videos) parents, teachers and caregivers practice with children Four Rules of 

Personal Safety: check first, take a friend, tell people “no”, tell a trusted adult (KidSmartz, n.d., 

Parent Tips, para. 1). NSPCC (n.d.) created an activity pack called PANTS, which talks about the 
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following five main rules every child should understand: “privates are private”, “always remember 

your body belongs to you”,  “no means no”, “talk about secrets that upset you”, “speak up, 

someone can help” (“PANTS”, para. 1-5).   

It is crucial to remember that every parent should not only learn what to talk about when it 

comes to online sexual abuse, but also know how to do it effectively (Keller, 2019). In other words, 

making sure that a child  feels safe to come to a parent to share their  online experiences can help 

prevent online abuse at an  early stage. Dr. Salter, an associate criminology professor at the 

University of New South Wales in Australia, advises to, firstly, spend some time with a child on 

games and apps to build trust; secondly, “remain nonjudgmental and reassure your children that 

they are not in trouble” and, thirdly, normalise talking with children about their sexuality without 

seen it as a shameful topic (Keller, 2019).  

1.4 Rationale and aim of the research  

In the previous sections of this paper, common spaces and recent trends in child sexual abuse 

online have been outlined. It is crucial to understand that child sexual abuse online has a dynamic 

nature, constantly evolves and is classified differently from legal and cultural perspectives in 

different jurisdictions (Wager, Armitage, Christmann, Gallagher, & Ioannou, 2018). At the same 

time, while there is a growing body of research on the topic in question, it is still quite limited by 

the sample size or geography, and puzzled in terms of its types, accessibility to practitioners, and 

its applicability for law enforcement (Alqahtani et al., 2017).  

Law enforcement proactiveness in sharing statistics in online child sexual abuse has resulted 

in significant research into prevalance of abuse. Contemporaneously there is little research looking 

at parental awareness of current online predatory behaviours cross-platform, in particular when it 
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comes to how risks can manifest in certain popular online spaces, such as social media, live 

streaming and online gaming. Usually research focuses on knowledge and attitude about child 

abuse amongst parents in the offline space (Sharma & Mathur 2019) or on individual topics, such 

as cyber safety awareness among children (Rahman & Abidin, 2019), parents strategies in 

supervising usage of mobile devices (Wong & Lee, 2017) and challenges in detecting sexual 

exploitation of children on the internet from a legal stand point (Dushi, 2018). No research is 

looking into parents' awareness of grooming happening across social media, online games, and 

live streaming. 

Thus, the goal of this research is to conduct an overarching study, which would look broadly 

at the question of parental awareness of online predatory behaviours. The aim is to gain an 

understanding of, firstly,  parents’ stand on online spaces popular among children, secondly, what 

makes their children vulnerable online, and lastly, how the risks can be mitigated. Based on this 

goal, the research questions this study attempts to answer are:  

1. What benefits and risks of children being online do parents consider? 

2. What awareness do parents have of predatory behaviour online and how it can manifest? 

3. To what extent do parents find social media, online games, and live streaming risky for 

children? 

4. What are parental strategies of maximizing the benefits and mitigating the risks of their 

childrens’ online presence? 

By successfully answering these questions, the current research would help understand the 

perspective of a parent in regard to online safety. In addition, it would identify the levels of 
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awareness of online risks and consequently indicate if there is a knowledge gap which needs to be 

addressed by educational institutions, government and the technology industry. 
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2. Methodology  

2.1 Research design 

Due to the topic of the study being currently under-researched, a qualitative approach was 

chosen to collect deeper insights into parents’ awareness, attitudes and behaviours when it comes 

to keeping children safe online. The format of semi-structured interviews allowed the researcher 

to understand the level of awareness of the participants around the topic, and be flexible enough 

to get useful insights even when the participants were unfamiliar with some concepts of interest.   

The obtained data was transcribed with the help of speech-to-text software (Live Transcribe, 

2020), and later analysed by means of Braun and Clarke’s (2006) thematic analysis framework. 

2.2 Ethics 

This study was granted ethical approval from the Research Ethics Board and Filter Board of 

Dublin Business School on 10th November 2019.  

Psychological Society of Ireland (2010) guidelines were consulted in the process of 

preparation and execution of the research. The participant's information sheet (Appendix A) 

covered that the study was anonymous, confidential and gave the right to withdraw from 

participation. It was also used for debriefing participants prior to the interview.  

It was expected that due to the sensitive nature of the research topic, the interview questions 

might cause distress to participants in two cases: if their children had experienced any form of 

online or offline sexual abuse, or if they come to realise the existance of the risks they were not 

aware of previously. To address these risks every participant by the end of the interview was 

provided with:  
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1. the information on reporting and getting help in case of child sexual abuse (Appendix B), 

2. parental controls brief overview and best practices in communication with children about 

online safety (Appendix C),  

3. an opportunity to request this research paper after its completion to improve the knowledge 

in the researched field.   

2.3 Participants and recruitment  

Due to the qualitative nature of the research, purposive sampling was chosen as a sampling 

method. The selection was based on 2 inclusion criteria. Firstly, a participant should have been a 

parent with at least 1 child under 13 years old. The age range is based on Children's Online Privacy 

Protection Rule, which imposes certain requirements on online services directed to children under 

13 years of age (Federal Trade Commission, n.d., para. 1) and on the necessity to limit the studied 

group to make findings more homogeneous and representative. Secondly, a participant should have 

been available for a face-to-face interview in Dublin. Based on these criteria, five females were 

selected.  Socio-demographic data except gender and age of the children was not collected to 

prevent participants’ identification and analysis of these factors was not in scope for this study.  

Participation was voluntary and did not result in any type of compensation. Participants, 

however, can get access to the research results upon request. As of now four out of five 

interviewees expressed interest in reading the thesis after completion.  

2.4 Procedure and materials 

Five working days prior to the interviews participants were provided with a participant 

information sheet, describing the objective of the study and how the collected materials would  be 

stored and used (Appendix A). Interview questions were not shared with participants in advance 
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intentionally in order to be able to see the raw awareness level and prevent participants from doing 

additional research prior to the interviews. All interviews were conducted individually at the time 

and location preferred by the participants. Before the interview all  participants were briefed and 

reminded about anonymity, confidentiality and the right to withdraw from participation. By 

signing a consent form (Appendix D) everyone agreed to the format of the study. No records were 

withdrawn.    

The interview schedule had 13 prepared questions (Appendix E), designed from scratch based 

on the pre-existing research and findings. The questions covered parents’ risk assessment of social 

media, online games and live streaming, grooming, usage of parental controls and online risk 

mitigation strategies. The majority of questions were open-ended ones. The goal was to stimulate 

an insightful conversation and ensure the questions weren't leading the participants responses. 

Follow up probing questions were employed during conversations where necessary. The 

interviews took from 25 to 35 minutes each.  

2.5 Data storage and usage 

Each interview was audio-recorded on an interviewer’s Pixel phone, which was password 

protected. Five distinct audio files, named “P1”, “P2”, “P3”, “P4”, “P5” were then transferred to a 

password protected laptop, which only the interviewer could access to, and deleted from the phone. 

During the interview, no identifiable data such as names, places of work, nationalities, and others 

were mentioned to keep confidentiality.  

  2.6 Thematic analysis procedure 

Data corpus consisting of two and a half hours of recordings was analysed as a part of the 

current research by means of proposed by Braun and Clarke’s (2006) thematic analysis framework. 
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As mentioned by the authors, the framework can help identify, analyse and report patterns or 

themes within data, providing a rich, detailed, and yet complex, account of it (Braun & Clarke, 

2006, p. 78). This was especially needed due to the diversity of the topics covered. Using semi-

structured interviews, five mothers currently living in Dublin were asked to share their 

experiences, knowledge and feelings in regards to different aspects of children activity and safety 

online, online predatory behaviours, and parental controls.  

Following Braun and Clarke’s (2006) advice, a few decisions on how to approach data corpus 

were made prior to the analysis (p. 82).  Firstly, it was decided what would count as a theme, in 

other words an element of the analysis which links back to the research questions and “represents 

some level of patterned response or meaning within the data set” (Braun & Clarke, 2006, p. 82). 

Since current research is looking into both individually and commonly mentioned by participants 

issues, it was determined that a theme can be raised only a few times within the whole data set to 

be included in the results section of the study. Looking into parents' awareness of online predatory 

behaviours and choosing the themes, the aspect of importance was intentionally put over the one 

of prevalence. Still prevalence of the themes is an important indicator and can be used during 

discussion of the results.   

Secondly, this study uses a rich description of the data set in order to provide diverse empirical 

support of this research, which is aimed at looking broader at the question of parental awareness 

of online predatory behaviours and touching upon a variety of related aspects. Thirdly, the themes 

are data-driven, they formulated in an inductive manner, being strongly linked to the data 

themselves, but not necessarily to the actual questions (Braun & Clarke, 2006, p. 83). Fourthly, in 

order to extensively describe each theme semantic level of coding is utilised. Lastly, to be able to 
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theorize motivations, experiences, and meanings of the topics covered during interviews topics in 

a straightforward way, realist approach is employed (Braun & Clarke, 2006, p. 85).  

After making the above-mentioned consideration, data corpus was analysed as per a six-step 

guide outlined by Braun and Clarke (2006, pp. 86-93) utilising Google Docs (Appendix F) and 

Google Sheets (Appendix G). Analysis started from profound familiarisation with the data, 

followed by generation of initial codes and searching for themes. After that the themes were 

reviewed and visualized in the thematic map in Google Slides. As a next step the themes were 

named and defined. The analysis was concluded by the report write up.  

Summarising thematic analysis procedure, all 4 research questions fit well realistic and 

semantic approaches to analysis of the data set. Every participant prior to the interview was asked 

to share not only factual information, but also their thoughts and feelings about the topic in 

question. Semi-structured format of the interview was employed to create space for free discourse 

on some of the topics. This allowed later to step away from anchoring themes directly to the 

research questions and facilitated them to emerge from the collected data.  Even though the 

prevalence aspect of the data is significant for scaling and generalising the results, the importance 

had more weight to account for individually raised insightful statements. Braun and Clarke’s 

(2006, pp. 86-93) guide on data analysis ensured rich, detailed, and complex representations of 

participants’ insights.  

2.7 Supplementary data analysis 

Supplementary data analysis was conducted due to 3 main reasons. Firstly, to provide 

summaries. Secondly, it attempted to identify patterns and trends across participants, and finally, 
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it had a function of helping readers visualise the data.  This analysis is presented in the form of 

tables and used for supporting research questions.  

2.8 Reliability and validity 

The results presented in this research study are exploratory and descriptive in nature. Since 

the participants’ perspectives are subjective and can be affected by multiple factors, such as 

nationality, age, profession, computer literacy and many more, generalisation and application of 

the findings in different environments should be done carefully. 
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3. Results 

3.1 Supplementary data analysis: trends and summaries 

This section collects an overview tables for several topics covered during the interview such 

as children’s age and reasons why they are provided with devices; their device and internet usage 

peculiarities; screen time and how well parents are aware of it. The tables help visualise data and 

can point at the commonalities in participants’ responses.  

Table 1 shows that the youngest participant’s child is 10 months old and the oldest is nine 

years old. Participants with 2 children while answering the questions focused more on the older 

child due to them having more access to devices and the internet. Ten-months old child did not 

meet inclusion criteria and was not a part of the analysis. It is seen from Table 1 that the main 

reason for providing children with devices is to entertain them, occasionally destruct and give 

parents free time for themselves.  

Table 1: Participants' children's age and reasons for giving them devices  

Participant  Child №1 Child №2 Why children are given devices 

P1 4 y.o. n/a Entertainment, destruction in journeys 

P2 5 y.o. n/a Entertainment, free time for a parent  

P3 9 y.o. 3 y.o. Entertainment, free time for a parent 

P4 
7 y.o. 10 months 

Entertainment, destruction in journeys and when sick, 

reward 

P5 5 y.o. 3 y.o. Entertainment, educational 

 

Table 2 shows that regardless of age, children tend to be engaged in the same type of activities 

on devices. They watch cartoons on Netflix for Kids and YouTube Kids, videos from YouTube 

main, play online and offline games, and listen to music. None of them currently have personal 

mobile phones.  
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Table 2: Child's age and devices usage  

Participant  Child's age Devices usage 
Does a child have a 

personal cell phone?  

P1 4 y.o. 
Watching cartoons on TV connected to laptop, Netflix for 

Kids, YouTube Kids app, phone with offline games, 

switching songs. 
No 

P2 5 y.o. Watching cartoons on Youtube Kids and Netflix for Kids. No 

P3 9 y.o. Watching cartoons, playing games, listening to songs and 

watching their clips. 
No 

P3 3 y.o. Watching cartoons, playing games. No 

P4 7 y.o. Watching content on YouTube. No 

P5 5.5 y.o. Watching content on YouTube. No 

P5 3 y.o. Watching content on YouTube. No 

 

As summarised in Table 3 all children have access to the internet on parents’ devices they 

use.  

Table 3: Child's age and internet usage 

Participant  Child's age Internet usage 

P1 4 y.o. 
Exposed to online content but doesn't interact with it. Plays pre installed 

games offline online. 

P2 5 y.o. 
Has access to YouTube Kids and Netflix for Kids. Sometimes they watch 

cartoons on the phone, where internet access is possible. 

P3 9 y.o. Plays online games, watches karaoke versions of songs on YouTube.  

P3 3 y.o. Was not mentioned. 

P4 7 y.o. Has access to YouTube for Kids only. 

P5 5.5 y.o. Has access to the internet on the devices while watching YouTube. 

P5 3 y.o. Has access to the internet on the devices while watching YouTube. 

 

Parents try to limit screen time for their children to a few hours a week, with more time spent 

during the weekend (Table 4). From the data captured, there is no strong relation between child’s 

age and screen time. It depends more on situational factors and necessity to keep a child busy on 
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certain occasions. Interestingly, if there are 2 kids in the family, they tend to have the same amount 

of screen time regardless of the age difference.   

Table 4: Child's age and screen time 

Participant  Child's age Weekdays Weekends Other 

P1 4 y.o. 20 min/day up to 2h 
Can be longer while 

traveling, in the car to 

keep a child busy. 

P2 5 y.o. 30 min/day up to 2h n/a 

P3 9 y.o. 1-2h/day 1-2h/day n/a 

P3 3 y.o. 1-2h/day 1-2h/day n/a 

P4 7 y.o. 2h overall 3h on Saturday 
Way longer when a child 

is sick to keep a child 

longer in bed. 

P5 5.5 y.o. 1h/day max up to 3h n/a 

P5 3 y.o. 1h/day max up to 3h n/a 

 

All participants expressed a high level of awareness of what their children are doing when 

they use devices and connect to the internet. Occasionally they might be unaware due to an 

inability to be physically present next to a child.  

Table 5: Screen time awareness level by a parent 

Participant  Child's age Awareness level Unsupervised time 

P1 4 y.o. Well aware (~95%) When not in the room (~5%) 

P2 5 y.o. Well aware When the mother is in shower 

P3 9 y.o. Well aware 
When taking a younger child to bed. When playing games. 

 (~30 min/day) 

P3 3 y.o. Well aware none 

P4 7 y.o. Well aware 
When mother is at work on saturday and partner is sleeping 

 (~2 hours) 

P5 5.5 y.o. Well aware none 

P5 3 y.o. Well aware none 
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3.2 Thematic analysis 

3.2.1 Themes summary 

The process of thematic analysis, especially the step of generation of initial codes and 

searching for themes was complex due to several reasons. Firstly, as planned the information 

gathered was quite diverse and covered multiple topics. Topics ranged from parent’s attitudes to 

the popular among children online platforms to their technical awareness in navigating devices, 

the internet and parental control options. Secondly, some of the questions were very specific and 

might have led to similarly named themes, which is not recommended by Braun and Clarke (2006). 

This is why the themes and related codes were revised three times before finalisation; to minimise 

researcher's bias in naming themes and to ensure fair representation of relevant content to inform 

the research questions. As a result, 4 overarching themes emerged from the data set: online 

benefits, online risks, alarming behaviours by online strangers and parental strategies for keeping 

children safe online .  

Due to the semi-structured format of the interviews, there was a lot of information indirectly 

linked to the research questions gathered. Prior to conducting thematic analysis, it was decided to 

prioritise the importance of each data item over prevalence across the entire data set. To visualise 

this, the system of “high”, “medium” and “low” labels was introduced (Table 6). The logic of 

labelling prevalence for sub-themes is the following: “low” was assigned if the sub-theme is 

mentioned 3 or less times; “medium” if it is mentioned 4 to 7 times; and “high” if it is mentioned 

8 or more times. These are arbitrary thresholds applicable in the structure of the current research. 
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Labelling of importance was based on the researcher's subjective estimation of how much insight 

a certain sub-theme can provide into the research questions stated.   

Since there are 4 themes with overall 23 sub-themes, only those marked as “high” or 

“medium” importance are covered in detail in this research. The other themes are mentioned in 

order to provide a representative picture of the data acquired.    

Table 6: Summary of themes and sub-themes 

Sub-themes 
№ of times 

mentioned 
Mentioned by 

participants 

Sub-theme 

prevalence within 

the theme 

Sub-theme 

importance to the 

research questions 

Theme 1. Online benefits 

1. Socialising with other children 

2. Developing knowledge and talents 

3. Accessing information unavailable otherwise 

3 

6 

1 

1,2,5 

5 

1 

Low 

Low 

Low 

Medium 

Medium 

Low 

Theme 2. Online risks 

1. Addiction to devices 

2. Exposure to age-inappropriate content  

3. Dangerous pranks and movements 

4. Cyberbullying 

5. Sharing personal information with strangers 

6. Destructive comparison with others 

7. Low parents’ technical savviness 

8. Ineffectiveness of parental controls 

9. Degradation of social skills 

11 

10 

5 

5 

6 

8 

10 

1 

5 

1,2,3,5 

1,2,3,4 

1,5 

3,5 

1,2,3,4 

1,2,3 

1,2,3,4,5 

3 

2,4 

High 

High 

Medium 

Medium 

Medium 

High 

High 

Low 

Medium 

Low 

Medium 

Low 

Low 

High 

Low 

High 

High 

Low 

Theme 3. Alarming behaviours by online strangers 

1. Gathering personal information 

2. Gaining trust 

3. Complementing 

4. Buying presents 

5. Keeping relationships in secret 

6. Getting CSAM 

7. Demanding offline meeting 

4 

4 

4 

1 

2 

2 

3 

3,4,5 

2,4,5 

1,2,4 

1 

2 

3,4 

2,5 

Medium 

Medium 

Medium 

Low 

Low 

Low 

Low 

High 

High 

High 

High 

High 

High 

High 

Theme 4. Parents' strategies for keeping children safe online  

1. Physical presence 

2. Trust  

17 

3 

1,2,3,4,5 

1,3,5 

High 

Low 

High 

High 



30 

 

3.2.1.1 Theme 1: Online benefits  

It was immediately clear from the interviews that parents’ attitude towards their children using 

social media, playing games online and live streaming was typically negative. They were however, 

able to list a few benefits such as socialising with other children, developing knowledge and talents 

as well gaining information otherwise inaccessible to them. It was decided to include a theme 

outlining benefits into this analysis to put into perspective how few benefits compared to risks 

parents see for their children being online.   

There were 2 important sub-themes identified. Firstly, socialising with other children was, 

according to participants, inevitable due to the lifestyle of modern children and children being 

more naturally disconnected. Secondly, developing knowledge and talents was of significance to 

participants.    

Table 7: Quotes for “Socialising with other children” sub-theme 

Participant  Quote 

P1 “I want the kid to feel included and this is the new reality.” 

P5 “Kids are disconnected from each other and sometimes like it is very difficult to connect to 

play together… So social media is for them the way to talk to each other, interact with each 

other.”  

 

Table 8: Quotes for “Developing knowledge and talents” sub-theme 

Participant  Quote 

P5 “I know that there are fantastic education games for the kids for all ages.”  

 

3.2.1.2 Theme 2: Online risks  

The most prevalent theme that emerged from the analysis was online risks. It covers the 

diversity of risks interviewed parents associate with children being online. Four out of 9 identified 
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sub themes met the threshold of “medium” or “high” in the current study and will be covered in 

this section.  

The first sub-theme is exposure to age-inappropriate content online. It was mentioned in 

relation to gaming; occasional unintentional clicks and cartoons for children having some type of 

adult themes. In-game chat was flagged as a risky space due to unpredictability of third party 

actions and varied age-groups playing the same games.  

Table 9: Quotes for “Exposure to age-inappropriate content online” sub-theme 

Participant  Quote 

P1 “One of the games is Minecraft and … there's always a live chat where he's exposed to 

every kind of person... he might be exposed to sex even though they ban those right away 

but still I'm worried.” 

P3 “And I don't know if they click on those games, where they will go. Sometimes they could 

go to the adult pages, and I don't like it at all because I don't have any control over that.” 

P4 “I don't know if it is completely possible to shield her from everything, even TV movies… 

They're doing all these movies appropriate to kids but there are always hints and little 

hidden. Secret messages for the adults.” 

 

Speaking about gaming and live streaming, sharing personal information with strangers (e.g. 

geolocation, real names) was categorised as a risk by 4 out of 5 participants.  

Table 10: Quotes for “Sharing personal information with strangers” sub-theme 

Participant  Quote 

P1 [about live streaming] “If I follow them I know where they are because so it's good for me. 

But then again everybody knows where they are. So that's kind of a geo location. That is a 

risk.” 

P3 “I found out that in that game she can chat. Some day she's talking to me that there is 

someone who is… asking her “where do you leave?”... And my innocent daughter said 

where she leaves… I became terrified because I don't know who the person is.” 

P3 “You can’t give your real name in the game.” 

 

Low parents’ technical awareness was a common theme mentioned by every participant. 

Parents interviewed described themselves as insufficiently technology-literate, feeling ill-

equipped with existing parental control tools. They relied heavily on kids versions of the apps (e.g. 
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YouTube Kids or Netflix for Kids) and would try to research more on parental controls available 

in the future, without providing a clear timeline for this. Most of them openly admitted they don’t 

know much about parental controls and how to use them; parents expressed concern that they 

would never be able to provide their children with proper online safety particularly given their 

children advance in technological understanding faster than themselves.  

Table 11: Quotes for “Low parents’ technical savviness” sub-theme 

Participant  Quote 

P1 “So far, not really [equipped with control tools for online child safety] because I've never 

searched… Kids versions... like YouTube kids Netflix kids… should provide some security 

for the content. But other than that, I don't know much.” 

P3 “There are some controls, but I don't know how to use them.” 

P4 “I don't know because I'm not so active on social media myself, how to prevent it or what 

to do against it. I can imagine that there is a lot we can do. But I think when the time comes, 

I will have to do some research on it.” 

P4 “These technologies are going forward so fast that I don't think I will ever be completely 

equipped to prevent everything bad from happening.” 

P5 “I am afraid that it's much sooner than we think because even when I looked at how quickly 

my two-year-old son was navigating YouTube content and searching for the videos that he 

wanted, I was really surprised.” 

 

Participant 3 expressed mistrust in the effectiveness of parental controls, underlying that 

children can still surpass the system restrictions and talk to anyone without supervision.  

Table 12: Quote for “Ineffectiveness of parental controls” sub-theme 

Participant  Quote 

       P3 “I found that the roadblocks asks the parents to sign in, and I sign in and create a password, 

but I don't think it's completely safe. Many children have already created an account and 

they can talk with anyone.” 

 

3.2.1.3 Theme 3: Alarming behaviours by online strangers   

All participants emphasised that in order for a behavior to be alarming it should come from a 

stranger and not somebody like a class-mate or a friend. During the interview every participant 
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named at least 1 behavior by which would fall into this category. Overall 7 sub-themes were 

identified.   

The first sub-theme is gathering personal information. It was mentioned by 3 out of 5 

interviewed parents. They see it as a pretty broad category, which can include any personal 

information about children or their families. Most commonly age and address were given as 

examples. Household routines or the way children look were also mentioned here.     

Table 13: Quotes for “Gathering personal information” sub-theme 

Participant  Quote 

P4 “What’s your age?” 

P5 “Someone who wants to collect sensitive data from her like things about her age, how she 

looks, how we look, where we are, if we are at home or like very sensitive data around our 

life and about us.” 

 

Gaining trust is a second sub-theme, brought up by 3 participants. It was viewed from two 

different perspectives. First one, as a necessary component to later manipulate a child to keep the 

communication and relationship a secret. Second one, as a strategy to start and keep 

communication going by finding or potentially making up things which might be common for a 

predator and a child, such as the place where they both live.  

Table 14: Quotes for “Gaining trust” sub-theme 

Participant  Quote 

P2 “Trying to get the child's trust and on the other hand to make sure that they don't tell 

anyone.” 

P5 “It could also be trying to get close. We all live in the same district. I sometimes see you.” 

 

The sub-theme of complementing a child was brought by 3 parents as well. Participant 2 had 

a very interesting observation on why by complementing children on, for example, how beautiful 

they are, can work so effectively. According to her it has to do with children feeling lonely, 
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meaning that compliments even by strangers might make them feel special and boost their self-

esteem.  

Table 15: Quotes for “Complementing” sub-theme 

Participant  Quote 

P1 “Oh, look at this beautiful skirt that you have, or the hair band looks amazing! What color 

is it?” 

P2 “Some kids probably feel lonely, some children want to feel special... you know, having 

someone to love them, make them special and cherish them, for them to get some self-esteem 

as well as, tell them they are beautiful because many teenagers now don't feel this way.” 

 

One participant listed buying presents as something which, on the one hand, looks really 

innocent and appropriate in certain instances, but on the other hand, can be very alarming, 

especially to a four-year old child and coming from a stranger.   

Table 16: Quote for “Buying presents” sub-theme 

Participant  Quote 

       P1 “Definitely would be anything related to presents or something that they can buy her. It 

could be something that we don't buy her but she really wants like “Hey, do you have your 

birthday coming soon? I'm wondering if I could get you any presents”. That sounds so 

innocent. Of course. Everybody gives you a present for your birthday.” 

 

Keeping relationships in secret was raised by a singular participant. Importantly, it was 

depicted as a part of the broader grooming process, mentioning a few of its stages such as initially 

gaining trust, then creating secrecy around relationships and finally blackmailing a child.   

Table 17: Quote for “Keeping relationships in secret” sub-theme 

Participant  Quote 

       P2 “People who are doing it are trying to get the child's to trust them in some way and on the 

other hand to make sure that they don't tell anyone, trying to create some kind of secrecy 

around it and that if they do tell someone something they will get into trouble.” 

 

The results show that participants quite well understand what can guide predators who target 

children online. Two participants explicitly said that getting CSAM is a common goal for 

peadophiles. It was also emphasised that getting sexual materials from children is a long process, 
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requiring time and concerted effort towards a child first. This relates back to the requirement of 

trust building with a targeted child. 

Table 18: Quote for “Getting CSAM” sub-theme 

Participant  Quote 

       P3 “Especially I know that there are so many peadophiles who actually target young children. 

And after doing many good things, they start to ask to take pictures.” 

 

An intent to have an offline meeting with the final goal of exploiting a child was covered by 

2 parents. It was mentioned that these meetings could be involuntary in nature; a child agrees to 

meet a predator as a result of being blackmailed that some intimate information, shared with a 

predator before, will be spread more broadly. According to the interviewed parents, this is a high 

risk stage because children will comply with requests out of fear of being disclosed.    

Table 19: Quote for “Demanding offline meeting” sub-theme 

Participant  Quote 

       P2 “[predators will] use something around those kinds of things that they [children] said or 

send them pictures or something like that to blackmail them [children] into meeting them 

or doing other things for them which are very concerning.” 

 

3.2.1.4 Theme 4: Parents' strategies for keeping children safe online   

Theme 4 is about strategies parents use to mitigate online risks and provide their children with 

proper online experience. The first sub-theme within it is physical presence. In other words, 

participants try to be in the same room or at least hear what content their children are exposed to. 

They try to do it for the whole duration of the devices’ usage, especially when their children go 

online. They also mention that it’s not always possible because they need to do other things, like 

taking a shower or putting their younger children to sleep. Importantly, parents already now realise 

that this strategy is not sustainable long-term, because growing up children tend to spend less and 

less time with their parents.  
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Table 20: Quotes for “Physical presence” sub-theme 

Participant Quote 

P2 “Yeah most of the time I'm around. It's not that he's in his room on his own.” 

P3 “I have placed my TV in the living room. And also whenever they want to play games they 

use my PC.” 

P5 “At this moment the only strategy is being with them. In a couple of years it will, or sooner 

than I think, they would like to be left alone, then I will need to really think or even earlier 

I should think, what should I do?” 

 

Another strategy participants seem to strongly believe in is trustful relationship with a child. 

From their perspective trust as a safety precaution can be more effective than parental controls 

games and social media provide.     

Table 21: Quotes for “Trust” sub-theme 

Participant  Quote 

P1 “I know there's parental control and these programs. Will have to study even though I'd 

rather trust my child then do this.” 

P4 “This technologies are just going forward so fast that I don't think I will ever be completely 

equipped, to prevent everything bad from happening, but I'm hoping that what I can do is 

make my relationship with my daughter so healthy that if at some point she will come across 

something that could be potentially dangerous to her she will tell.” 

 

In summary, thematic analysis revealed 4 themes with overall 23 sub-themes, out of which 

12 have high and 3 have medium importance  for the current research and thus were discussed in 

more detail. The overview of themes is presented in Figure 1.  

Figure 1: Map of themes 
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4. Discussion 

4.1 Introduction 

The goal of the current research was to conduct a qualitative study, which would look at 

parents’ awareness of online predatory behaviours. Based on collected data the following 4 themes 

emerged: online benefits, online risks, alarming behaviours by online strangers, parents' strategies 

for keeping children safe online . This chapter critically discusses the major findings of the study 

in the context of the pre-existing research and literature in the area in question. 

4.2 Theme 1: Online benefits 

In an attempt to balance a discussion of such a sensitive topics as online predatory behaviours 

and child sexual abuse online, during interviews study participants were always asked about both 

benefits and risks of children being present online. The benefits listed were either linked to the 

necessity for children to socialise with other children, or had educational nature. The latter is in 

line with the pre-existing research (Siraj et al., 2015; Yesilyurt, 2014).  

Importantly, the main reason for providing children with access to devices is not benefits they 

can get online, it is entertainment (Table 1). As was mentioned by participants, when a child is 

distracted by cartoons or games, parents can leave a child alone and get some time for themselves. 

This partly contradicts the statement that they are well aware of everything their child is doing 

online (Table 2). Interestingly, while discussing online benefits and risks, participants were 

struggling to list diverse benefits, but easily did this for risks. This is why the current theme 

happened to be the least prevalent one within this study and indirectly supports the notion of rather 

negative parents’ attitude towards social media, online games and live streaming, which were 

discussed during the interviews.       
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4.3 Theme 2: Online risks  

Online risks was the most prevalent theme and the only topic touched by all participants 

multiple times throughout the interview. Parents were concerned about the aspects, which have 

already been widely studied before, for example, cyberbullying (Athanasiou et al., 2018; 

Sorrentino et al., 2019) or internet addiction and health (Ahn, 2017; Bozkurt et al., 2018; Wang, 

2019). Notably, 4 out of 5 participants (80%) mentioned occasional exposure to violent, graphic 

and sexual content, especially when it comes to online gaming. This fits with previous study by 

Silver et al. (2019) and the finding indicating that 79% of adults are very concerned about 

children's exposure to immoral and harmful content.  

Online gaming was additionally classified by 2 participants as a high-risk space. It was 

outlined that due to the different and often unknown age of players, in-game chat can become a 

place for sexually explicit conversations. This has already been confirmed by examples from 

popular gaming platforms (Bowles & Keller, 2020).  Most of the participants seem to 

underestimate the potential risks of online gaming and link it to only unwanted occasional 

exposure of children to sex conversations. Real custodial sentences (DOJ, 2015, 2017, 2019) 

indicate that much stronger harm such as blackmailing, threatening and production of child 

pornography can have their roots in online gaming.  

One of the participants also expressed a strong mistrust in the in-game parental controls. The 

participant provided an example of how fast children advance  in technology and change the 

settings without parents being notified. This has been previously confirmed by the Erickson et al. 

(2016). Unfortunately, inability to provide a safe gaming environment seems to be a broader issue 

for the tech industry. This is why in the UK, NSPCC, NCA and Abertay University united to 
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design and lobby changes to online games that should keep children safer online (“Why games”, 

2019, para. 5).  

The risk of live streaming is also underestimated by the participants. It’s mostly linked to 

sharing geolocation without specifying what it can mean for a child. Participants didn’t think of it 

as a space where according to the research children become targets of sexual abuse, being often 

prompted to get changed or undressed (Asaria, 2019).  

Finally, the low level of technical savviness mentioned by every participant is not a risk by 

itself, but a strong contributor to risk of children online. Since the main reason for providing a 

child with access to devices is entertainment (Table 1), for now participants rely heavily on kids 

versions of the entertainment apps. As assured by participants, their children don't yet have any 

social media accounts and use only the resources approved and monitored by their parents. At the 

same time every participant confirmed that their children have access to the internet on their 

devices (Table 3), which in combination with some unsupervised time (Table 5) means they can 

easily end up on some more risky online platforms, including social media which can remain 

unnoticed by the parents.     

4.4 Theme 3: Alarming behaviours by online strangers  

This is a core theme within the current study, that is aimed at understanding how well the 

parents are familiar with the concept of grooming, which forms it can take and what online and 

offline consequences it can lead to. According to Welner (2010) grooming has 6 stages: targeting 

the victim, gaining the victim’s trust, filling a need, isolating the child, sexualizing the relationship 

and  maintaining control (para. 2-11). Interestingly, even though not every participant was initially 
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familiar with the concept of grooming, all of them were able to name at least 2 alarming behaviours 

by strangers online which formally can be categorised into one of the grooming stages.  

Gathering personal information, gaining trust and complementing were mentioned most often 

by the participants. It is important to note that these 3 behaviours belong to the early stages of 

grooming. Late stages behaviours were mentioned less and no participant mentioned all the stages. 

The combination of these factors indicates that the participants are not familiar with the complexity 

of the grooming process and see certain behaviours as individual rather than  connected harmful 

activities. In turn, this means that parents may react appropriately to some grooming stages and 

miss others.   

4.5 Theme 4: Parents' strategies for keeping children safe online   

The participants took the topic of children's online safety seriously and understood the need 

for thorough parental supervision. This, according to Ktoridou, Eteokleous, and Zahariadou (2012) 

can influence the quality of children’s experiences online and prevent abuse. The strategy common 

for every participant regardless of a child’s age is being physically present or being able to listen 

to the activities a child is engaged in being online. Since the maximum mentioned child’s screen 

time daily is 3 hours (Table 4), theoretically it’s still possible to be with a child. Notwithstanding, 

this approach is unsustainable, because there are situations when a child has to be left alone with 

a device (Table 5).   

Interestingly, none of the participants mentioned usage of any parental control apps. On top 

of that only one participant talked about in-game parental settings, which she did not fully trust. 

As a much preferred alternative to implementing parental control tools, some participants talked 

about building trustful relationships with a child; making sure they would come and freely share 
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unwanted online experiences if they happen to them. While building trust and discussing sensitive 

topics with a child is crucial to protect them from online child abuse (Keller, 2019), it’s also key 

to be equipped with specially developed guides as KidSmartz by NCMEC (n.d., Parent Tips), 

PANTS by NSPCC (n.d.). The participants, however, didn’t use any structured way of doing this 

and had ambiguous timelines for seeking improvement. This might lead to missing the right 

moment to start a conversation that could prevent abuse from happening.  

4.6 Implications and applications 

Looking at the findings from thematic analysis, there is no doubt that participants adequately 

assessed the overall riskiness of the online space and understood the prevalence of risks over 

benefits. The participants approach children's safety online seriously. The strategies they use 

however are not always well-thought out or sustainable long term. This means that they could be 

more proactive in researching parental controls available and guidelines to raise awareness among 

their children in an effective way and at the opportune time.  

While some responsibility for children’s safety online falls parentaly, it has to be admitted 

that it’s a much bigger issue that needs to be addressed on multiple levels. Firstly, parental control 

options should be simplified to make sure parents with different technical knowledge can use them 

effectively. Secondly, being aware of the scale and challenges around grooming and CSAM, social 

media and gaming companies should work to improve their detection systems. Thirdly, 

governments should, on the one hand, incentivise tech companies to implement required changes 

and, on the other hand, sponsor educational programs which will support individual efforts by 

parents. Finally, it’s  the responsibility of children and young people to support each other and 
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report negative behaviour online. All of these actions combined can assure a high level of online 

child safety.    

4.7 Strengths and Limitations 

The key strength of the current study is its complex approach to understanding parents' 

awareness of online predatory trends. It focuses on social media, online games and live streaming 

as high-risk online spaces that were never researched collectively  before. On top of getting 

parents’ risk assessment of the mentioned platforms, the research provides valuable insights into 

their understanding of grooming process which often leads to sexual abuse online on these internet 

platforms. This helps look into the research topic from different angles. Another strength is study’s 

broad applicability. The findings have applicability for parents, technology companies, 

educational institutions and even governmental bodies. Finally, due to the diversity of the 

observations uncovered, current study can be a great starting point for subsequent research, both 

qualitative and quantitative.  

There are also limitations which should be taken into consideration before generalising study 

results. Firstly, sample size and demographics. It included five female and no male participants. 

Male parental figures may have considerably different experiences and understandings of online 

spaces. All participants currently live in Dublin. This might make results not fully representative 

for samples with significantly different cultural backgrounds and demographics. Secondly, using 

semi-structured format of the interviews and thematic analysis to interpret the data can lead to a 

certain level of subjectivity in the observations and findings.  
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4.8 Future research  

Due to the diversity of topics covered in the current study, a few important observations were 

made which can become a ground for future research. The findings showed that the participants 

are very careful when it comes to their children having their personal mobile phones and being on 

social media, but they underestimate riskiness of online games and especially live streaming. The 

reasons behind such attitudes could be investigated further.  

Awareness of online grooming alone, its stages and consequences can be studied 

quantitatively to get deeper and more generalised findings.  Reliance on the parent-child trust and 

its preference over parental control apps and settings, is a whole new area which would particularly 

merit further research. Likewise it can be looked at from the perspective of techniques parents use 

to build trust. Future research could utilise experiments on the effectiveness of already existing 

guidelines, such as PANTS or KidSmartz. Lastly, future research can replicate current one 

addressing its limitations, expanding sample size and diversity of participants.  

4.9 Conclusion  

Current research explored parental awareness of online predatory behaviours using a 

qualitative semi-structured interview design and Braun and Clarke’s (2006) thematic analysis 

framework. The following 4 themes emerged from the data set: online benefits, online risks, 

alarming behaviours by online strangers, parents' strategies for keeping children safe online. The 

observations within these themes helped answer all stated research questions. It can be concluded  

that the participants see more risks than benefits for children being online, try to postpone usage 

of  social media due to their negative influence on children, but underestimate riskiness of online 

games and live streaming.  
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The participants were not always familiar with the concept of grooming but had a good 

intuition regarding which actions by online strangers were alarming. Parents typically use physical 

presence as a risk mitigation strategy and count on building trust with a child as opposed to usage 

of parental control tools. The diversity of the findings make them useful for different groups such 

as parents, technology companies, educational institutions and governments. This study lays a 

good foundation for both qualitative and quantitative future research in the area of child safety 

online.   
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Appendices  

Appendix A: Participant’s information sheet 

 

Information sheet  

[TITLE OF THE STUDY]: A qualitative study on parents' awareness of online predatory 

behaviours.  

I would like to invite you to take part in a research study. Before you decide you need to  understand 

why the research is being done and what it would involve for you. Please take time to read the 

following information carefully. Ask questions if anything you read is not clear or if you  would 

like more information. Take time to decide whether or not to take part.  

WHO I AM AND WHAT THIS STUDY IS ABOUT  

My name is Sofia and I am a second year student at Higher Diploma in Psychology, Dublin 

Business School. This study is a part of my research project.  

WHAT WILL TAKING PART INVOLVE?  

Taking part in this study will mean having a 30-minute face-to-face interview.  

WHY HAVE YOU BEEN INVITED TO TAKE PART?  

If you are selected for this interview this means that you have 1 or several kids between three and 

13 years old. 

DO YOU HAVE TO TAKE PART?  

The participation is completely voluntary and you have the right to withdraw at any time without 

any consequences and without providing any reasons.  

WHAT ARE THE POSSIBLE RISKS AND BENEFITS OF TAKING PART?  

The topic of a research might become sensitive if anyone in you have encountered online sexual 

abuse. You are not pushed to share sensitive information during the interview, however if these 

topics are too difficult for you, please consider withdrawal from the participation. During the 

interview we will also cover support options, available helplines, dedicated NGOs.   

WILL TAKING PART BE CONFIDENTIAL?  

The participation is fully confidential. No information which might help identify you will be 

included in the transcript of the interview or in the research paper itself.  

HOW WILL INFORMATION YOU PROVIDE BE RECORDED, STORED AND 

PROTECTED?  
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The audio part will be recorded by means of a cell phone. The video part will not be recorded. All 

handwritten interview notes will be destroyed in 4 weeks after conduction of interview and 

transcribing them into electronic format. Voice recordings and electronic interview transcriptions 

will be stored on the personal researchers laptop protected by a password for a maximum of two 

years.  

WHAT WILL HAPPEN TO THE RESULTS OF THE STUDY?  

The results of the study will be presented to the evaluation committee from Dublin Business School 

in the form of a poster presentation and the whole paper submitted online via Moodle. There are 

no plans to present the findings anywhere outside of the university or make it available externally. 

WHO SHOULD YOU CONTACT FOR FURTHER INFORMATION?  

Researcher: Sofia Mostovaia, XXXXXX@mydbs.ie 

Supervisor: Dr Pauline Hyland, XXXXXX@dbs.ie 

THANK YOU!  
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Appendix B: Information on reporting and getting help in case of child sexual 

abuse 

1. Reporting child sexual abuse 

In Ireland the cases of child sexual abuse are reported to Garda. It has a dedicated phone line, 

which works 24/7, 365 days a year. It’s free and confidential. Ongoing, recent and historical cases 

of child abuse are encouraged to be reported. The phone line number is 1800 555 222. This is a 

Garda FAQs web page which can be consulted for further details: https://www.garda.ie/en/Victim-

Services/Reporting-a-crime-FAQs/How-does-the-child-sexual-abuse-reporting-phone-line-work-

.html  

2. Getting psychological help 

There are several organisations in Ireland which provide psychological help to victims of child 

sexual abuse and their families.  

1. Aware.ie (https://www.aware.ie/support/support-line/):  

a. has a childline for support on 1800 66 66 66,  available Monday - Sunday, 10am 

to 10pm; 

b. Teenline 1800 833 634; 

2. Dublin Rape Crisis Centre 1800 77 88 88; 

3. One in Four provides professional support to men and women who have experienced 

childhood sexual abuse. Their contact details: 

a. by telephone on 01 6624070 Monday – Friday 9.30 to 5.30pm 

b. by email: info@oneinfour.ie 

c. by letter at 2 Holles St, Dublin 2, D02 FP40 

4. CARI (Children at Risk Ireland) provides therapy and counselling services to children, 

non-offending family members and groups who have been affected by child sexual abuse. 

Their contact details: 

a. by telephone on Lo Call 1890 924 567 (Republic of Ireland) or +353 1 830 8523 

(UK and Northern Ireland). Lines are open from Monday to Friday 9:30am - 

5:30pm 

b. by email: helpline@cari.ie 
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Appendix C: Parental controls brief overview  

1. Parental controls brief overview  

Here you can find some useful information and links on parental controls available: 

1. entertainment sites, such as Netflix (https://www.netflix.com/browse/genre/27346) and 

YouTube (https://www.youtube.com/kids/) have the kids version of their product, where 

the content is properly reviewed to make sure it suits children. 

2. Many social media websites introduce parental control options. For example, recently 

TikTok announced Family Safety Mode, which allows parents to control screen time and 

limit who can directly message their children (https://newsroom.tiktok.com/en-gb/family-

safety-mode-and-screentime-management-in-feed).  

3. Games such as Discord (https://blog.discordapp.com/parents-guide-to-discord-

c77d91793e9c) and Epicgames (https://www.epicgames.com/fortnite/en-US/parental-

controls) have guides for parental controls and settings easily available via any search 

platform.  

4. There are multiple apps like Qustodio (https://www.qustodio.com/en/), FamiSafe 

(https://famisafe.wondershare.com/ad/parental-control-

mobile.html?gclid=Cj0KCQjwpfHzBRCiARIsAHHzyZrpj2vH8CJq8BuK5rbI_zUqnzKg

yfXiMFYpadx-1eW7hkFdK4M7BYQaAukNEALw_wcB), Bark (https://www.bark.us/), 

which allow controlling kids activity online.  

2. Best practices in communication with children about online safety 

1. NCMEC has developed a program, called KidSmartz. Through different types of the 

activities (i.e. quizzes, articles, music, videos) parents, teachers and caregivers practice 

with children Four Rules of Personal Safety: check first, take a friend, tell people “no”, 

tell a trusted adult (https://www.kidsmartz.org/).  

2. NSPCC created an activity pack called PANTS, which talks about the following five 

main rules every child should understand: “privates are private”, “always remember your 

body belongs to you”,  “no means no”, “talk about secrets that upset you”, “speak up, 

someone can help” (https://www.nspcc.org.uk/keeping-children-safe/support-for-

parents/underwear-rule/).   

3. This is a good article with a few tips on how to approach communication with a child 

about online sexual abuse - https://www.nytimes.com/2019/12/07/us/protect-children-

online-sex-abuse.html.   

https://www.netflix.com/browse/genre/27346
https://www.youtube.com/kids/
https://newsroom.tiktok.com/en-gb/family-safety-mode-and-screentime-management-in-feed
https://newsroom.tiktok.com/en-gb/family-safety-mode-and-screentime-management-in-feed
https://blog.discordapp.com/parents-guide-to-discord-c77d91793e9c
https://blog.discordapp.com/parents-guide-to-discord-c77d91793e9c
https://www.epicgames.com/fortnite/en-US/parental-controls
https://www.epicgames.com/fortnite/en-US/parental-controls
https://www.qustodio.com/en/
https://famisafe.wondershare.com/ad/parental-control-mobile.html?gclid=Cj0KCQjwpfHzBRCiARIsAHHzyZrpj2vH8CJq8BuK5rbI_zUqnzKgyfXiMFYpadx-1eW7hkFdK4M7BYQaAukNEALw_wcB
https://famisafe.wondershare.com/ad/parental-control-mobile.html?gclid=Cj0KCQjwpfHzBRCiARIsAHHzyZrpj2vH8CJq8BuK5rbI_zUqnzKgyfXiMFYpadx-1eW7hkFdK4M7BYQaAukNEALw_wcB
https://famisafe.wondershare.com/ad/parental-control-mobile.html?gclid=Cj0KCQjwpfHzBRCiARIsAHHzyZrpj2vH8CJq8BuK5rbI_zUqnzKgyfXiMFYpadx-1eW7hkFdK4M7BYQaAukNEALw_wcB
https://www.bark.us/
https://www.kidsmartz.org/
https://www.nspcc.org.uk/keeping-children-safe/support-for-parents/underwear-rule/
https://www.nspcc.org.uk/keeping-children-safe/support-for-parents/underwear-rule/
https://www.nytimes.com/2019/12/07/us/protect-children-online-sex-abuse.html
https://www.nytimes.com/2019/12/07/us/protect-children-online-sex-abuse.html
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Appendix D: Consent form 

PARTICIPANT CONSENT 

A qualitative study on parents' awareness of online predatory behaviours.    

 

Should you agree to participate in this study please read the statements below and if you agree to 

them, please sign the consent form. 

  

·    I have read and understood the participant information sheet provided via email. 

·    I understand what the project is about, and what the results will be used for. 

·    I understand that what the researchers find out in this study may be shared with others but that my 

name will not be given to anyone in any written material developed. 

·    I am fully aware of what I will have to do, and of any risks and benefits of the study. 

·    I know that I am choosing to take part in the study and that I can stop taking part in the study at any 

stage without giving any reason to the researchers. 

  

This study involves audio recording of the interview sessions. Please tick the appropriate box 

  

·   I am aware that the interview will be audio recorded and I agree to this. However,  

should I feel uncomfortable at any time I can ask that the recording equipment be 

switched off.  I know that I can ask for a summary of the interview session. I 

understand what will happen to the recordings once the study is finished. 

  

 

·     I do not agree being audio recorded in this study. 

  

  

I agree to the statements above and I consent to taking part in this research study. 

  

  

Name: (please print): __________________________ 

  

Signature: ___________________________________      Date: ______________ 

  

  

Interviewer’s Signature  ________________________                 Date: ______________ 
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Appendix E: Interview questions 

 

Interview Questions: 

1. How old is your kid and since when s/he has started using a phone / laptop / tablet? 

2. What are the main reasons for providing your kid with access to devices (apart from staying 

in touch and emergencies)? 

3. How much screen time does your kid have? Does s/he use the Internet? 

4. How well are you aware of her screen time activity? What exactly does s/he do when she 

uses a phone / tablet / laptop? 

5. How much supervised vs unsupervised time does your kid spend online? 

6. Do you have any concerns for your kid being online? Can you elaborate on these concerns? 

7. Have you heard of or faced any online predatory behaviours? If not, can you think what 

types of predatory behaviours kids could be exposed to online? 

8. Have you heard of online grooming? How can you describe it? Could you think of any 

grooming example phrases? 

9. What are your thoughts on your kid using social media? Can you think of any risks or 

benefits? 

10. What are your thoughts on your kid using live streaming? Can you think of any risks or 

benefits? 

11. What are your thoughts on online gaming? Can you think of any risks or benefits? 

12. Do you have strategies for protecting kids when they are online? From online predatory 

behaviours and addressing your concerns of them being online? 

13. Do you feel you are equipped with the control tools which can help provide your kids with 

safe screen time? What exactly (settings, apps, etc) do you use? 


