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Abstract

Data Privacy is one of the biggest issues of our time. Economically, the Big Data market have
never been stronger and worth billions.
Politically, the use of citizens data, from online and off-line sources are used to create a masssurveillance in some countries, reducing freedoms and many liberties in the name of security.
Ethically, companies and third party had never collected more data from consumers,
especially since the arrival of the Internet of Things. As technologies evolves and as
whistleblowers expose the numerous scandals on the topic, consumers are starting to realize
the outcomes of such practices. But how can they protect themselves? Legislations such as
GDPR, LDPR or the California’s Online Privacy Protection Act have emerged, but it has been
found that it is still not enough.
This research expose if consumers would be willing to pay companies of an existing digital
service to keep their data private.
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Glossary:
Data:
“A representation of facts or ideas in a formalized manner capable of being communicated or
manipulated by some process.” (Ian H. Gould, I.F.I.P. Guide to Concepts and Terms in Data
Processing, 1971).
Data in our digital era, is also considered as “the representation of a small pieces of
information observed, sensed, and collected in daily life”. (Meg Leta Ambrose, Lessons from
the Avalanche of Numbers: Big Data in Historical Perspective, 210-211, 2015)

Big Data:
"A very large sets of data that are produced by people using the internet, and that can only be
stored, understood, and used with the help of special tools and methods" (Cambridge
University, No Date)

Big Data are stored in large databases and can be proceeded and interpreted thanks to the use
of AI. If these data are called "Big", it’s because it needs the use a supercomputer to be
processed (IEEE Access, 2019).
Consumer’s Data:
Defined as the information provided to a business by a customer when interacting with a
website, app, survey, social media, marketing campaign and other online and offline funnels.
These data can be behavioral, demographic, and personal (name, age, gender, e-mail) and
helps companies to understand, communicate and engage their consumers (Indrajeet
Deshpande, 2020).
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Data Privacy:
Privacy is defined as “an individual’s right to freedom, from intrusion and prying eyes or the
right of the person to be left alone”; regarding data, we can add that is it the right for a
“proper handling, processing, storage and usage of personal information” (Data Privacy
Manager, 2020).

Artificial Intelligence:
Defined as “the ability of a digital computer or computer-controlled robot to perform tasks
commonly associated with intelligent beings. The term is frequently applied to the project of
developing systems endowed with the intellectual processes characteristic of humans, such as
the ability to reason, discover meaning, generalize, or learn from past experience” (Copeland,
Encyclopedia Britannica, No Date).

Machine learning:
Defined as “the study of computer algorithms that improve automatically through experience.
Applications range from datamining programs that discover general rules in large data sets, to
information filtering systems that automatically learn users' interests” (Mitchell, Hill, 1997).
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1. Introduction
“The concept of Privacy is only 150 years old.” (Alasdair Allan, TEDxExeterSalon, 2017)

For everyone and in many constitutions, the right for privacy is an essential, constitutional
right.

The definition of privacy can vary between the perception individuals have of it. Some may
say that privacy is what they want people to know about them, as other would say that it is the
area where they can freely be themselves.
Privacy International defines it as an essential right “for autonomy and the protection of
human dignity, serving as the foundation upon which many other human rights are built”
(2017, P.1).

Nobody would ever let someone come and go inside their house, looking everywhere,
listening to conversation, watching behind everybody’s back while doing something.

Well, that’s what is happening online nowadays. Most people don’t know, or don’t care, or
are aware of the issue but are not willing to give up on their precious phones, apps, or
connected accessories.

Thanks to new technologies, human civilizations have thrived like never before. We’re able to
consume content, call and send messages, read news, take and post pictures, withdraw money,
buy goods, book a flight or a train, almost everywhere around the globe, with an outstanding
facility and immediacy.
11

While individuals are enjoying these wonderful services and devices, they were distracted on
the fact that because everything was free, they were in power that they were the only owners
of what they were doing online. (Jaron Lanier and E. Glen Weyl, 2018).

Companies need data. They need it to feed their artificial intelligence and machine learning
algorithm that will give them insights on the current situation about their users. Which topics
are trending, what people are saying about it, what each individuals likes, comments, posts,
watch, listen to, act, what website they navigate to and more. All this for a marketing purpose.
That’s how companies like Google, Facebook or Twitter are able to provide an always better
services and products. This same companies also give the opportunity for marketers to create
advertisement campaigns on their platform and target highly qualified users thanks to the data
these platforms have on their users.

But most people perceive these companies for what they’re not.
Facebook is a social media, but its business model is based on advertising and collecting data
to sell its tremendous database to third parties’ applications through advertising campaigns.
Back in the early 2010’s, games on Facebook appeared such as Farmville or Candy Crush and
a lot of people played them.
Some probably remember that before playing, they had to accept some conditions to access
the game. The company that created the game could collect data from Facebook like the
public profile, friend list, or e-mail address. (Ian Bogost, The Atlantic, 2018)

It is now obvious that some practices from companies that appeared to be normal few years
ago, can be now considered as unfair, and trust breaking. But one of the main problems is that
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these services that people use every day have become so essential and addictive to them, that
users keep using them. And that could be interpreted as an abuse of dominant position.
Instagram for instance, 1 billion people are using it (Christina Newberry, Hootsuite, 2019),
and 500 million every day. In average, they spent 27 minutes per day on it (2019). And
Instagram is the second most downloaded app on the App Store.

The danger here if no regulations are putted in place to protect user’s data is that people
would be ready to give up their data, rather than stopping using the service. Without knowing
the consequences for their private life.

Because even if data are mainly used for marketing purposes, they are also used for political
purposes (e.g. Cambridge Analytica). And that is major threat for our democracy.
Most companies supposedly don’t want governments to use the data against their citizen, but
the incomes that generate these data are tremendous.

Of course, I’m not saying that companies are not taking actions to protect their customers.
Apple for example has unveiled during its 2020 WWDC on June 22 (conference when the
company introduce new software for their products) major security measures in order to
protect and increase the privacy of their consumers (https://developer.apple.com/wwdc20/).
Facebook since the Cambridge Analytica scandal regarding the 2016 US Presidential Election
have taken major privacy measures. Users are now allowed to download their data and see
how their data are used and collected with a lot more transparency. Facebook even created a
dedicated page showing to users why they’re seeing the ads displayed on their account
(https://www.facebook.com/about/basics/advertising/ad-preferences).
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Furthermore, a research from the Pew Research Center showed that there’s a lack of
understanding regarding what is done with the collected data afterward (Brooke Auxier, Lee
Rainie, Monica Anderson, Andrew Perrin, Madhu Kumar and Erica Turner, 2019, P.37).

And that relies on a privacy matter. Privacy rights is based on concepts of consent that
become unintelligible if the collection, processing and uses of data become highly technical,
obscure, unpredictable, and psychologically manipulative.

But the idea of online privacy has been defined by the companies which are the most
powerful in this domain, throughout their terms and conditions.
They’ve shaped an environment where they define what online privacy can be, and
unfortunately, not as it should be.

Over the years, citizens started to wonder what their data were used for at multiples moments,
and this feeling got stronger after the leaks of the former CIA employee and whistleblower,
Edward Snowden (Mark Mazzetti, Michael S. Schmidt, The New-York Times, 2013).

And because data are valuable, hackers’ attacks have become to happen a lot more often.
From 2017 to 2018, Panera Bread had a major security breach that exposed millions of their
consumers and their data: names, birthday, e-mail, physical address, and the last four-digit
card numbers (Brian Kerbs, Kerbs On Security, 2018).

In 2017, Uber also suffered a massive data breach of exposing private data of 57 million users
and had to pay the hackers to solve the problem (Andy Greenberg, WIRED, 2017).
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In 2018, other attacks impacted Under Armour who lost 150 million user’s personal data (Lily
Hay Newman, WIRED, 2018), Expedia’s Orbitz lost 880 000 payment cards information
(Robert Hackett, 2018), and Saks Fifth Avenue have lost more than 5 million credit and debit
cards information from customers (Vindu Goel and Rachel Abrams, The New-York Times,
2018).

These are just few important examples of hackers’ attacks on companies. Many had happened
before, since, and will happen again. Unless companies start to understand the importance of
having a solid internal security against these attacks.

And this had for consequences to question the different companies and governmental
institutions practices regarding data usage, collection and security. Both from a juridical,
technical and ethical point of view.

What happened with the arrival of new technological tools is that the data that marketers had
now were a lot more accurate, and most effective.

So how did we get here?

In the early '60s in the marketing field, as society kept going forward its technological
development, the needs of collecting data began to be more and more essential to build a
targeted advertising audience. The methods were surveys and focus group interviewing (or
even buy lists of specific magazines subscribers) to keep a track on consumer's behavior,
habits, types of person (age, gender...) and purchase habits (Russel W. Belk, 2006).
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In the late 80’s and early 90’s, companies could spend the same amount of money as they
would today on advertising campaigns, with the main channels of the time (TV, radio,
billboards, cinema, press, outdoor like bus stops and indoor ads, mail) and target a very large
audience where only a small amount of consumers would be receptive (Joseph Turow, 1997).
Whereas in 2020 campaigns are a lot more accurate and cost effective, and that the campaigns
were product centric, instead of today consumer centric strategy.

The technological evolutions allowed companies and marketers to get new tools and
processes to gather efficient, more qualified data. And the arrival of the internet was the
access to the next level.

In the mid/end '90s, computers were adopted by numerous of consumers over the years, until
today, where almost 50% of the world population has one (Statista, 2019).
Smartphones and other new products such as smartwatches were also an amazing opportunity
in terms of data collection for companies.
New types of data, more ways to collect, analyze and use it, and Artificial Intelligence making
the process simpler and faster than ever before.

It has changed the way professionals process the data.
Banks, insurance companies and other companies are now able to see the high value they
could extract thanks to the collection, tracking, and analysis of the data.
They can adapt their offers according to specific customers' profiles (who they are, what
they've purchased, where they live...), and create patterns that would help them to do better
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targeting and reach their sales objectives. This was the birth of data-driven marketing
campaigns.

At this point, nobody really paid attention about what companies were doing with the
collected data.

But how companies are allowed to collect this much data?

When using a new service or product for the first time, users have to face the inevitable task
of T&C. As they are expected to read, most of the consumers don't even pay attention to them
– 91% following a study from Deloitte in 2019 - knowing that it will take hours to read the
average 80 pages, thus with really small texts. Especially knowing that most consumers
agreed to the T&C of companies because they want to use the service anyway (Susan Athey,
Christian Catalini, Catherine Tucker, 2017, P.2).

The problem is, some companies' services have become so essential for some people (ex.
Google Maps, Instagram, Spotify...) that even if companies update their Terms and
Conditions, consumers will accept them anyway and again, without even taking the time to
read a single word of the document.
Also, when an internet user browses a website, he's almost every time asked if he or she wants
to accept cookies. If the user does accept, it is without knowing what it engages him/her into.

The thing is, from a customer's side, when they accept blindly these conditions, they can be
exposed to companies' practices that can be ethically questionable.

17

Especially regarding the type of data that consumers gives and allow to get collected and
used.
Marketers can, for example, know if a customer is looking for a job, takes medicines, if
he/she's going through a break-up, or even what angle a phone is held (Guest contributor,
Robinson+Cole, 2019).

All of this creates virtual individuals of real people to target in the most effective way.
Most of customers' data are sold to third party companies and can also make their way to
the political area to influence people vote based on their profile and how much influenceable
they are (again, the Cambridge Analytica case).

And more recently with the COVID-19 outbreak, the US government is using location data of
millions of citizen's smartphones across the country to have a greater knowledge about the
spreading of the epidemic (Byron Tau, 2020). Or in France, with the launch of the app called
“Stop Covid”, where there was doubt about what would be done with the collected data and it
has been shown that indeed, the app collects more data than planned (Géraldine Delacroix,
2020).
A necessity to increase control over the disease, but "strong legal safeguard" regarding
privacy as said by activists.

Of course, the use of data for the good functioning of the society and company's services is
essential, but some practices have been noticed to be unfair regarding the trust that consumers
have in companies and have unlighted privacy issues and claims.
Thus, brand trust is inevitable if companies want to generate loyalty and ensure a good
reputation.
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At the end of the day, data are an essential aspect and need for upcoming evolutions. An
aspect that helps us understand how individuals interact or behave, to have a better overview
of the global situation and take the right decisions to create a better world. Although, some
companies see data only as a way to make profits on the back of consumers, which is here, the
real privacy issue. This can result in a real feeling of betrayal.

2. Literature Review
The literature review will help understand some of the main topics of the consumer privacy
field and identify the different facts and theories that influenced the choice of the research
subject and methodology. The literature review also helps the researcher to elaborate a
background, context to formulates its research question (Ridley, 2012, P.3-4).

This literature review will review different topics chosen for their relevance to the research
question, in order to have a better understanding and perspective.

Starting with the collection of data, with the different current practices for it and the tracking
of users, moving to the types of data collected, and data mining, the explanation of what are
the data brokers and why they an important of the big data market and practices, the
consumers perception and psychology regarding data privacy, the concept of anonymization
of data.

Furthermore, the security of data will be explained as well as its breaches, the ethics around
the use of consumers data and how their purposes can be ethically questionable, the issue of
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surveillance will be also aborded, political scandals and practices possible thanks to big data,
and finally, the different legislations in practice.

2.1 Data collection and Users Tracking
Collecting gathering data is easier thanks to new software, technologies and tracking
techniques.
Each device (smartphone, laptop and else) holds a single data point, which allows to track
individuals and profile them. Simply putted, every time someone visit a website, use an app,
or even take a picture, a data point is created. A data point is like a footprint. Except that this
footprint include can include an IP address or the device used. And almost everything that
passes through a computer or a smartphone leaves a data point. (Kim H. Pries, Robert
Dunnigan, 2015, P.45-47). Every action taken online – going on social medias, web browsing
generates a data point.

And these data are huge. In 2019, 2.5 quintillion bytes of data was generated every day
(Darina Lynkova, Leftronic, 2019), and as individuals continues to buy new devices, and
spend more time on it, the amount of data collected everyday will keep growing. That’s also
why now it is not define as ‘just” data anymore, but as Big Data.

Which devices are used to collect data from consumers?
The answer is quite simple: All of them (as long as they’re connected to the internet).

Smartphones, Laptop, Tablets, Smartwatches, Game consoles, Smart speakers, and more
unusual, smart TVs, thermostats with the Nest from Google, and even cars with BMW or
Tesla.
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Cars are not really the kind of thing you expect your data to be collected from.
Yet, most cars companies collect data from their users, most of the time with their knowledge.
As the technologies evolved, cars become more and more equipped in gadgets, bigger screens
for navigation, built-in GPS, sensors and so on.
All these data are valuable for companies, it helps understand the wants and needs of their
consumers, but also, see (in the case of cars),

And when an individual purchase a car, he signs a contract and gives up its rights for its data.
With these data, cars companies can collect as much data as a smartphone. They can track
locations, how the vehicle is running at a specific time by using all points of the car from the
tires to the sunroof, if the car needs repairs, and even know how much weight the driver is
(Beaven, Erik Pustay, Tire Business, Vol. 18, 2019, P.19).
Data are valuable. Companies have understood that a long time ago its value and market (that
we will see in the chapter 2.4) keep growing years after years.

And it exists other way to track people online, especially when they are browsing the web:
Cookies.

First invented by Lou Montulli in 1994, Cookies are defined as small pieces of data sent from
a website and stored on the computer user’s by the user’s web browser while browsing
(TechTerms, 2011).

Following a research from Imane Fouad, Nataliia Bielova, Arnaud Legout, and Natasa
Sarafijanovic-Djukic in 2020 (P. 1,2,3,4,8), we can acknowledge that cookies are used to
track the activity of an individual online, in-site or cross-site.
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By tracking a user through this technique, it is possible to obtain mainly information of the
web browsing of an individual, his behavior, the time he spent on a specific page, or his
purchase intention.

The way cookies work is simple. The website owner places a cookie on its website, and when
a visitor arrives (after his browser sends a request to the website’s server and that it had
accepted to let the user access it) on the homepage, he collects one or multiples cookies that
are then stocked on his web-browser. For marketers, an example of cookie in-site would be
Google Analytics.

Most cookies don’t track specific users online, they rather help marketers to have a broad
view of the activity on their website (thanks to KPI – Key Performance Indicators - number of
visitors, clicks, geographical and demographical data, rebound rate and more).
These marketers are not interested in knowing who exactly visited their website and only
focus on their own website activity and on using the in-site cookies.

Although, it exists other kinds of cookies that a follows and track user which are called third
party cookies.
These cookies are installed on a website to identify and analyze the behavior of users
throughout their entire journey online across websites.

Third party cookies can also be established as “invisible pixels”, a 1x1 pixel images with or
without information. According to the research, these are the most used cookies, as they can
be found on 94% of domains, and 35,66% are used by third party.
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Third party cookies are also known to share with their partners the collected data in order to
create a more defined profile of an individual online using the Cooking Syncing method,
which consist in gathering cookies from one website to another, both visited by the user, to
create a uniform pattern of tracking and browsing history, using for example a SSP (SupplySide Platform) and DSP (Demand-Side Platform). Which represent a threat for privacy
because third party cookies as we said before share the history of a user and clearly identify
him/her (Fouad, Bielova, Legout, Djukic, 2020, P.4).

Figure 1, Customer Data collection channels (Indrajeet Deshpande, Toolbox Marketing, 2020)
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2.2 Data types
There is plethora of possible data. Indeed, now that our world is digital, almost everything
that we used to do in real life and didn’t need a physical contact is possible digitally.

And as useful as it can be, companies and marketers don’t hesitate to collect a maximum of
data on their consumers. From their online behaviors, to their opinions, habits and personal
information.

There are four main types of data in the marketing area depending on the kind of market (Rob
Fdgr, Connext Digital, 2019, P.1) which are:
Identify/Personal (PII – Personal identify
Information)
Age, Gender, Name, Home, Address, Phone
number, Social Security card, Religion,
Ethnicity/Race, Sexual orientation, Login
details, Driver License Number, Passport
number, Financial data (Credit card,
Account), Geo-location, Job details, IP
adress, Devices ID, Cookies.
Behavioral
Online activity, Visited websites, E-mails
opened, Location and traffic habits, Apps,
Transactions, Subscriptions, Time spent on
specific websites or apps, Scroll, Mouse
movements, Purchases, Brand loyalty and
trust.

Descriptive
Careers, Family details, Pets owned,
Patrimony (car(s), house, devices...), Health,
Insurance, Contacts, Psychology, Cultural
(movies, music, art, books, podcasts,
events...), Images.

Attitudinal-Engagement/Qualitative
Clicks (Call To actions), Social Medias
(Likes, Comments, Shares, Replies on
stories), Satisfaction, Preferences,
Motivations, Reviews.

Identify or Personal Data (PII and Non PII) can be understood as any data or information that
can help to uniquely identify an individual.

Descriptive data goes beyond the identify data as they aim to understand more details of a
customer, like its lifestyle, its family details, purchases habits or professional career.
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Behavioral data shows how the customer interact with a business or a service.

Attitudinal/Qualitative data represents the thoughts, needs, feelings and motivation of a
customer towards a company (Andra Cimpan, UX Collective, 2020).

Types of data collected by Facebook, Spotify, and google.

For the sake of this research, it was decided to extract the data from personal user account of
Google, Facebook and Spotify, to see what kind of data was collected by these companies.

Starting with Google, we can see different files with TXT files with the collected data.
We can see that Google has gathered a large amount of data on different activity which are:
Actuality (articles read), Agenda, Google Home, Blogger, Chrome (Autofill function,
Bookmarks, Browsing history, Extensions, Search queries, Passwords), Contacts, Google
Drive (activity, documents), Marketplace, My Business, Google Pay, Google Photos (with
pictures meta-data), Google Play Films and TV, Google Play Store, Google Shopping, Google
Groups, Hangouts, Gmail, Google Maps (with data such as Electric vehicle parameters,
activity, comments, addresses queries, locations history), Google Analytics (every websites
visited using the analytics tag), Google Apps, Clicked Ads, Youtube (Queries, watching
history, subscriptions, likes, comments), Profile information (Names, age, e-mails, gender,
profile picture).

Continuing with Facebook, we can see from a profile inscribed on the platform since 2009,
different types of data:
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Friends list, Notifications, Preferences, Viewed content (and time spent on these content),
Visited profiles, Added contacts, Ads interests, Advertisers who possess user data, Ads the
user have interacted with, Off-site cookies, Off Facebook activity, Apps linked to the account,
Posts from apps, Likes, Comments, Events (Invitations, Answers, Created), Games played on
Facebook, Files shared, Followings, Groups, News and contents recommendations,
Interactions, Location (Based on IP adress), Marketplace (items sold or visited), Messages
(individuals and groups), Pokes, Polls votes, Support correspondences, Pages (owned and
liked), Payment history, Photos and videos uploaded, Posts, Profile information (name,
inscription date, e-mail address, birthdate, gender, hometown, relationship status, family,
workplace, spoken languages, activity, music/book/movies/TV and others interests, sexual
orientation, religious belief), profile updates, saved items, search history, login activity, IP
address, stories, voice recordings (and transcription), and places visited.

Finally, Spotify, known to be a music streaming platform but not only. Spotify is also a data
driven and advertising platform (Alex Leung, Spotify, 2020).
The company collects: Followings, Interferences (custom id/cookie - devices used), payments
information (if the user is subscription to the company service), playlists, search history,
streaming history, personal data (username, email address, country, Facebook account (if
linked), birthdate, gender, postal code, phone number, mobile operator, mobile brand,
inscription date), library.

What can we understand from these sets of data? First, we acknowledge that there’s a lot of
personal information and activity information. Identify, descriptive, behavioral and altitudinal
data can be found in these sets.
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It is clear that depending on the services and goal of these companies, each of them collects
more or less data on their consumers.

It also exists third party data, which can be defined as information that haven’t been collected
directly by a company and bought by a third-party company (IBM 2015).

Everything possible to be done online is collected and considered as a data valuable for a
marketing purpose. It is called Data-Driven Marketing.
The more data companies will possess, the more they will know and understand their
consumers, so that their product/service will always be better, and the ads targeting will be
always more relevant (Gartner, No Date).

2.3 Data mining
Data mining is one of the most essential aspect of Big Data and marketing strategies. Indeed,
coupled with Artificial intelligence and Machine Learning, it allows marketers to discover
patterns in massive data sets about their consumers, to know more about them and their habits
(Michael Walkers, Data Science Association, 2016).

Mainly used for customer centric strategies (e.g. Finance/bank, retail, communication,
marketing), the data mining process may vary depending on which domain it is applied to.
Using AI and Machine Learning to clean, shape, process, analyze and interpret the data from
raw big data sets for insights. The process is not to collect the data, but to put the collected
data to work.
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In finance for instance, one of the most famous AI for Data Mining is called Aladdin,
developed and used by Blackrock to create valuable predictions and perform risks analysis for
its clients (Blackrock, 2020) to its clients.
The software receives sensitive big data sets from many data sources (Banks, Institutions,
Insurance companies...) and produces results and insights for their clients such as risk
analysis to take important strategic and investment decisions. (Investigate Europe, Youtube,
2018).

Many other companies use Data Mining to improve their services, like Amazon, Delta
Airlines, Google, McDonalds, Netflix, or Starbucks (Rob Petersen, BarnRaisers, 2016), or
telecom

Data mining is a major step forward to discover and understand new trends in many domains
such as health, energy, or smart cities.
Following a research by Mohamed Medhat Gaber et al from 2018, the future of data mining is
intimately related to the IoT.

The “Internet of Things” is the concept of connected devices, connected to other connected
devices, through the internet (Jen Clark, IBM, 2016). It can be all types of products, from the
smartwatch, the self-driving or connected cars, to the smartphone (though applications) and
even the connected basketball (the Wilson X for example).

Likely all device that can produce data and send it to through the internet.
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Furthermore, following the research cited before, the future of IoT will be built around
technologies like 5G, Augmented Reality, Integrated Mobile Edge Computing System, or
Software-defined Networks. Meaning that in the coming years, speed will be the main
“partner” of the IoT and Data Mining.

And as the number of smartphones users have increased over the year (3.2 billion in 2019 –
Statista, 2019), and by 2023, it is expected than the average number of devices per user will
be up to 3.6, instead of 2.4 in 2018 (Cisco, 2020, P.1).
It is safe to say that Data Mining (with new technological advancements) will help to
understand faster, new underlying patterns from customers usage of devices and services, as
well as expectations and needs.

Thus, regarding privacy, Data Mining has not yet been proved to be efficient regarding this
concern. Privacy-Preserving Data Mining has become an important element of data privacy
since the process cannot hide individual’s private information from being undercover.
PPMD algorithm are able to hide most of private data, but not all of them.
Although, new techniques have been tried such as “data distortion” or “knowledge
distortion”, but it results in a potential lack of data in the final data set which is a problem for
further use of the data (Ming-Tai Wu et al, 2019, P.1719-1720).
Anonymization cannot be preserved entirely if the data are not anonymized at first.
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Figure 2 : Data Mining Process (Jürgen Cleve, Uwe Lämmel, 2016)

But other companies such as Google or Facebook, collects data for advertising purposes.
Although, the existence of what is called “data brokers” tells another story.
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2.4 Data brokers and the hidden value of the big data market
Data Brokers are the companies that can be considered as the third parties’ collectors, that
built third party profile of individuals (IMB, 2015).

From another point of view, Data Brokers can also be defined as “companies that collect
personal and non-personal information about individuals and license, sell, share or allow use
of that information by another entity for the other entity’s benefit or for their mutual benefit”
(Barrett Glasgow, 2018, P.26).

And Data Brokers aren’t existing because of the arrival of the internet. They were there for a
long-time, and the purpose was the same as today. Although during the 60’s for example, they
collected most of their data off-line through surveys for example (Martin, 2020, P.869).
It is no surprise that customers don’t see any information in the media about those data
brokers, as their activity could be considered as controversial regarding the fact that these
companies collect a tremendous amount of data about individuals.

Because there’s almost no regulations – except in Europe with GDPR or Brazil with LDPR -,
Data Brokers and companies’ customers interact with are free to collect and sale data without
individuals being aware of it (Martin, 2020, P.867).

One question that remains is how data brokers are able to collect so much data, and also,
where do these data come from?
Following a paper by Brittany A. Martin, we understand that in the US, most of Data Brokers
get their data from multiples sources such as the federal government, states and local
governments (professional licenses, recreational licenses, blogs, social medias (when users
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have limited protection settings), retailers and even from other brokers. And all this makes it
even harder for the users to understand where a specific data has been collected from.

Each data brokers are – by essence - specialized in one domain of data.
For example, Equifax is specialized in selling data about insurance. This company detain data
about 800 million individuals around the world. CoreLogic is specialized in real estate data
and have data of 790 million people. Amobee, who advice and sells advertising insights to
companies like Air Bnb, Evian, Pizza Hut or Skype for their marketing purpose and have a
deeper understanding of their customers (Amobee, 2020).
Finally, Acxiom is one of the world leaders of data selling for marketing and political
purposes. (Bastien L., Le Big Data, 2017)

Focusing on Acxiom, the company propose multi-sources data on 700 million users online
worldwide (Acxiom 2018 Annual report).

If we look deeper into it, we understand that with multiples data points, the company is able
to create a digital profile about millions of individuals based on numerous of data points.
This section of the Literature Review is key to understand how Data Privacy is often
neglected for the profit of business, as companies collecting data don’t hesitate to sells them
to data brokers, which is a threat for the privacy of their consumers.
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Figure 3 : How data brokers identify consumer - Acxiom has 3000 data points on 700 million individuals over the world
(Cracked Labs, 2017)

Furthermore, Data Brokers are known to gather information on customers to predict potential
interests and analyze his/her characteristics in order to create a predictive pattern that could be
apply to other potential customers afterward for marketing purposes. Categorized as “data
segments”, these can be for example “interested in books” or “interested in renting an
apartment”. Some segments that “focus purely on consumer” can also give status in the
financial area like “Underbanked indicator” or “Credit worthiness” (Martin, 2020, P.872).
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In the health area, status such as “pregnant”, “with diabetes” or “with depression” does exist.
Indeed, some data brokers that collected mental health data from depression testing and health
websites thanks third party cookies in countries such as France, Germany or UK, and then
sells them to marketers and ads companies without users’ awareness or agreement (Privacy
International, 2019).

And even more disturbing, in 2013 during a congressional hearing, it has been displayed that
some data brokers were selling data bases of rape victims, alcoholics, and even AIDS sufferer
to companies (Hill, Forbes, 2013).

The biggest risk here is that this can resul in a potential discrimination towards some
consumers, especially if those data ends-up where they don’t belong (i.e. outside the
marketing field).

And the Big Data market with actors like Data Brokers is likely not going to change or
decrease any time soon.

By 2025, the Big Data market (following a report from Markets&Markets in 2020, P.2), is
expected to be worth 229.4 Billion Dollars.

In 2020, The Data Brokering industry is worth 200 Billion Dollars (WebFX, 2020).

Against these tech giants, users don’t have much power. And when an individual wants to
opt-out from data bases, it appears to be very difficult sometimes (David Nield, Wired, 2019,
P.1).
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Although, it has been shown that some Data Brokers (after the entry into force of GDPR for
example) are making an effort of more transparency, organizational changes, and reduce the
reduce the number of third-party companies they would accept data from (Ram, Murgia,
Financial Times, 2019).

2.5 Consumers view, trust and psychology regarding Data Privacy
After the many scandals like Edward Snowden with the NSA worldwide surveillance in 2013,
or Cambridge Analytica in 2016, individuals are now aware of the different practices
regarding their privacy.

Following a research conducted by the Pew Research Center in 2019 on American citizen, we
are allowed to have some deeper understand of how people perceive privacy and what they
are worried about:

- 70% of individuals thinks that their data are less secure than it was five years ago (P.15).
- 57% follow at least somewhat privacy news (P.17).
- 28% says that they have experienced some kind of data breach in the past year (P.18).
- Most of individuals feels like they don’t have an entire control over their data and are
concerned about how their personal data are used (79% by companies and 64% by
government) (P.20).
- Majority says that they feel like they have almost no control over the data they share (81%
for companies, 84% for government) (P.22).
- Half of individuals feel they have no control over who can access their data (location, social
media, texts, purchases, web browsing, search queries) (P.23).
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- More than 70% thinks that they tracked online and off-line by companies and
government (P.25).
- More than half understand what is done with their data (59% for companies, 78% for
government) (P.27).
- 62% thinks that it’s not possible to have a live without having their data collected (P.30).
- 77% of individuals have heard about companies creating personal profiles with the collected
data (P.31).
- Only a minority (22%) of people say they read privacy policies before accepting them
(P.38).
- More than half (63%) of Americans have an understanding about the existing regulations
regarding data privacy (P.41).
- A huge majority (75%) thinks that there should be more regulations (P.43)
- And 55% express the need for better tools that empower individuals over their data (P.43).

This research shows explicitly consumers are deeply concerned about the data that are
collected from them and show the want and need for change with regulations and
empowerment over their data.
And this feeling has been increased with the actual situation regarding Covid-19, and the
many tracking apps proposed by world governments to keep a track on the evolution of the
pandemic and gather more precise data (Pew Research Center, 2020).

It is important to take in matter that companies that handle privacy and customer’s data
seriously possess a better perception from consumers, as it can result in differentiation, as
well as a competitive advantage that will be more important than ever in the coming years.
Especially when we see that 87% of consumers wouldn’t do business with accompany if its
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privacy and security policy is not good (Anant, Donchak, Kaplan, Sollec,
McKinsey&Company, 2020, P.2).

Furthermore, a feeling of increase vulnerability can emerge when companies collect and use
customer’s data, and increase things such as anxiety, as well as a sense of pessimism and
helplessness, that can derive to a negative perception of a brand of government. (Palmatier,
Martin, 2019, P.23, 32).

Figure 4, Example of consumer's vulnerability (Palmatier, Martin, 2019, P.34).

Many individuals in order to protect themselves from abusive ads uses ads blockers or opt-out
from data brokers and company’s data bases. Although, only few of them are taking
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significant action in order to protect themselves (Anant, Donchak, Kaplan, Sollec,
McKinsey&Company, 2020, P.6).

And the proliferation of the IoT, consumers fears online tracking, that could result in a
potential surveillance, also called Ubiquitous Surveillance, where individuals find it “harder
and harder” to live without having their data collected whatever they are doing (Oulasvirta,
Pihlajamaa, Perkio, Ray, Vahakangas, Hasu, Vainio, & Myllymaki, 2012, P.41)

How could we consider privacy from a psychological point of view? Privacy functions in a
society is an important human necessity, that preserve its well-being, emphasizes the
fundamental nature of privacy, protection human psyche, with critical benefits for individuals,
and enhance small groups and society dynamic, social system and creativity. Privacy is
essential to preserve a healthy society, perfectly balanced, as all things should be (Palmatier,
Martin, 2019, P.23-24).

Some people may be worried for their data, but some others tend to have a misconception of
the issue. There is a common sentence that often comes back when individuals are asked
about digital privacy saying that “Why should I worry, I have nothing to hide”.
But as Edward Snowden said “If you say you don’t care about online privacy because you
have “nothing to hide”, it is the same as saying you don’t care about freedom of speech
because you have nothing to say” (Logan CIJ16, YouTube, 2016).

The concept of Obscurity has emerged and consist in the fact that most individuals wants to
remain anonymous online (Selinger, Hartzog, 2014, P.3). Not judging their activity online, it
is fair to make a point on it because if it is expected to protect everyone privacy, it is needed
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to protect even those who are doing non-common things. This shows how important it can be
to privatize consumers data and explicitly shows that companies take a strong stand for their
privacy.

2.6 Anonymization of data
Data Anonymization is an essential asset for individual privacy.
It is defined as the “process by which personal data is irreversibly altered in such a way that a
data subject can no longer be identified directly or indirectly, either by the data controller
alone or in collaboration with any other party” (ISO, Health Informatics, 2017, P.7).

Data can be considered anonymized only if it would take an “unreasonable technical effort” to
re-identify it (Vokinger, Stekhoven, Krauthammer, 2020, P.229)

And there’s many ways to anonymize data (Imperva, 2020):
•
•
•
•
•
•

Data Masking (and Encryption)
Pseudonymization
Generalization
Data Swapping
Data Perturbation
Synthetic Data

But even when using these techniques, there’s still a risk for individuals to be re-identified.

Data are also composed by what is called “meta-data”. Meta-data are the information of a data
which can be who produces it, with which device, where and when, just like the meta-data of
a picture (Cambridge Dictionary, No Date).
Meta-data makes it hard to de-anonymized the data, especially if not removed.
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And this can be dangerous in every kind of sectors from health, finance to personal data.

And legislation such as GDPR does not focus or protect anonymized data as the law consider
that if the identifying key has been removed, the data cannot be re-identified.
This affirmation has been proved to be wrong.

Following a research by Luc Rocher, Julien M. Hendrick and Yves-Alexandre de Montjoye,
published in 2019, we acknowledge that de-anonymization is possible on pseudonymized data
thanks to different factors such as the number and variety of data within a dataset,
demographical or personal data such as population number or PII, and that uniqueness can
increase the risk of proper identification. In addition, incomplete datasets are more likely to be
properly re-identified due to repetitive patterns.
Furthermore, one of the biggest risks is when a re-identification is made, there’s no way to be
fully sure that re-identified person is the right one.

Anonymization of data provides an important extra-layer of privacy. As we saw in the part
2.1 of the literature review, a majority of cookies uses personal identifier, so no
anonymization is possible in the first place. Anonymization is an essential step to expect a
truly private life online. As the author will explain in the rest of the chapter, anonymization of
data can prevent dangerous steps to be taken in domains such as politic, but also from an
ethical point of view.
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2.7 A Matter of security
Companies often gets attacked by hackers and private data are stolen (bank accounts/cards,
personal information...). This can be a threat for the companies and even more for the users
regarding the importance of the data stolen, as well as they can lose all trust into these
companies.

Following the Unit 42 report from 2020, 98% of connected IoT devices (e.g. Smart TV,
Home Camera, Laptops...) were unencrypted, and 57% are vulnerable to attacks, making
these devices very easy for hackers to compromise and steal data from (P.4).

Some of the most commons attacks based on the IoT devices vulnerabilities are based on
three main types: User Practices (Crypto jacking, Phishing, Password), Exploits (Network
scan, Remote code injection, Buffer overflow), and Malwares (Worm, Ransomware, Botnet).

Taking a look on passwords attacks, based on an article published in 2020 by the British
National Cyber Security Center (NCSC), we acknowledge 3 major points (P.1-2):

•

42% of British citizens have lost money because of online fraud

•

23.2 million users use “123456” as password

•

15% of users knows how to protect themselves from online attacks

This is such an incredible failure in term of security, coming both from companies that failed
to protect their infrastructures, as well as some customers that failed to protect their account
enough, most likely from a lack of understanding of the possible security outcomes.
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A lot of people are taking measures to protect themselves by using a VPN for instance, to
protect their location, navigation or online identity (through the IP address for instance) and
avoid the risks of their data to be collected, sensitive personal information.

2.8 A Matter of Ethic and Control
When It comes to privacy and the potential power that the amount of data collected by
companies and third parties can give, it is fair to wonder why so much data is needed by
marketers for instance.
Answers can be found in a study by Anthony Nadler and Lee McGuigan published in 2017.

The study explains that the acceleration of Data-Driven Marketing in the digital age has
developed a form of “social and behavioral control” from marketers (P.2).

Furthermore, it enlightens the fact professionals have tried to minimize if not hide such
practices, and that these types of behavior from companies can causes major threats such as
consumers surveillance or increase the risks of discriminations and social control/inequality
through a unilateral power (P.1, 4).

The main argument from marketers in the public area is that the data collected and processed
for ads and services will help to give a personalized experience to consumers. Which is true.
But it is important to display that targeted ads are presented thanks to already existing
interests explicitly expressed by users, but it has been shown that it is actually based on user’s
activity and behavior online to influence his/her choices (P.4).
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Data Driven Marketing strategies are based on several practices such as cognitive psychology,
social psychology, and behavioral science (Nadler and McGuigan, 2017, P.9).

The existence of a practice called Behavioral Economic. BE is a Data-Driven economic asset
that is based on behavioral science and consumer psychology that gives insights to understand
customers behaviors, and digital marketplaces, but it goes against the direction of consumers
protections rights (P.8).
Actually, BE is based on cognitive and contextual elements and rational choice though the
idea that humans react to the demands of its environment with limited mental processing
capacities, relying on habits and thereby, making quick, thoughtless, impulsive purchase
decision (P.4). Showing that non rational decision making is influenced thanks to the data
collected on a consumer.

And all these behavioral data make their way into the wrong hands or wrong area such as
politic, it can be the beginning of a downfall for our democracies, which shows an urgency in
keeping consumers data private.

2.9 A Matter of Surveillance
In the US in 2012, a young woman received ads for baby products after visiting a Target
shop. But at the moment she received the ads, she wasn’t aware that she was pregnant, or she
was the only one aware and didn’t tell anybody yet.
Because she was looking at fragrance less shampoo, the Target algorithm – using the
demographical and localization data they had collected about her and patterns of previous
consumers that had the same journey (and based on a pregnancy prediction model) as she did
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in the shop - deduced that she was indeed, pregnant (Charles Duhigg, The New-York Times,
2012).

This technique is the perfect example of Data Driven Marketing and Predictive value.

When using an app or a service, users thinks that the information that companies are
collecting are those they give them (Personal Information for instance). But these are the least
important part of the information companies collects about their users. Indeed, the data
companies collects is considered as “raw material” or “data exhaust” – online browsing,
relationships, interactions - that is putted into AI algorithm to predict valuable insights and
patterns on their user’s behavior, and these insights will be then worth a lot of money (Zuboff,
P.79).

And furthermore, most individuals think that if the service is free, it means that there’s no
price to pay. Although this affirmation is false because almost every one of the companies
offering this service sell the data, they collect to make profit (Zuboff, P.245).

Companies sometimes knows more about people than people know about themselves, and can
understand and even measure personality, emotions, sexual orientation, political orientation,
things that people never intend to disclose. Predict what an individual is most likely to do next
(Zuboff, P.310).

Why is it possible to speak about surveillance?
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It is because most of the practices to extract/collect sensitive data from users to understand
their behavior and habits, that have been engineered to be undetectable, clocked in rhetoric,
and misdirect consumers from the real purpose (P.105).

In a research conducted by Privacy International in 2018 (P.1) shows that by using data points
in mobile phone we can discover that:
•
•
•
•

By using four data points holding a timestamp and location, it is possible to track 95%
of people correctly and that only four apps is needed to do so.
It is possible to predict individual’s personality by using data such as calls, texts,
Bluetooth and apps usage.
By using phone usage history (calls, contact data, and location), it is possible to
predict the socioeconomic status of a user.
Research have found that only location data can be needed to understand relationships
evolution.

Recent studies have explain the feasibility of keeping possible to locate user’s smartphone
even when the GPS function of the phone were enabled, or when the user don’t want to share
his/her location data, because of third party companies. (Mosenia, Dai, Mittal, Jha, 2018,
P.14).

Another technology has emerged in the last decade, creating a vivid debate in the privacy
community: Facial Recognition.

One of the most famous company these days is Clearview AI, a facial recognition company
that collects and process a tremendous number of photos from social medias and else and
create a facial pattern from each of these photographs to find individuals in these pictures.

The problem is that when you know that governments and local institutions are collecting data
thanks facial recognition for instance.
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In Detroit, where criminality has a high rate, a project called “Project Green Light” have been
put in place in 2019. A good idea in order to protect and re-assure people living in the city.
But there’s one thing that the city council forget to mention: That the camera uses facial
recognition and allows to create databases with individuals. And the danger here is that if
these data of individuals, are linked to the existing, online activity or other data created by
them, there will be no more chances for any kind of privacy (Garvin, Moy, 2019).

Although the company’s service can be used for great purpose such as finding child abuser
(Hill, Dance, 2020), if putted in the wrong hands of bad intentioned people, the drifts could be
disastrous and dangerous for citizens.

Some companies few years ago officially said that they wouldn’t develop such technology.
In 2011, the former chairman of Google, Eric Schmidt said that the use of Facial Recognition
“needs to be monitored and controlled” in order to prevent potential drift and abuse
(Biometric Technology Today, June 2011, P.1).
More recently, IBM also gave up developing the technology for the same issue that Facial
Recognition could be used in a very bad way such as mass surveillance, violations of basic
human rights and freedoms, and even racial profiling (Arvind Krishna, IMB, 2020).

The technology itself is also in its very early stage for real life application. Although the
algorithm can identify perfectly white individuals (particularly white men), and that Asian
and African individuals are 100 times more to be misidentified, depending of the type of
search and algorithm used (Drew Harnell, 2019).
Also, Facial Recognition may cause some major privacy problems such as identification
without consent, or tracking and profiling (Leong, 2019, P.111)
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An amazing tool for law enforcements and to solve crimes, but a real threat for individuals’
privacy, as it can be called a “Privacy Paradox”.

There’s also a term that has emerged over the last couples of years which is mass
surveillance, which is the action of spying an entire or significant part of a population through
different tools (Egwuonwu, 2016).

Consumers Data are often considered as political objects. Indeed, taking a look back to the
US 2016 elections, Cambridge Analytica was the proof of that issue (Cluley, 2020, P.45).
As contrast to the Internet of Things, the Politics of Things functions is to shape individuals’
opinions and activities in favor of some specific groups’ interests at the expense of others
(Cluley, 2020, P.46).

The risk is to create a “Data Driven” governance that could be oppressive to individuals.
A new era that would see the blend of public and private institutions (political and economic),
creating a centered decision-making using data and algorithms to manage correct behaviors
through a system of sanctions and rewards. It can also make the process of decision making
and law enforcement a lot easier for the public good. Moving from a law-based governance to
an accountability-based governance. (Backer, 2018, P.3-4).

But it’s possible to see the danger of such practices if used by a government on its own
citizens.

In China, the Social Credit Scored aim to have a deep control over the population and
increase the respect of the law. Playing on the fear to be caught of doing something wrong,
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people tend to respect it and the system reward individuals for their good actions or good
behaviors. This system aims to measure citizen’s sincerity, honesty and integrity and will be
determining if an individual wants to rent a place, get a credit, go on vacations, apply to
specific schools, or access to certain hospitals (Sithigh, Siems, 2019, P.2).

The concern here is how this system works. Privacy does not exist has almost everything
people does online is tracked, and even off-line with the use of security cameras that uses
facial recognition. Based on a range of personal factors that impact the financial reputation,
and a rating system between citizens (Sithigh, Siems, 2019, P.3).

Such practices show an habit of collecting and analyze data on a centralized level, which
limits the share of power and increase the risks of potential political abuse (Sithigh, Siems,
2019, P.6).

Although, the Chinese example is a unique one. As explained in the paper, China somehow
gave up on governance liberties by electing Xi Jinping for life, which is not the case in most
of occidental countries. (Backer, 2018, P.33).
And we cannot pretend that these kind of techniques and abuses of power have zero chance to
arrive in our own countries. The future of our century is full of uncertainties. No one at the
end of the 90’s could’ve thought it would be like this today.

The role of this part of the literature is not to criticise or expose political ideas, but it aims to
show how some technologies and big data enable the impact a government can have against
its political opponents or citizens thanks to it, and to shows where it aligns with the overall
thesis
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2.10 A political stake
In the United Arab Emirates, Ahmed Mansoor known to be one of the most influential human
rights activist in the country and the recipient of Martin Ennals Award (known to be the
Nobel prize for human rights), used to denounce the problems of arbitrary detentions, torture,
non-respect of the international laws or the lack of an independent justice system in the
country.
In 2017, He became under-surveillance and his phone have been hacked following a phishing
attack – a fraudulent use of electronic communications to deceive and/or take advantages of
an individual and obtain sensitive/confidential through methods such as link manipulation to
make it look like it is legitimate, phishing scams, malicious pop-ups, or infected attachments
(Forcepoint, 2020) - in order to collect data such as his messages, e-mails, contacts, social
medias activity and a lot more (Marczak and Scott-Railton, 2016).

Figure 5. Diagram showing the information collected from a hacked device. (Hacked Team Emails, No Date).
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Since then, Ahmed Mansoor have been detained in prison for sharing false reports and
information on social media, “insulting the 'status and prestige of the UAE and its symbols'
including its leaders” and of “seeking to damage the relationship of the United Arab Emirates
(UAE) with its neighbours.” (Front Line Defenders, 2019, P.1).

Another major issue that is mostly unknown from the public and that has a politic purpose and
targets more or less important personalities and institutions is a group of hackers called the
“Dark Basin”, targeting journalists, governments officials, or hedge funds (Scott-Railton,
Hulcoop, Razzak, Marczak, Anstis, Deibert, 2020).
Although, some politicians are also trying to influence political debate as they want to create a
more equitable system regarding data use, collection, and treatment from companies. Indeed,
a candidate for 2020 presidential election, Andrew Yang, is militating for laws that would
make companies pays consumers for their data, and why not, consider data production as a
labor (Kelly, The Verge, 2020).

This is the same idea as what is called “Data Dignity” and the concept that independent
institutions called “MID” (Mediator of Individual Data) claiming that it will bring consumers
empowerment over their data (Lanier, Weyl, 2018, P.6).

Furthermore, in a geopolitical dimension, the Chinese apps have bad reputation. Indeed,
looking at TikTok for instance, the company is accused by the US government of collecting
an abusive amount of data and on spying its users by accessing confidential parts of their
phones. Mike Pompeo, the current American Secretary of States, is planning on banning the
application from the US, claiming a National Security threat (Disis, Hansler, CNN, 2020).

50

2.11 Legislations and Regulations Advancements: GDPR
The European Commission have published on June 24, 2020 a report for the two years of
applications of the regulation (GDPR).
GDPR is a uniform code to every countries of the European Union, that enhance Data
Protection and rights of European citizens.

Two years after, the objectives of GDPR have been attained. First, 69% of European citizens
above 16 years old have heard about the law and their rights (access, rectification, or object
data processing) and 71% know now about their national data protection authority (P.8).

The report also explains that the European initiative have created a “global trend” as countries
such as Brazil (LGPD), Japan (APPI), India (PDPA), or Kenya (DPB), showing that the
concerns around data protection is a priority for most countries (P.2).

The report also explains that the protection of personal data can prevent the risks of
manipulation of citizens online and instrumentalization on the choice - like voting - they make
(P.4). This support the fact that is more important than ever for companies to protect their
consumers data to avoid this types of issues.

Furthermore, Privacy International in an article from May 2020, insist on the fact that in time
of crisis relating to the Covid-19 pandemic, it is urgent to enforce the GDPR regulations to
facilitate the trustworthy use of data and to put limit to the potential exploitive behavior from
governments through tracking apps for instance.
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2.12. Literature Conclusion
This literature review has presented - based on many research, papers and articles - a broad
and important explanation of how Data Privacy works, from the collection of data, through
how it is used, and issues about mass surveillance, to legislations and what is yet to change.
The chosen topics have a deep influence of the research philosophy, methodology and
primary data research.

Through the Literature Review, it has been possible to understand that the issues around Data
Privacy is not only a business problem, but also a political and ethical problem. Legislations
are important, and GDPR have shown that its implementation have been successful, but yet,
not enough to ensure the full protection of citizens, as the fully anonymization of data is not
yet possible.

Following part 2.5 and the research conducted by the Pew research Center, it is possible to
understand that consumers are feeling less and less comfortable with the collection and
processing of their data, and that the trust upon companies and governments is decreasing
years after years, especially since the Covid-19 pandemic have started.
This research aims to find a potential solution, that could offer a new way to protect the data
of consumers, as well as a way for companies to regain the confidence they had in some of
their consumers.

The Literature Review showed that there was no alternative for consumers to protect
themselves effectively, easily from the different threats presented in the chapter. Some
companies are taking actions, but none of them have explicitly put in place strong measures
with a total transparency on the protection made to the data. The chapter also showed how
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complex the data world is, and that a sufficient level of knowledge for consumers is needed to
understand how to protect their data.

Although, the technological evolutions of the IoT and massive data collection enabled
individuals to enjoy new products and services, thus personalized to increase the experience,
in fields such as smartphones and apps, connected home kits, social medias allowed people to
have a voice when they (in the past) didn’t have one. Positive aspects of the tools and services
created to improve people lives have reshaped the world we live in today. Everything is
simpler, from the possibility to open a car or pay with our phones, work everywhere you
want, unlimited access to information and news, or even increase dematerialization of things
that used to need physical support.
But the cost of such collection is that it has putted individuals in a non-understanding of what
is done with their data. Furthermore, the Literature Review showed that some people and
companies are using the data in a very unethical way. That is why again an urgent need to
take drastic measures immediately.

53

3. Research Methodology
The research method and strategy aim to understand if consumers would be willing to pay
companies – through a subscription for example – to keep their data private, but also,
understand how much they know regarding data privacy, their rights and awareness on the
collection and use of their data.
In this part of the research, the author will establish the research techniques and procedures,
time horizon, research strategy, research methodology, research theory, research philosophy,
sampling, data collection, data analysis, and research ethics.

Figure 6, The "Research Onion" (Saunders, Lewis, Thornill, 2019)
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3.1 Research Philosophy
According to Saunders, Lewis and Thornill, research philosophy is associated to a system of
belief and assumptions about the development of knowledge in a particular field (2019,
P.130).
Johnson and Clark (2006) acknowledge that philosophical commitment needs to be take in
matter in order to create a significant impact and understanding of the research.

Research philosophy is driven by paradigms, which is defined as “basic set of beliefs that
guides action” (Guba, 1990, p. 17).
The main research paradigms, as identified Saunders, Lewis and Thornill (P.144-151) in four
different ones: Positivism, Critical Realism, Interpretivism, and Pragmatism.
•

Positivism: A independent scientific method based on fact observable and measurable
facts, neutrally detached from what is researched, that is highly structured and usually
have a deductive approach to results, which are based on quantitative research and
large samples. Quantitative only.

•

Critical Realism: Based on the idea that the perceivable reality and experiences is
the most valuable philosophical consideration, and that reality exist independently and
is not only accessible via observation and the knowledge gathered about it.
Primary data cannot be generalized as it is impacted by personal values, but
researchers tries to be as objective as possible. Can be qualitative or quantitative.

•

Interpretivism: Based on a small sample, only qualitative, willing to understand the
complex and unique individual interpretations based on scientific, social, cultural
beliefs, and that universal realities don’t exist. Gives a new understanding of certain
perceptions.
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•

Pragmatism: Mainly use to support a specific action to solve a problem, that
combines positivism and interpretivism, and recognize that there are many ways to
understand the world, and multiples viewpoints are necessary to get the bigger picture
of an issue toward its solution. Can be quantitative as well as qualitative (or both at the
same time) (Kelemenn Rumens, 2008).

Critical Realism and Pragmatism are the research philosophies, as the work aims to obtain a
broad picture of individuals opinion regarding Data Privacy and aims to find a potential
solution to the issues approached in the Literature Review.

With Critical Realism, the researcher is able to understand how consumers perceive the
different perceptions, knowledge and opinions about Data Privacy, Companies that collects
their data and how much they trust them through the use they make of the data they collect
from their users. This will help for establish theories.

Pragmatism relies directly to the research goal and research question which acknowledge on
the fact that there is an emergency to find solutions for the many Data Privacy related issues
explained in the Literature Review. It will help to have a practical method for data analysis
and see if the results of the primary research can help other researchers and companies take
further reflections and actions.
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3.2 Research Approach
According to Saunders, Lewis and Thornill (P.152-154), there is two principal’s method for
research approach and theory development: Inductive and Deductive.

The Inductive Approach is related to qualitative research, use to find and creates new ideas
and patterns, explore phenomenon, and can generates theories but not hypothesis.

The Deductive approach on the other hand is related to quantitative research, use the
hypothesis and test or falsify theories, in order to clarify what is it expected to find following
the research question.

The approach that works best for the research is deductive, as the primary research
quantitative.

The steps are to develop a theory based on multiples previous research papers and articles, to
formulate hypothesis to test, collect and analyze data, and then see if the formulated
hypothesis can be confirmed or rejected.

Following this selected approach, we can focus on four hypotheses:
•

People who feel that they don’t the control over their data would be willing to pay
companies to keep their data secure

•

People who thinks that the legislations are inadequate would be willing to pay
companies to keep their data private.
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•

People who are not comfortable with their data being collected and don’t trust big
companies would still be paying these same companies to keep their data private.

•

People who have less understanding about big data are more likely to pay to keep their
data private.

3.3 Research Strategy
It exists multiple ways to conduct a research and the collection of data.

As explained by Saunders et al. (2019), the main research strategies are Action Research,
Experimental Research, Case Study, Survey, Grounded Theory, Ethnography and Archival
Search.
The reason researches will choose a specific strategy over one another depends on what kind
of data they want to find and what conclusion they want to extract from the research, the
research purpose, the possible access to a certain number of participants, or the amount of
data they expect to collect (i.e. qualitative or quantitative).

This research aims to understand if customers would be willing to pay companies to keep
their data safe. To attain the research objectives and test the proposed hypothesis, the research
choose to collect data through a survey and quantitative research, which is revealed to be the
best option to collect as many users viewpoints as possible, and obtain a representative
proportion of the population (Bryman, Bell, 2015).
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3.4 Research Design
According to Creswell and Clark (2018, P.461-467), it exists three different suited research
design to collect data.
•

Mono-Method Quantitative (i.e. Survey)

•

Mono-Method Qualitative (i.e. Focus group)

Both requires the use of only one method, either qualitative or quantitative.

•

Mixed-Method

Requires the use of both quantitative and qualitative data.

For the sake of this research, the mono-method with the collect of quantitative data, regarding
the research question and philosophy, to test hypothesis and explore the relationships between
variables, and develop further hypothesis and recommendations.

3.5 Sampling
According to Saunders, Lewis and Thronill (2019, P.296), sampling is commonly divided in
two main categories: Probability and Non-Probability.

Probability sampling means that each member of a population has equal chances to be
chosen to be a part of the primary research. This technique is mainly used for very large-scale
study.
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Probability sampling techniques includes simple random sampling (random selection of
participants), systematic random (use a random sample fraction, full selection is not needed),
stratified random sampling (divides participants in groups, then uses random sampling to
select participants from each groups), and cluster sampling (uses clusters to select
participants from a list, may reduce results precision), (Saunders, Lewis and Thronill, 2019,
P.307-313).

Non-probability means that the selection of the study’s member is not random, and that only
few members of a population will be selected to be a part of the primary research.

Non-probability sampling techniques includes quota (researcher select a fraction of a
population sample to get a proper representation of it; can be an alternative to probability
sampling, especially for surveys), purposive (allow researchers to select which individual
will be best suited to collect data from), volunteer (includes Snowball sampling, which is
often used when the sample population is small and represent a potential risk is a nonobjectivity as participants might be similar; includes also self-selection, where participants
choose to take a part to the study by themselves and are not approached by the researcher) ,
and haphazard (also known as convenience sampling, based on the ease of sample
accessibility – with online survey for instance -, it is the least time consuming but also not
always representative of the population) (Saunders, Lewis and Thronill, 2019, P.318-324).

To answer the research question and collect primary data, the researcher used Convenience
Sampling, because the targeted sample is based in multiples countries, based on the
researcher contacts, and contacts of contacts.
The questionnaire was sent to 150 people, of which 76 responded.
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The primary research results might need to be taken with cautiousness, because the use of
convenience sampling may not be representative to the overall targeted population.
Although, the research results can offer potential insights for how consumers feel regarding
their data, and if they would be willing to pay to protect them.

3.5.1 Sampled population
Because the issue of data privacy is englobing every online user worldwide and no matter
their age, the sample was choose to be a broad one that targets any online users between 18 to
65 and more, from as much countries as possible, from France, through Ireland and Spain,
and ONLY using at least on social media, as a base to ensure that could be aware of Data
Privacy and the issues it englobes. The survey was thereby only shared through this medium
(Facebook, Twitter, Instagram and LinkedIn).

The researcher was not interested in many demographical data, such as gender or level of
incomes, which wasn’t found relevant for the research question as the survey aims to focus on
respondents’ opinion, whoever they might be.

3.6 Data collection and procedure
The collection of data for this research have been made through a Google Form and
distributed through Social Medias (Facebook, Twitter, Instagram and LinkedIn), and Social
Media message platforms (Messenger or Insta message).

The conduction of the survey was established between the first and second week of July 2020.

The survey is made of 17 close-ended questions, and one close and open-ended question.
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The survey is divided in three parts: demographic (1-3), knowledge/awareness toward big
data and data collection and use (4-8), and opinion regarding data security and privacy (9-18).
The survey was designed to take no more that 3 to 4 minutes to complete, as the questions
were made to be easily understood and answers easy to choose.

The collected data was then extracted to a CSV file, processed and analyze through Google
Data Studio.

3.7 Research Ethics
According to Saunders, Lewis and Thronill (2019, P.252-262), ethics refers to standards of
behavior that guide the conduct of a research relative to the rights of those who will become
the subjects of the work or affected by it.

Ethics in research are based on multiple principals such as integrity, respect, fairness, respect
of others privacy, avoidance of any harm, consent information, ensuring confidentiality,
anonymization of the collected data and respecting legislations such as GDPR, or informing
the nature of the research and what the individual is participating for.

The main goal of the research and privacy measures were clearly displayed by the researcher
at the beginning of the survey.

The title of the survey is “Academic Research Survey: Challenges of Data Privacy in
Everyday Life”.
In the survey description, it is explicitly specified that “The collected information will remain
confidential and will only be used for academic purposes”.
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Furthermore, no information such as name, or gender are asked, to increase and insure
anonymization. The researcher has no access to the IP Addresses of the respondents.

3.8 Methodology limitation
Through Data Collection and the sharing of survey, the researcher faced multiple challenges.
Indeed, the expected number of respondents was unfortunately not attained (76 instead of
150). When sending the survey, many individuals didn’t answer it, and people who withdraw
the survey didn’t get answers as well. One of the main inconvenient of the convenient
sampling chosen by the researcher is that the sampled population was based on his personal
network, which was a limitation by itself. Many of the individuals weren’t English speakers,
whether they were coming from France, Germany or Spain.

Another limitation of the study is the potential bias of the primary research, as the number of
respondents could not offer relevant insights on any particular type of population, except
young user between 18 and 35, affect the research conclusion and recommendations regarding
the research question.
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4. Data analysis
This part of the research is aims to present the results of the primary research, answer the
research question “To what extent are customers willing to pay companies of an existing
digital service to keep their data private?”, challenge the hypothesis made in the previous
part and give recommendations for future research.
The research result will also help to discover potential patterns regarding the reason why
consumers would be willing or not to pay in order to protect their data.

The collected “raw” data - defined has the information gathered for a research study before it
has been transformed or analyzed (Lavrakas, 2008, P.693) - have been proceed and analyzed
through Google Data Studio. The researcher chose this tool because the survey was conducted
through a Google Form survey, it was the best way to analyze it.

The researcher didn’t want to collect to many demographic data, such as gender or
educations, because it was found relevant to the purpose of the study, and also because the
researcher consider consumers as a group of individuals no matter who they are and only aim
to focus on their understandings and opinions towards Data Privacy.

The questions results are listed as the same order as they were presented to responders.

4.1. Demography and Social Media Use
By collecting the country of the respondents, the research tries to understand different
viewpoints toward Data Privacy, Rights, Awareness and Opinions from countries to countries.
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On 76 respondents, a majority (47,4% / 36) is aged between 18 and 24 years old, followed by
25-34 (30,3% / 23), 35-44 with 15,8% (12), 45-54 with 3,9% (3), and 1,3% (1+1) for the 5564 and 65 and more (Figure 6 and table 1).
This shows that the majority of the respondent – 81,7% (59) - were young and between 18
and 34 years old.

Figure 7 Age Group Repartition (%)

Table 1. Age Group Repartition (Per number)
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Regarding the geographical repartition, a majority of respondents are France based (67,11% /
51), followed by Ireland (17,11% / 13), Indian based (5,26% / 4), Spain based (2,63% / 2),
and only one respondent (1,32%) for South Africa, Australia, Tahiti, Canada, United
Kingdom and Germany.
The majority of respondent were Europe based (France, Ireland, Spain, United Kingdom, and
Germany) with 89,49% so 68 respondents overall (Figure 7 and Table 2).

Figure 8. Map of respondents Per Countries
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Table 2. Countries Repartition Per Numbers

Looking on the social media use (Facebook, Twitter, Snapchat, Instagram, TikTok, or
Youtube), the results shows that on average, consumers use 3 different social medias on a
daily basis (32,89% / 25), followed by 5 or more (27,63% / 21), 4 per day (21,05% / 16), 2
per day (14,47% / 11), and 1 per day (3,95% / 3) (Figure 8 and Table 3).

Figure 9. Social Media Use Repartition (%)

67

Table 3. Social Media Use Repartition Per Numbers

4.2. Consumers awareness and knowledge towards Data Privacy
With this section, the researcher wanted to know how much consumers knew about Big Data,
how they feel about the collection of their data, if they knew what kind of data was collected,
if they were aware that third party companies exists and if they knew that their data were sold
to them.

With the question 4 “How much do you know about Big Data”, the results showed that the
majority of respondents only knew “A Moderate Amount” (44,7% / 34) or “A Little” (36,8% /
28). Furthermore, 13,2% (10) of the individuals who took a part to the survey expressed that
they knew nothing about Big Data, while only 5,3% (4) said they know a lot about it.
We can deduct from this answer that only a minority of consumers have strong knowledge –
if not no awareness at all – about this topic, and that a majority have few to some knowledge
about Big Data (Figure 9 and Table 4).
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Figure 10. Level of awareness toward Big Data from consumers (%)

Table 4. Level of Awareness toward Big Data from consumers Per Numbers

Asking if users were feeling comfortable with their data being collected, a slight majority
(57,9% - 44) do not, in contrast with 22,4% (17) do feel comfortable, and 19,7% of the
respondents said that they don’t know (Figure 10 and Table 5).
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Figure 11. Level of comfort toward data collected by companies (%)

Table 5. Level of comfort toward data collected by companies Per Numbers

Going forward, the respondents had to tell if they knew what kind of data were collected by
companies. The results show that 69,7% (53) of individuals answers that they know what data
is collected, and 30,3% (23) don’t know (Figure 11 and Table 6).
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Figure 12. Level of awareness regarding the kind of data collected by companies (%)

Table 6. Level of awareness regarding the kind of data collected by companies Per Numbers

It was asked to the respondents if they knew that their data were being collected, processed
and sold to third party, a vast majority of 85,5% (65) answered “Yes”, and 14,5% (11)
answered no (Figure 12 and Table 7).
The results of this question show that most of consumers are aware that Third-Party
Companies does exists, and their data are being merchandised.
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Figure 13. Level of awareness toward data selling to Third Party Companies (%)

Table 7. Level of awareness toward data selling to Third Party Companies Per Numbers

For the last question of this section, the researcher try to understand the level of awareness of
consumers toward Data Privacy and how much they know about their rights.
Majority of respondents expressed that they had between a little (40,79% / 31) to a moderate
amount (31,58% / 24) of knowledge regarding Data Privacy and their rights on this subject.
In addition, 17,11% (13) of respondents said that no knowledge at all, and only 10,53% (8)
said they know a lot about it (Figure 13 and Table 8).
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Figure 14. Level of awareness and knowledge about Data Privacy And Rights (%)

Table 8. Level of awareness and knowledge about Data Privacy And Rights Per Numbers

Overall, this section shows some lack of knowledge from consumers regarding Big Data, but
also that most of them feel uncomfortable about the collection and potential use of their data
as well as supposedly the lack of transparency from companies about what is done to these
data afterward.

Interestingly, if we cross the answers from question 5 and 6, we acknowledge that the
majority of people who don’t feel comfortable with their data being collected are those who
have a moderate or little amount of knowledge about Big Data (Figure 14).
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Figure 15. Cross answers Between Question 5 and 7

4.3. Consumers opinions regarding Data Privacy
In this section, the researcher aims to understand and display consumers opinions regarding
Data Security and Privacy. The section includes questions the effect of data collection on
privacy and if it can have a positive or negative effect, if it does change consumers mind
when asked to share their personal data, where do consumers feels they are endangered
regarding their personal data and privacy, if they think that bureaucracy is counterproductive,
if legislations are adequate, if they read the terms and conditions of a product or a service, if
they trust companies such as Facebook or Amazon to keep their data in safe place, if they feel
that they have the control over their data online, and finally, understand if consumer would
be willing to pay companies that offer a free service to keep their data safe and private.
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The first question of this section was that if the selling of personal data to third party
companies would change users mind when they’re asked to share their personal data. A
majority of respondents (67,1% / 51) said that it would indeed affect the way they would
share their personal data, as 17,1% (13) said no, and 15,8% said that they don’t know (Figure
12 and Table 7).

Figure 16. Users changing their mind on sharing their data knowing that they could be sold to third party companies

Table 9. Users changing their mind on sharing their data knowing that they could be sold to third party companies Per
Numbers

When ask if they think that the collection of data can affect their life or their privacy,
respondents said that they agree by 46,1% (35) and 32,9% (25) strongly agree, in contrast
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with only 1,3% (1) who disagree, and 19,7% (15) who neither agree or disagree, which can
interpreted as a lack of understand to the issue.

Figure 17. Users Opinion on if data collection can affect their life (%)

Table 10. Users Opinion on if data collection can affect their life Per Numbers

On the same topic, on the next question where it was asked if users think that it could have a
positive or negative impact, 69,74% (53) expressed that it could have both a negative and
positive impact on their life, 19,74% (15) expressed that it could be only have negative
impact, and 10,53% (8) said that they don’t know (Figure 17 and Table 11).

76

Figure 18. Opinions on if data collection can affect their life in a Positive or Negative way (%)

Table 11. Opinions on if data collection can affect their life in a Positive or Negative way Per Numbers

The next step of the survey asked the users to answer where they think may lie their privacy
regarding safety and security. Because the possible answers were multiple, the first view of
the answers is a broad one, and then focusing on individual answers. Following the results, it
is possible to acknowledge that the biggest fear remains in the hackers’ attacks, where data
gets robbed and then sold or bargained, the next one is companies not taking sufficient
measures to protect their infrastructures and thereby the data of their consumers. Business and
Market interferences is third, and Governance interference (which can be understood as
surveillance) is last (Figure 18).
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Figure 19. Broad Consumers fears toward the risks of security and Privacy of Data (% and Per Numbers)

Continuing with individuals’ answers, respondents expressed at 15,8% (12) that each of the
proposed threats can be a danger for their privacy and safety, 13,2% expressed that
governance interferences is not a potential threat, and 11,8% (9) thinks that hackers are the
only real threat (Figure 19 and Table 12).

Figure 20. Individual Consumers fears toward the risks of security and Privacy of Data (%)
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Table 12. Individual Consumers fears toward the risks of security and Privacy of Data Per Numbers

Interestingly, the answers to the two next questions are showing a real balance.
When asked if respondents think that the bureaucracy is counterproductive, the answers were
divided between individuals who don’t know (43,4% / 33) and individuals who thinks that
indeed, bureaucracy is counterproductive and is late to take real measures against different
sorts of abuse (38,2% / 29). Only 18,4% (14) respondents answered No (Figure 20 and Table
13).

79

Figure 21. Opinions regarding the counterproductivity of bureaucracy toward Data Privacy (%)

Table 13. Opinions regarding the counterproductivity of bureaucracy toward Data Privacy Per Numbers

The next question is important, because it aimed to know what individuals thinks about the
different legislations in place for Data Privacy.

The majority answered that they feel like it is not adequate, as well as they don’t if it is or not
(71% / 54), and 28,9% (22) thinks that it is adequate (Figure 21 and Table 14).
Showing that efforts are still needs to be done in order to deeply protect and reassure citizens
regarding the collect and use of their data online.
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Figure 22. Opinions regarding the adequation of Data Privacy and Protection legislations (%)

Table 14. Opinions regarding the adequation of Data Privacy and Protection legislations Per Numbers

Another important point of the survey is to know if users reads the Terms and Conditions
before accepting them. As the research explained in the introduction, this contract between
users and companies takes a lot of time to read and most individuals don’t read them. This
have been confirmed throughout the survey where it can be acknowledge that 89,5% (68)
respondents said that they do not read the Terms and Conditions of a product or service before
accepting it, while only 10,5% (8) said they actually read them (Figure 22 and Table 15).

81

Figure 23. Level of readings for Terms and Conditions by users (%)

Table 15. Level of readings for Terms and Conditions by users Per Numbers

By accepting the Terms and Conditions to have access to a product or service without reading
them, users don’t know what to expect. Indeed, the research wants to understand if consumers
trust by companies such as Apple, Google, Amazon or Facebook to keep their data safe and
private.

To this question, a majority of respondents (71,1% / 54) answered that they do not trust these
companies regarding the privacy of their data, whereas 19,7% (15) said that they trust them,
and 9,2% (7) expressed that they don’t know (Figure 23 and Table 16).
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Figure 24. Level of trust upon companies from consumers for keeping data safe (%)

Table 16. Level of trust upon companies from consumers for keeping data safe Per Numbers

Furthermore, when asked if they feel like they have the control over their data online, the
majority of collected answers (78,9% / 60) were that consumers do not, and 11,8% (9) said
that they feel like they do have control, and 9,2% (7) don’t know (Figure 24 and Table 17).

Figure 25. Consumers Opinions regarding if they feel like they have the control they have over their data online (%)
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Table 17. Consumers Opinions regarding if they feel like they have the control they have over their data online Per Numbers

And when correlating the last two answers results, it can be understood that a majority of
people who feel like they don't have control over their data online, don't trust companies such
as the GAFA to keep them safe as well (Table 18).

Table 18. Cross answers Between Question 16 and 17.

Finally, the last question of the survey aims to answer the research question which is to
understand if consumers of an online free service would be willing to pay companies to keep
the data they provide through the service to them private.

As results, the author acknowledge that a small majority of respondents would be willing to
pay, as 36,8% (28) would likely, 9,2% (7) would very likely, and that another half of the
respondents would not be willing to pay, as 26,3% (20) would unlikely, and 7,6% (6) would
very unlikely. At the same time, 19,7% (15) would neither likely or unlikely pay (Figure 25
and Table 19).
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Figure 26. Range of consumer that would pay companies to keep their data safe (%)

Table 19. Range of consumer that would pay companie to keep their data safe Per Numbers

The findings show that overall, people don’t trust companies and fear for what is done to their
data online. The last question answers enlighten that only a small half of consumers would
pay, and that the other half is not willing to pay or could consider (or not) this option.
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4.4 Hypothesis testing
A research hypothesis is defined as specific, clear, and testable proposition or predictive
statement about the possible outcome of a research study based on a particular property of a
population. Thus, displaying the research hypothesis is an inevitable step for planning
quantitative research (Lavrakas, 2008, P.731).

Although, regarding the sampling strategy chosen by the researcher – Convenience Sampling
– and the amount of respondents to the survey, the credibility of the hypothesis results might
not be as accurate as it could’ve been but, it can help to discover potential tracks for future
research and additional clues and insights regarding the issue of Data Privacy.

4.4.1. Hypothesis 1
People who feel that they don’t the control over their data would be willing to pay
companies to keep their data secure.

Through this hypothesis, the author aims to understand if there can be a correlation between
the feeling of control consumers have on their data online (that could also enlighten a
potential feeling of vulnerability) and the probability that it could influence consumers to pay
to keep their data private (Table 20).
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Table 20. Cross Answers Between Question 17 and 18

It is interesting to notice that the when users don’t feel like they have control over their data,
the amount of those who would be willing to pay, is not much superior to those who
wouldn’t, with a difference of only more than 9% (respectively 36,84 / 28 and 27,63% / 21),
and 14,47 (11) who are not sure if to pay or not.

Furthermore, 30,27% (23) of the respondents who have none to a moderate understanding
about data privacy and rights and who are aware of what kind of data is collected would be
more inclined to pay to protect their data, as 22,37% (17) wouldn’t and 13,15% (10) don’t
know. (Table 21).
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Table 21. Cross Answer Between Question 6, 7 and 18.

Through this hypothesis, it is confirmed that the feeling of control over the collected data can
be a factor that influence consumers’ choices to pay to protect their data, as well as the
understanding toward legislations and the types of data.

4.4.2. Hypothesis 2
People who thinks that the legislations are inadequate would be willing to pay
companies to keep their data private.

This idea of this hypothesis was logically deduced by the fact that if individuals don’t trust
legislations, those who are aware of the issues would try to find another way to keep their data
private.
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By correlating the data from questions 14 and 18, it is possible to see that as expected, most
people (21,05% / 16) who thinks that the legislation is inadequate would be willing to pay, as
11,84% (9) thinks that the legislations are good and would still be paying companies and

Although, 9,21% (8) respondents expressed that even if they think that the legislations are not
adequate, they wouldn’t pay companies, and 11,84% (9) that the legislations are good but
wouldn’t be paying companies either (Figure 25 and Table 22).

Figure 27. Cross Answer Between Question 14 and 18 (Graph)
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Table 22. Cross Answer Between Question 14 and 18 per Numbers and %

Staying in the politic field, crossing the answers of question 13 about bureaucracy being
counterproductive and 18, (without looking at people who don’t know if the bureaucracy is
counterproductive or not), it is understood that 15,79% (12) would be willing to pay, and that
11,84 (9) wouldn’t. In addition, people who expressed No and would pay represented 7,89%
(6), and same number can be found for those who wouldn’t (Table 23).
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Table 23. Cross Answers Between Question 13 and 18

These results give a mixed appreciation of the hypothesis. It is possible to say that yes, people
who thinks that the legislations are not adequate would be willing to pay to protect their data,
but the theory alone cannot be entirely supported as the differences between variables are too
little and the combinations of answers too numerous to get a relevant result.

4.4.3. Hypothesis 3
People who are not comfortable with their data being collected and don’t trust big
companies would still be paying these same companies to keep their data private.

This hypothesis is one of the most important is it aim to discover if consumers, who don’t feel
comfortable with the collection of their data and don’t trust big companies to keep the data
safe, would be willing to pay them to keep them private.
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A way to suppose that if companies would be offering a solution to data privacy, if consumers
would be capable to go toward this lack of trust.

Table 24. Cross Answers Between Question 5, 16 and 18

The table above (Table 24) shows that indeed, a majority of individuals (28,94 / 22) who are
not comfortable with the collection of their data by companies and that don’t trust these same
companies to keep their data safe and private, would be paradoxically willing to pay them to
keep their data private which makes the hypothesis correct.
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4.4.4. Hypothesis 4
People who have less knowledge about Big Data are more likely to pay to keep their data
private.

For the last hypothesis, the researcher wants to prove if having less knowledge about Big Data
could be potential variant for consumers to pay or not to keep its data private.

Table 25. Cross Answers Between Question 4 and 18

The results show that respondents who expressed to have “None at All” to “A Little
knowledge” about Big Data and would be willing to pay, represents 23,68% (17) of the
overall answers.

Which makes the hypothesis irrelevant.
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Indeed, when looking at the answers from the other respondents who expressed that they had
“A Moderate Amount” to “A lot”, it is enlighted that 27,63% (18) would be willing to pay
still (Table 25).

The findings help to understand that the amount of knowledge about Big Data from
Consumers is not a factor that can influence them to pay or not companies.
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5. Discussions
The section of the thesis will discuss about the findings and key points of this research, on its
76 respondents. Throughout the research, from the introduction, literature review, research
design, the author have been able to address a broad picture from the current situation and
issues regarding Data Privacy such as the collection of data, the use of data, the existence of
Data Brokers, the ethics of the use of data and big data, the increasing political use of data for
surveillance, lack of anonymization to enhance privacy, the lack of security and protection on
databases which makes them more sensible to attacks from hackers for example, and the
advancements from legislations such as GDPR in Europe or LDPR in Brazil.
All these elements help to deduce hypothesis relevant to the research question and create a
proper questionnaire.
The author will establish a statement on the hypothesis, explain if the findings supports the
research question, limitations and weaknesses of the research, and ideas for potential future
researches.

5.1. Research Findings
Throughout the research, many findings helped to understand individuals’ concerns,
perceptions and level of knowledge towards Data Privacy and their perceptions.

Again, the researcher wasn’t interested in collecting demographic data such as gender of level
of incomes, as it wasn’t found to be relevant, regarding the fact that the author considers that
consumers are all equal in front of the stakes of Data Privacy and that whatever if the
respondent is a male or female, if he/she is wealthy or not, they are all facing the same issues.
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For the sake of this research, respondents had to use at least one social media, to ensure that
he/she was directly linked to a data collection platform.

First main findings of the all sampled showed that a majority of users (81,57%) use at least 3
to 5 or more social media per day.

A majority of individuals (81,5%) expressed they had a little to a moderate amount of
knowledge about Big Data, and 57,9% said that they were not comfortable with the collection
of their data. In addition, 78,9% don’t feel like they have the control over their data online,
confirming the results a study conducted by the Pew Research Center (2019) about the
confusion and the lack of control over personal information from users where individuals
expressed at 62% that it is not possible to live and be connected without having data
collected, 81% feeling a lack of control over their data, and 79% expressed concerns over the
purpose of the data usage.

The research shows that many consumers feels vulnerable about the collection of their data,
and how it is use afterward.

Although, the results indicate a certain awareness from respondents when asked about the
existence and the selling of data to third party companies as 85,5% said they knew about it,
and 69,7% saying that they know what kind of data is collected from them. When asked if
they were aware about Data privacy legislations and rights, 72,37% expressed that they had A
Little to A Moderate amount of knowledge about it, and regarding the fact that most of
respondents were UE based, this somehow confirms the report of the UE Commission for the
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Two Years of GDPR, claiming that 69% of the Europeans citizens of more than 16 years old
had heard about the law.

Going forward, we understand that users are deeply concerned about the effect data collection
and use can have on their personal life, as 79% expressed that it can affect their privacy,
67,1% that it did or will change the amount/types of personal data they share, and 69,74%
responded that it could affect their life in a positive as a negative way.

The results also enlighted that individuals were concerned about the security and protection
their data benefits, and many individuals – 75% – fears in majority hackers stealing data from
companies, 56,6% about companies not taking sufficient measures, 52,6% about business and
market interferences (Data Brokers, Big Data Market that will be worth 229,4 Billion Dollars
by 2025 following a report from Markets&Markets in 2020), and 50% about governments
interferences (which can be linked to the worry of surveillance and what is happening in
China for instance). Furthermore, 38,2% of respondents felt that the bureaucracy and
governments are counterproductive to this issue, and 38,2% that legislations (such as GDPR)
were inadequate to protect their data, enlightening a lack of trust from a consistent group of
individuals.
This shows that individuals do indeed worry about the different threats toward the security of
their data and are somehow aware of the many risks that if things go on without limitations, it
could be a disaster for their privacy.

But this lack of trust is not exclusive to governments and political institutions, as the results
showed that 71,1% of consumers don’t trust big companies such as Amazon or Google to
keep their data safe.
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The final question was the same as the research question, and indicate that as said in part 4.3,
46% of consumers would be indeed willing to pay companies, and 34,2% wouldn’t.
It can be understood from these results that people who wouldn’t pay because they don’t think
users shouldn’t be paying for their privacy and that services should always remain free,
although, free services are not really free as some individuals might think. Indeed, as explain
Soshana Zuboff in her book “Surveillance Capitalism” (P.245), these services are free
because companies are selling consumers data to make profit.

But what if companies stopped selling their consumers data in exchange for a subscription?
Could they make more profit than with the selling of data?

However, the fact the consumers would be willing to pay companies to keep their data safe
even though they don’t trust these companies can be linked to the concept of Digital privacy
Paradox explained by Asthey, Catalini and Tucker (2018), as consumers are somehow giving
up to take real measures to protect themselves by themselves – especially when the primary
research shows that only 10,5% of respondents are reading the T&C before accepting it – and
rely on the only solution available to do so.

5.2 Hypotheses Discussions
The hypotheses of this research were established after the writing of the Literature review, as
the author had deeper understanding and knowledge regarding Data Privacy and many other
topics about Data and Big Data.
Related to the research question, hypotheses aimed to understand why consumer would pay
companies to protect their data and under which conditions.
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The first hypothesis was to know if people who feel that they don’t the control over their data
would be willing to pay companies to keep their data secure. This hypothesis has been
confirmed but is also representative to the results of the last survey question, where only 10%
(36,84 and 27,63%) separates individuals who would pay because they feel like they don’t
have control over their data, from those who wouldn’t pay and feels the same way.

The second hypothesis aimed to know if people who thinks that the legislations are
inadequate would be willing to pay companies to keep their data private. Findings of this
hypothesis showed that only 21,05% of respondents would be paying because they think that
the legislation is inadequate. Also, asking if bureaucracy is counterproductive, only 15,79%
would be paying regarding this issue. Showing that the political aspect wouldn’t be a factor
for paying companies. The hypothesis cannot be supported.

The third hypothesis aimed to know if people who are not comfortable with their data being
collected and don’t trust big companies would still be paying these same companies to keep
their data private. This one showed that indeed, among consumers who don’t trust companies
and don’t feel like they have control over their data online, 28,94% would still pay.
Interestingly, we can base this theory on the fact that due to the lack of knowledge, people
would fear for the security and privacy of their data, and find a way to protect it, even if it is
not the best one.
Furthermore, it is possible to compare this hypothesis to the second one, as it expose a clear
contrast of idea from respondents, where they expressed that wouldn’t pay if legislations or
institutions don’t do the job, but would pay companies even if the problem potentially comes
from these same companies
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The last hypothesis aimed to understand if people who have less understanding about big data
are more likely to pay to keep their data private.
The correlation of data showed that having less knowledge about big data wasn’t a factor
capable to influence consumer into paying to protect their data. Thus, it is possible to deduce
that people who have more knowledge and understanding about the topic, could know the
outcomes of the issue, and don’t want to pay because they know how much the market of data
is worth for example.

5.3 Research Question
The research was written to understand if consumers would be willing to pay companies that
offers a free service to keep their data private. Indeed, many researchers before (Anant,
Donchak, Kaplan, Soller for instance in 2020) established that following scandals (NSA,
Cambridge Analytica), individuals started to realize that the data they were giving by their use
of apps, web browsing, or personal information they gave before to sign in to a website or an
app, were not that secure after all, and there was a lack of regulations (Martin, 2020).

The research aims to try to find a potential solution to the problem, and help keeping the
consumers data safe and private.

Following the primary research, it was found that indeed, consumers were willing to pay
(46%). It is important to focus on the fact that the result to the research question is not above
46%. Then can it be considered that the research question consumers wouldn’t be willing to
pay? Yes and no. Let’s keep in mind that 19,7% of respondents have expressed are not sure to
pay or not, it is safe to say that consumer could be willing to pay for keeping their data
private.
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Then, would people would rather choose to pay to protect their data because they feel that
they don’t other choices yet?

Throughout the survey, it can be seen that users do care about their privacy, and that the fact
that companies collects a massive amount of data bother the majority of them.

But the fact that those services somehow “essential” if not “addictive” to the consumers,
makes it hard for them to find a proper to stop the collection of their data.

5.4 Limitations and Weaknesses
One of the biggest limitations of the research was the relatively low number of respondents
compared to professional and business surveys. Indeed, the research had to use convenience
sampling because of that, which take-out credits to the research, and can make the results of
the research not as relevant as if the samples had been bigger.

In addition, the majority of respondents were aged between 18 and 34 years old, which limits
the capability of the research to have a real balance between ages.

Also, the author noticed that some questions such as if respondents were aware of
surveillance or if they are protecting themselves from having too much of their data collected
could’ve been asked.
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6. Conclusion
Overall, the research showed that 46% of respondents would be truly willing to pay
companies to protect their data, as 34,2% wouldn’t, and 19,4% don’t know or are not sure.
Consumers paying for their privacy could be an option, but the research haven’t been able to
ensure this possibility to be a viable alternative in long-term.

It appears urgent that governments and bureaucracy take a stand, and vote new legislations in
order to protect civilians’ privacy.
Before that, companies need to find a way to secure and privatize the data. And if the only
way is it make the users to pay, it could be a temporary solution before an entire
anonymization of the data became possible, secure and stable.

Furthermore, the addiction to smartphone, social medias and other services can make it harder
for consumers to decrease their activity online and give less data.
And as we saw in the Literature Review, smartphones are the most aggressive tool to collect
data from users.
Social media for example are not a threat themselves. It allows people to connect with each
other’s, share their activity with their friends, discover new events or watch content. The real
threat is the strategies behind these social medias. The use of algorithm that analyze in detail
user’s activity, location, likes and so on are the real threat. By providing a “free” service to
individuals, companies had to find a way to become profitable and make money. So they
started to become ads platform, then when the value of data started increase, they started to
sell their user’s data.

102

Data collection for marketing purpose is fair in a business point of view, a part of their
business model is built on the fact that they need data to understand their consumer’s needs to
improve their products and services to make profit, thrive and grow. But one of the major
problems is that most of the companies don’t care about what they will become after being
sold, or if they are anonymized.

Consumers, before being consumers, are individuals. And the frontiers between the two are
very thin when it comes to data privacy. Their data are being monetized, exchange for a big
amount of money. And it had created the issues we know today that individuals are now in
danger with (for some of them) not even realizing the gravity of the situation because they are
not aware of the overall picture.
There is an urgent need to act quick and hard to change the situation in a good way. And even
if it had now become a political matter, even in the highest area of governance, real measures
are hardly taken and takes time to be putted in place. Maybe there is some information that
are missing? Maybe there’s a conflict of interest at the expense of the consumers, the citizens.

That’s why if governments can’t act on it in time, companies needs to rethink the way they
use data, and the way the earn money from it, in more ethical way, to build a more equitable
and sustainable society, that would deal with the concerns of our time and prepare itself to
resolve the issues to come in a smarter way, thanks to new technologies.

Privacy online is no different than real-life privacy. People have the right to have control
about what they want to be known about them or not. The possibility for them to construct
their own private life, online and off-line, is a natural need and right that has to be respected.
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As it is specified in the Universal Declaration of Human Rights, Art. 12 “No one shall be
subjected to arbitrary interference with his privacy, family, home or correspondence, nor to
attacks upon his honour and reputation. Everyone has the right to the protection of the law
against such interference or attacks.”.
(https://www.ohchr.org/EN/UDHR/Documents/UDHR_Translations/eng.pdf)

And as the research results shows, consumers could be willing to pay for their privacy.
Now companies have a choice: choose to offer consumers the control over their data in
exchange for money, improve their tarnished brand image and regain the trust from
consumers, or let the institutions regulate the data privacy of individuals which could result in
a bad move to these companies and shape a new future that could be unfavorable for them.

It is also a way to protect their consumers and individuals from political governments from
mass surveillance and potentially, authoritarian politics. Indeed, if governments have too
much identifiable data, enabling them to target specific individuals for some reasons
(behaviors, crimes, habits, personality, political ideas...) as it can be seen in China. (Síthigh,
Siems, 2019, P.1-2).

There’s no doubt that in the coming years, the free internet as we know it, or free services that
was free before, will no longer be.
And there is a famous quote that says, “If you are not paying for it, you're not the customer;
you're the product being sold” (Andrew Lewis, 2010).
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Furthermore, a potential subscription for Privacy would generates new source of income,
although company would need to invest a lot more in the security, anonymization and privacy
systems of data.

In addition, companies that would propose this extra-service for privacy would benefit a
competitive and trust advantage over competitors from the same market, and even beyond the
market.

Our actual society economic is intimately linked to data, and more specifically, personal data.

But it goes beyond the only impact and field of the so called “FAANG” (i.e. Facebook,
Twitter, Google, Amazon, Netflix, Uber, Apple, Alibaba...). It would need to be applied by
any companies that collects data from their consumer to protect them and insure
anonymization. Of course, consumers would need to pay multiples companies to do so, but it
would be totally possible to propose a fair option at a fair price to consumers, so that they can
be allowed to protect themselves.

It goes beyond privacy, it’s about security, politic and ethic, culture and social issues.

The social issue is explained by Lanier and Weyl, in their paper called “A Blueprint for a
Better Digital Society” from Harvard Review Business (2018)
It states that “Excessively concentrated power (A/N: Facebook, Google...) was not the only
problem. The societal structures that were broken were supplanted by algorithms that target
people for advertising; these tend to corral individuals into divergent groups. Incentives to
increase online “engagement” can then result in heightened social rifts as suspicions are
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raised about the “other.” This tendency of the current network architecture is so prominent
that it has become a favorite tool for information warfare; both rich and poor societies have
been disrupted by malicious social media campaigns that emphasize and encourage societal
divisions.” (P.5).

What is explained here can be compared Black Lives Matter movements, the hashtag MeToo,
which increase political debate on social medias.

People need to educate themselves on how to protect their data too. It is as important has
knowing how to pay bills or to drive somehow.

But how can privacy online can be considered? How can it legally be strictly defined?
Many questions that are yet to be answered in future researches.

6.1. Recommendations
Many questions are still unanswered after this research. For instance, it would be interesting
to conduct new researches, with bigger samples, to understand how much consumers would
be willing to pay, and what could be the maximum amount for it.

Also, a future could also establish the feasibility of such possibility consumer paying for
privacy, and what it will means for company. Internally, what would need to be put in place
such as investing infrastructure to ensure data security and breaches from attacks, stop
working with third parties or actively work on making anonymization possible for their
consumers data as soon as they leave the circle of where they were reproduced.
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Research to find out if people protect themselves online can also be done, to see if for
example how many use a VPN, or a browser that respect their privacy, as 79% of the
respondents during the research explained that the collection of data can affect their privacy,
and that 69,7% in a positive as a negative way.
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6.2. Time Management
Dissertation Timetable and process – June to August 2020
Mission
Background readings

Started Date

Finished Date

25/05

05/06

First Supervisor Meeting 15/06

15/06

Introduction writing

15/06

16/06

Literature Review first
17/06
draft
Literature review rewrite 28/06

27/06

Methodology writing

05/07

09/07

Hypothesis making

09/07

09/07

Final adjustments for the 09/07
online survey
Survey Conduct
10/07

10/07

Data Analysis

21/07

28/07

Discussions Writing

29/07

02/08

Conclusion Writing

02/08

05/08

Abstract,
Acknoledgement
Reflection and
recommendations
Referencing

05/08

05/08

05/08

06/08

06/08

09/08

Last Editing

07/08

10/08

Poster

10/08

10/08

Submission

24/08

24/08

05/07

20/07
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7. Reflections
Before starting this research, I had only few knowledges about Data Privacy and Big Data.
The more I went in-deep into the research for understanding the topic, the more I get to
understand how broad, complex and frightening it could be. It made me realize how big the
issues were, and how many risks were at stake.

Anyone who as smart device, a social media account or even an insurance is concerned.
That’s why I believe that I believe Data Privacy, with many others, is one the biggest issue of
our time. The fact that most people are not fully aware of the problem makes it even harder to
change mentalities and move toward a more private world. I feel like government and
institutions, thanks to the amount of data they have, have fallen into vicious circle of
obsession of control and fear toward their citizens. Meaning that things can change in a very
bad way for everyone if people don’t express the needs and wants for more privacy.

This research has revealed in me a real worry and deep need to make things evolve.

Furthermore, this year helped me to see things in a different way, that anything was possible
as long as you give yourself the capability to do so.

Regarding the MsC, is has helped me to increase my skills in digital marketing as well as
develop new ones, met amazing people that I hope I will still be in touch with years from
now, and finally, it had allowed to discover the great country that is Ireland, full of great
people, landscape, quality of life, and surprises.
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Appendices
Appendix 1: Survey
1. How Old Are You?
•
•
•
•
•
•
•

Under 18
18-24
25-34
35-44
45-54
55-64
65+

2. Which country are you currently living in? (Enter your country in
else if not listed)
•
•
•
•
•
•
•
•
•
•
•

France
Ireland
UK
Spain
Italy
United States
Canada
Germany
Portugal
Brasil
Else:

3. How many social media do you use on a daily basis? (Facebook,
Instagram, Youtube...)
•
•
•
•
•

1
2
3
4
5 or more

4. How much do you know about Big Data?
• A lot
• A moderate amount
• A little
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• None at all

5. Are you comfortable with companies collecting your data?
• Yes
• No
• Don’t know

6. Do you know what kind of data is collected?
• Yes
• No

7. Are you aware that the data you share is collected, processed and sold
to third-party companies?
• Yes
• No

8. Did or will it change your mind when it is asked to share your
personal data? *
• Yes
• No
• Don't know

9. In your opinion, do you think that the collection of data can affect
your life or your privacy?
•
•
•
•
•

Strongly agree
Agree
Neither agree nor disagree
Disagree
Strongly Disagree

10. Do you think this can affect it in a positive, or negative way?
•
•
•
•

Positive
Negative
Both
Don't know

11. Are you aware of Data Privacy and your rights? How much do you
know about it?
• A lot
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• A moderate amount
• A little
• None at all

12. In which area do you fear your privacy might lie regarding safety?
(Multiple answers possible)
•
•
•
•
•

Hackers stealing data
Companies not taking the necessary measures
Governments Interferences
Business/Market Interferences
Else:

13. Do you think that the bureaucracy is a brake/counterproductive to
this issue?
• Yes
• No
• Don't know

14. Do you think the legislation (such as GDPR) is adequate?
• Yes
• No
• Don't know

15. Do you read the Terms and Conditions of a product/service before
accepting them?
• Yes
• No

16. Do you trust big companies such as Google, Amazon, Apple or
Facebook (Instagram, Whatsapp) to keep your data safe?
• Yes
• No
• Don't know

17. Do you feel that you have control over your data online?
• Yes
• No
• Don't know
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18. Would you be willing to pay (a subscription for example) companies
which offer you a free/paid digital service in order to keep your data
safe?
•
•
•
•
•

Very likely
Likely
Neither likely nor unlikely
Unlikely
Very unlikely
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