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Abstract 
 

This study aims to understand how commercial utilization of personal data 

challenges privacy. In addition, this research also seeks to understand perceptions of 

data privacy amongst online users. The purpose of this study is to unravel user’s 

perceptions towards their data; interpret if they are willing to trade personal data 

for benefits on the Internet and understand their awareness level on data security 

rights. The advent of the Internet and social media has been drastically integrated in 

all aspects of our lives. However, this has blurred the lines between privacy and 

sociality. Therefore, this research will throw light on the concerns regarding lack of 

transparency from companies about personal information disclosure levels. The 

study fulfilled the objectives by the way of an inductive and mixed-method approach 

mainly focusing on qualitative research. An online survey was conducted and the 

findings were analyzed using thematic analysis. 

The findings indicated that transferring user’s personal information could affect 

individual’s opinions about online presence and data privacy. Users had laid-back 

attitudes while providing consent to service providers yet expressed concerns about 

their data online. They had surface-level knowledge about how commercial 

utilization of personal data works but there was lack of awareness about laws and 

policies to protect security of their data. The study concludes summarizing the key 

findings and offering recommendations that may provide safer online experience.  
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INTRODUCTION 
 

 
The increased use of the internet and social media has brought about drastic 

changes and transformed our lives in different areas like how we work, 

communicate, and consume the benefits of the internet (Stewart and Segars, 2002). 

Almost all age groups of people all over the world use the Internet for various 

purposes. Some of the purposes for which the internet is used include shopping, 

exchanging information, learning, and teaching, receiving consultation on various 

topics, promoting products and services online, etc. Every online user has a 

minimum of one social media account to communicate with friends and people. 

According to the UN body, The International Telecommunication Union, out of the 

world's total current population of 7 billion people, nearly 3.2 billion people use the 

Internet. Mainly, the users belong to the age group ranging from 20 to 30 years. In 

this era, social media has become very important for businesses for either marketing 

their products or communicating with consumers. Thus, the need for data privacy 

and security arises and has become a great concern for online users. As the use of 

Internet is worldwide by all, it is very important to have an understanding of how the 

data is being collected and used for commercial purposes. Also, it is important to 

have overall knowledge and awareness about data privacy and security in this 

digitalized world.  

 

The topic for this research, i.e. Commercial Utilization of Personal Data and 

Perceptions regarding data privacy and security is very interesting keeping in view 

the current scenario. Privacy is one of the most important civil rights in the era of 

increased use of the Internet. It has gained huge social importance. Although, some 

are not concerned about privacy as they think that social media platforms are for 

sharing personal information and moving their lives online. It has also been observed 

that less than 60% of countries have laws to secure data and privacy (Irwin, 2020). 

Hence, privacy is all about having independence and integrity to prevent personal 

information from being given to unintended users. These days the businesses are 
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collecting the personal information of the online users and are creating databases of 

their online behaviors and patterns for targeted marketing by reaching out to the 

maximum number of users. It has been observed that almost 90% of these data 

were created in the last decade and are going to grow nearly by 40% at the end of 

2020 as the number of Internet users is increasing (Iptc.org, 2019). It has raised 

concerns amongst the online users and thus it has become interesting to explore 

further in the area of commercial utilization of data and online data privacy. 

 

The study will include a section related to cookies and its link with data privacy and 

security. It will explain the way cookies work and what are the actions that can be 

taken by the online users to protect themselves against cookies. Cookies are used to 

save and transform information of the users to a third party so that they can prepare 

a customized option as an advertisement as per the needs and interests of the users 

(Schoen, 2014). According to a survey conducted by ENISA on the privacy mechanism 

in the online environment, it revealed that almost 80% of the websites and service 

providers are collecting information from cookies tracked of online users. It can 

affect the online user’s opinion about online presence and data privacy as it relates 

to transferring personal data. These days many businesses are collecting the 

information in the digital format during the business operations (McAfee and 

Brynjolfsson, 2012). Certain websites do not provide the option to the users to 

accept or decline the cookies and if declined they do not operate and provide the 

required information by the users. Thus, users are bound to accept such cookies, 

which causes a barrier to data privacy.  

 

It has also been observed that there is a lack of information amongst online users 

about the terms and conditions of the cookies and they just press “ok” even without 

reading the policies. This has benefitted the marketers for their advantage. Although 

some users are of the perception that handling data exchange is important to keep 

social occurrence moving smoothly, there are various concerns about to what extent 

the personal data (especially financial information) is exposed (J. Brown, 2018). The 

previous studies show that many active online users (people of age-group 20 to 30 

years) give consent to collect and use the personal data if it provides some benefits 
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to them but others state that people are not willing to compromise the privacy for 

benefits. Most of them involve in risky online behaviors that compromise their 

control on personal data (Rainie et al. 2013). Hence, this research study will help us 

to gain further insights into the above discussions. 

 

The study will focus on a discussion regarding the various aspects of privacy and 

sustainable privacy enhancements that are beneficial to the various online users, 

businesses, and policymakers. It will also include a brief discussion about the General 

Data Protection Regulations (GDPRs) that are available for online users. This research 

study will help us to understand different concepts like commercial utilization of 

personal data and compliance to data security, which will be useful in understanding 

the perception of the online users from a legal and ethical point of view. Ethical 

Considerations will be taken care of during the entire research study as it involves 

understanding perceptions of users. The study will give us an idea about the 

awareness level people have regarding data privacy and security and will 

recommend the various ways in which the level of awareness amongst online users 

can be enhanced. Although, there are many previous studies on this topic which 

explain and show the concerns of the users for data privacy and policies to protect 

data, this research will focus on the gap between the lack of information and choices 

given to the online users for using personal data and to be sold to a third party. 

 

The research will help to examine the online user’s perceptions on how their data is 

controlled and accessed by third-party entities. It will help us to gain insight into how 

the commercial businesses are using the personal data of the users that are provided 

online. According to the Federal Trade Commission, 2012, it has been observed that 

nearly every commercial website collects some personal information while only 20% 

of them provide data security and privacy policies to the users. The purpose of the 

research is to understand the different ways in which data breaches can occur and 

the remedies available for the same. It will help to know about the concerns of the 

users regarding data privacy and will recommend different methods through which 

one can be protected against data breaches. This research will enhance the 

knowledge of the users regarding the various laws and regulations that are available 
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for the online users in case of breach of their data. The various legal rights and 

responsibilities of the users of the Internet will also be explained in the research 

study. Thus, main focus of the research study will be as follows: 

 Commercial Utilization of personal data as a barrier to online privacy 

 Use and importance of internet 

 Online behavior affecting privacy and ways of protecting personal data  

 Perception and concerns of Data privacy amongst online users (through a 

survey) 

As this study is a qualitative research study, a survey with the target population of 

active online users will be conducted to gain an understanding of the various 

concepts of this research. The population who use the internet occasionally will not 

be included in this study as it will not provide accurate results. An estimated sample 

of 200-250 will be collected using social platforms so that we can get a diversified 

idea about the perspective of online users regarding data privacy and security. The 

research study will be divided into six main sections that will include the following – 

literature review, research questions and aims, research methodology, findings and 

analysis, discussion, and finally the conclusion and recommendation. In the literature 

review section some secondary sources of information like books, articles, etc. are 

used to gain a deep insight into the topic. The results of the survey will help to 

analyze the data and develop an overall idea about the level of awareness, 

perception, and concerns about online data privacy amongst online users. Thus, 

through the above six chapters of this study, we will be able to arrive at conclusions 

and recommendations about the topic. 
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Chapter 1 

LITERATURE REVIEW 
 

A literature review (also known as narrative review) represents a work based on 

current knowledge, which gives an understanding of the methodologies and theories 

relevant to the topic. These are considered secondary sources of information and do 

not produce original work. In this dissertation, the literature review will include five 

major topics i.e. commercialization of private data, internet usage experience and 

data security, concerns about online data privacy amongst the users, belief in terms 

of privacy rights, and need for data privacy & addressing of the same. It will start by 

explaining the meaning of the personal data followed by how cookies and other 

invasion methods are used to commercialize the private data. Then, it will focus on 

the uses of the Internet in the modern era of digitalization and how data privacy and 

security has become a major concern for online users. It will give us an idea about 

the various steps and rules framed by the General Data Protection Laws (GDPR) and 

other regulations about data privacy and security. The literature review will also give 

an insight into the needs and importance of data privacy for online users along with 

the various ways by which the personal data can be obtained by others. There will 

also be a section that will contain the legal framework defining and identifying the 

rights of the users of the Internet related to data privacy.  It will create awareness 

among online users and consumers regarding the steps that they can take for 

protecting their data while using the Internet and websites. 

 

2.1 COMMERCIAL UTILIZATION OF PERSONAL DATA 

Personal data refers to the information which when collected from different sources 

shall lead to the identification of a particular person. It shall include the name, 

residential address, email address, IP address, cookies ID, etc. (ARTICLE 29 DATA 

PROTECTION WORKING PARTY, 2012). One of the purposes of processing personal 

data is to maintain a healthy and commercial relationship between marketers and 

consumers by sending information relevant to the needs of consumers' demand for 
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the products or services (W. Christl, 2017). According to a research journal by Meiko 

Jensen (2018), personal data can only be stored if there is mutual interest and shall 

be erased as soon as the work related to the same is finished and the personal data 

is no longer required. Personal data should not be communicated to any third party 

to accept legal laws and regulations. Some of the aspects related to the commercial 

utilization of personal data are: 

a) Privacy concerns with cookies: 

Cookies are simple and small text file (.txt extension) that are stored on the 

users’ device/machine by a web server. These are used to access the 

browsing or Internet activities. The cookies act as a kind of memory of the 

Internet that provides information about the users by tracking their activities. 

Even though the cookies cannot affect the devices used by the users by any 

malware or virus, the information entered by the users on various websites is 

mainly tracked. It can be used in different ways like remembering the login 

information of the users, presenting contents and advertisements as per the 

users’ needs and interests (Aladeokin, A., Zavarsky, P. and Memon, N., 2017).   

 

Different kind of cookies along with the privacy concerns associated with each are 

explained below: 

 Session Cookies: These are short-term cookies that do not have any 

expiration date. They are deleted as soon as the browsers are closed. 

Session Cookies do not have any privacy concerns and are generally 

not useful for tracking purposes. 

 Personalization Cookies: These cookies help in remembering and 

personalizing information. It is generally used in e-commerce 

websites. 

 Anonymous Tracking Cookies:  These cookies are used to track 

information. It is used in various websites to track the activities of the 

users and present data in a customized manner. It will benefit both 

the website owners and the users as it will provide information 

according to their interests and needs. 
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 Third-party Cookies: Third-party cookies can also cause privacy 

concerns. These cookies are placed on the devices of the users by the 

different Internet subjects, which are placed on the websites visited 

by users.  It may cause a privacy concern as it creates a user profile 

based on the surfing history and the content visited by the users.  

 

An examination conducted by Federal Trade Commission (FTC) on the websites from 

February to March 2000 showed that 57% of the sites in a random sample group and 

78% U.S busiest sites allowed third party cookies placement (Miyazaki, 2008). 

Although, cookies may be beneficial for various marketers to send ads, information 

to the users based on their needs, it can be a privacy concern because of lack of 

control by the consumer, lack of privacy settings for the user information (Gaurav et 

al, 2017). Flash cookies can be a great privacy concern as unlike browser-based 

cookies which can be are stored in the computer and deleted, it is not easy to find 

and delete the information. According to Jensen and Potts, the consumers should 

have the right to accept or decline the cookies and have an awareness of related to 

privacy concerns (Consumer Rights, 2000) while Milne in 2011 believes that, 

consumer feel the threat to their privacy because of the lack of knowledge among 

them. 

 

b) Invasion of online privacy 

The increased use of the Internet and digital devices in today’s world has led 

to the invasion of privacy. Invasion of privacy refers to noticing the activities, 

interests, behaviors, etc. of the person for any time frame without obtaining 

their consent (K. Vishi, 2018). The various types of privacy invasion include an 

unreasonable interference into the activities of the others, using of the name 

of others without informing them, publicity given to the private life of 

others’, spreading wrong information in public about a person (Gurung, A. 

and Raja, M.K., 2016). Privacy is most fundamental and therefore it must be 

protected.  Privacy can include either personally identifiable information (PII) 

or non-PII such as the behavior of site visitors on the website. Invasion of 
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privacy on the Internet is a serious issue. It can take place in various forms 

like reading e-mails if not encrypted, cookies tracking personal information of 

users, and storing it. Privacy is most important and it needs to be protected 

at any cost (Bergkam, 2002). Encryption is one of the best ways to ensure 

that emails and files are transferred securely over the Internet. A person has 

a right to be free from the invasion of privacy based on certain laws and 

regulations related to privacy (J. Wieczorkowski, 2017). Adequate steps are 

required to be taken to protect the invasion of privacy to make the users 

aware of the consequences of giving up their rights about data security and 

privacy. According to Richard Van Hoojidonk, invasion of privacy to some 

extent is acceptable but Bergkamp argues that privacy is priceless 

(Hoojidonk, 2015 & Bergkamp, 2002). 

 

 

2.2 INTERNET USAGES AND ONLINE DATA SECURITY 

a) Uses of the Internet 

The Internet has become one of the most important and revolutionized 

communication modes in modern days. Everything we do nowadays involves 

the Internet. It can range from sending a picture to a friend to gathering 

information for a project etc. According to a study which was published by 

Martin Hilbert in Science (Hilbert and Lopez 2011) generally, 95% of all the 

information is digitized form and accessible on the Internet or other 

networks. The invention of web 2.0 in the first decade of the twenty-first 

century has led to a revolution in the history of the Internet by increasing the 

use of social media and other interactive communication tools. Internet helps 

in removing the barriers to communication between people in different 

geographical locations (L. Leung, 2014). Not only it helps in information 

exchange, but also helps individuals to create content, communicates with 

one another, shop and play games online, make an online presentation, 

conducts formal meetings online, conducts surveys related to certain topics, 

etc. However, Rebecca Sadwick (2014), asserted the widespread use of the 
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Internet has somewhere increased the challenges related to privacy and 

security. As per research data produced by MCMC, Malaysian 

Communication and Multimedia Commission in the year 2017, out of the 

total 32 million people in the nation, nearly 24.5 million have access to the 

Internet. The development of mobile Internet has made it very easy to 

communicate with someone using the Internet (Humphreys, L., Von Pape, T. 

and Karnowski, V., 2013.). Due to the low cost and immediate availability of 

information, sharing of information, ideas, and skills have become very easy 

and convenient.  

 

The internet can be used for many purposes like email sending, online chat 

facilities, transferring files, and other documents, education purposes, online 

banking facilities. The most common use of the Internet is a world-wide-web, 

which includes different webpages, blogs that are accessible by all. The 

second biggest use of the Internet is email sending and instant messaging 

which are private and involve only the relevant users (Zanella, A., Bui, N., 

Castellani, A., Vangelista, L. and Zorzi, M., 2014). The areas that are using the 

Internet extensively include the education sector, banking, entertainment, 

research, and development, enabling cloud computing services, etc. The 

Internet has thus, affected every sphere of life and helped made our lives 

easy and convenient. 

 

b) Online Data Security 

As the use of the Internet has increased, data security has become very 

important. Data security refers to the process by which important files, 

documents, information, and various accounts are protected by adopting 

controls and techniques (Bertino, E. and Ferrari, E., 2018). It is required not 

only by companies to protect their confidential information but also 

individuals require data security by not allowing others to have access to 

their personal information. Three major concerns related to data security 

include spying and spoofing, mishandling of information provided by the 

users on websites, and location tracking (Leloglu, E., 2016). On the other 
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hand, John Villasenor (2014), points out Cybersecurity has become very 

important as a lot of information is stored on the internet these days by 

various government agencies, organizations, institutes, corporate 

organizations, etc. Clark School study at the University of Maryland examined 

and reported the constant rate of hacker attacks on computer and internet 

access at 39 seconds on average affecting one in three Americans every year. 

Also, it was observed by the Harjavec Group that 57% have more than five 

data breaches during the same timeframe.   

 

There are different technologies (Zhao, Y.L., 2013) by which the data securities can 

be ensured over the Internet. Some of them are: 

 Data Encryption: It refers to giving codes to all the information and data sent 

over the Internet.  This will not grant access to encrypted data without an 

authorized key, which is known only by the sender and receiver. 

 Data Masking: Masking of data refers to covering of certain portion of data 

to protect it from some external malicious sources and sometimes also from 

the internal personnel who may use the data for their purpose. 

 Data Resilience: It is another way of data security by which the organizations 

can recover lost data or data erased accidentally by creating backup copies. 

 

According to O Tene 2013, technologies and innovation have led to data security 

measures while Alnatheer and Nelson (2014) states data security is affected by the 

national culture. Data Security breaches can cause various problems like economic 

harm, disruptions to business operations, damage to the reputation of the 

organizations, and harm relationships with the suppliers and customers (M. Serrano, 

2016). Two of the important reasons to invest in data security include risk mitigation 

and business development by gaining the trust and confidence of the users (Moreno, 

J., and Fernández-Medina, E., 2016). 
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c) General Data Protection Regulation Law 

General Data Protection Regulation or GDPR is the security and privacy law 

that was drafted and passed by the European Union (EU) (Carey, P., 2018). It 

also takes into consideration data protection rules for personal data export 

outside of the European Union. The GDPR law came into existence on 25th 

May 2018 for all the organizations that handled the EU resident Data. Under 

the GDPR compliance, it is not only required to ensure that the organizations 

gather personal information legally and under strict conditions but also to 

protect it from misuse and exploitation by those who collect and manage 

them. Some of the aims and objectives of the GDPR are as follows: 

 Giving more control to the citizens over their data by establishing 

rights for them. 

 Introducing various penalties so that the awareness related to data 

regulation is increased. 

 Establishing and giving various new rights to EU nationals. 

The three main principles, which are followed by the GDPR to protect personal data 

are privacy, security by default, and accountability (Voigt, P. and Von Dem Bussche, 

A., 2017). If the GDPR laws do not comply, it can result in the penalty that may be 

ranging from 10 million euro to four percent of the company's annual turnover 

(figures can be approximately in billions).  One of the largest penalties imposed 

because of the non-compliance with the GDPR laws was euro four lakhs when a 

Portuguese hospital was fined for deficient account management practices (G. 

Chassang, 2017).  

 

In this growing world of Internet and social media, the General Data Protection 

Regulation Law can be very beneficial to protect data. The privacy data protected by 

the GDPR are basic identity information like name, address, etc., biometric data, 

web-related data, political opinions, etc. A new survey conducted by Propeller 

Insights and sponsored by Netsparker Ltd suggested the areas affected by GDPR. It 

showed that the most affected would be the technology sector (53%) followed by 

the online retailer (45%), financial services (37%), retail-consumer packaged goods 
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(33%). Every business and organization shall become more responsible for data 

management and security of the individuals. 

 

2.3 CONCERNS ABOUT ONLINE PRIVACY 

According to the Federal Trade Commission, 2000, privacy and security have become 

major issues in the world of digital communications and Internet usage. Various 

researches in the past have shown that several user-experience and demographic 

factors like gender, experiences of the users of the internet, etc. have led to 

concerns about online privacy (Wu, K.W., Huang, S.Y., Yen, D.C. and Popova, I., 

2012).  

 

The benefits of the Internet have an associated cost which includes the loss of 

privacy.  There is a risk of identity fraud and data breaches (Tchao, E.T., Diawuo, K., 

Aggor, C.S., and Kotey, S.D., 2017). The activities of hackers and cybercriminals have 

also expanded in terms of being dependent on the Internet. According to Westin 

(2018), privacy is defined as "the right of an individual to decide what information 

about themselves are communicated to others and under what circumstances". 

Based on this definition by Westin, Smith (2018) has given four major factors related 

to online privacy which include the unauthorized secondary use of personal data, 

improper access of digitally stored personal data, collection of the personal 

information, and mistakes in the personal information collected. The online privacy 

concerns take into consideration the two aspects, i.e. the company who searches 

and intends to collect and use personal information for marketing and also general 

entities like hackers, viruses, government agencies, etc. It has also been observed 

that there has been a decline in the Internet users providing personal information 

online by nearly 90% due to the online privacy concern (V. Mitchell, 2019).  

 

On the contrary, Adam Joinson (2007) suggested, concerning internet use and 

privacy concerns associated with it, it can be said that a higher level of self-efficacy 

(self-belief about something) will encourage the users of interest to be less afraid of 

using the internet and the risks which are associated with it. Thus, it can be said that 
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there is a positive correlation between the frequency of using internet and self-

efficacy, i.e. more the users use the internet, the more familiar he/she can become 

with it. According to Carrascal et al. 2013, even though people have high privacy 

rights, they sell their personal data for online products and services while 

Technopedia 2017, gave a view that not all users are willing to pay for data privacy 

as they value other aspects too. 

 

Many of the users of the Internet are not aware of the privacy concerns over the 

Internet always. To get the benefits of personalized marketing and content the 

consumers sometimes accept the invasion of privacy policies of the marketers very 

carelessly. Some of the consumers do express concerns over internet privacy but 

they do not take any actions to prevent the methods of privacy invasion due to lack 

of awareness of how to do that (Richard Lindblad, Tan, Sasivanij, 2017). If a user has 

full control over their personal information, they will consider it twice before 

opening any personalized ads containing more private and unique information. The 

users of the Internet who are more concerned about privacy will have a negative 

attitude towards personalized communication (Martin Borah and Palmatier, 2017).  

 

A survey conducted by ENISA observed that, the response of the users may vary 

depending on the level of concerns an individual has about privacy and willingness to 

share information. The consumers will change personal information or use better 

technologies for privacy if there is a lack of trust in the website privacy policies, 

government regulations of privacy, etc. In research by Doteveryone.org in 2018, it 

was seen that 83% of the participants did not know that others use the information 

they shared online and 62% did not realize that internet-connected data is collected. 

The consumers’ privacy is constantly been considered and changes are being made 

by various websites and companies to gain the trust and confidence of the Internet 

users (Hilbert, 2016). 
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2.4 BELIEF IN PRIVACY RIGHTS AND ONLINE PRIVACY CONCERNS 

As Culnan and Williams (2009) argued, the belief of people in privacy rights is 

subjective and varies from individual to individual depending on various factors. 

There are various laws and regulations available for protecting the privacy rights of 

the online users, which the users need to be aware of. People's beliefs in general 

right related to privacy are positively related to their concerns about online privacy. 

The more the people are concerned about the data privacy, the more will arise the 

need to believe in the various rights, which are available to the users (Kerry, 2018).  

 

Every online user has privacy rights concerning protecting their data which is 

provided online. A study by Kezer et al 2016 shows, the responsibility in terms of 

online data privacy involves both the users and the website owners or businesses. 

The businesses have the responsibility of handling the customers' data and 

information appropriately by using it strictly only for the required purpose and not 

share with any third-party companies or individuals. On the other hand, users should 

gain and empower themselves as much as they can in terms of data protection 

(Bernal, P., 2014). 

 

One of the legislations framed in this area is the General Data Protection Data 

Regulations (GDPR) framed to regulate the rights of the users in Europe (Voss, W.G., 

2016). The objectives, aims and penalties of the GDPR have all been discussed in the 

literature review above. Some of the other laws and legislations available to protect 

the rights of individuals are: 

 The Federal Trade Commission Act (FTC), 1914: This Act aims to regulate 

unfair and wrong commercial practices. The primary objective is to resolve 

the concerns in the area of privacy of the users and take corrective actions 

against the companies. The various clauses include the failure to adequately 

protect the personal data and comply with the applicable privacy policies as 

posted by them on their websites. 
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 Electronic Communication Privacy Act (ECPA), 1986: This act was established 

to protect certain wire, oral and electronic communications from being 

used, accessed, disclosed, and intercepted by persons who are not 

unauthorized for the same. 

 Computer Fraud and Abuse Act (CFAA), 1986: This law is related to making 

certain computer-related activities as unlawful and imposing penalties if 

someone is involved in those activities. Some of the activities are gaining 

unauthorized access to useful information like passwords, confidential 

information, transmitting harmful items into the users’ devices, etc. 

 Children’s Online Privacy and Protection Act (COPPA), 1998: This act aims to 

protect the rights of privacy related to children.  It requires that the websites 

and online service providers obtain verified consent of the parents before 

even collecting, using, and disclosing the information of the minors who are 

under the age of 13. It also requires that the websites take adequate security 

measures to protect the interests of the children. 

 Fair and Accurate Credit Transaction Act (FACTA), 2003: This act requires 

that the financial institutions and creditors have to maintain various written 

identity theft prevention programs to protect the interests of the online 

users. 

Apart from the above-stated laws and regulations, various other laws are applicable 

in different states and companies (Kugler, L., 2015) to protect the privacy rights of 

online users and data breaches. 
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2.5 NEED FOR ONLINE PRIVACY AND ADDRESSING SUCH CONCERNS 

Today data privacy has become a very important issue and needs to be addressed 

and properly taken care of. According to a survey conducted in research by Mike Yao 

and Kier Wallis (2007), people consider data privacy related only to the activities 

they are doing online, but a study by Tamara Dinev et al (2008) proves, it is not 

limited to only this. It also includes identifying online users and tracking their 

activities by various means. Identifying a person involves getting personally 

identifiable information (PII) like the name, address, emails, phone numbers, etc. 

provided by online users through some means which will be used for various 

purposes. Tracking of activities involves keeping a check on the kind of information 

searched by the online users, websites visited by them, interests and needs of the 

online users, etc. (Bansal, G., Zahedi, F.M. and Gefen, D., 2016). 

 

Many companies known as data brokers are collecting and maintaining the data of 

millions of users. They are then analyzing and selling the data so collected to various 

other companies or marketers without the users’ knowledge and permission 

(HBR.org, 2015). The reasons for doing so can be for targeted advertising, direct 

advertising, etc. According to a survey by InfoWorld, it was observed that 43% of the 

marketing organizations sell data of their users. The European Data Protection 

regulators have received 95,000 complaints about the possible data breaches since 

the establishment of the EU privacy laws (europa.eu, 2019).  

 

2.5.1 Vulnerability of online data and the need for online privacy 
 
The Internet has no cost associated with it and has innumerous benefits. The 

benefits compel Internet users to make the maximum use of the available and 

valuable data for various purposes. According to Internet World Statistics, worldwide 

there are nearly 4 billion (57%) Internet users. It results in the sharing of user-related 

personal information online which gives rise to the need for data privacy. The 

original idea behind tracking the activities of the users was to provide them with 

better experiences and personalized services. But, as new technologies have 

developed it has led to the exploitation of such data by the government entities, 
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hackers, cybercrimes, and other illegal entities (Jain, P., Gyanchandani, M. and 

Khare, N., 2016). According to Statista, there are 34% of the users of the US who say 

that their data is very vulnerable to compromise. 

 

One example can be the information that is required to be given while setting up an 

account on social-media applications or e-commerce purchase sites. While doing so, 

users have to feed in the specific information without which it will not allow users to 

move forward. This information can harm online users if hackers or cybercriminals 

takes it away. Most of the online users are unaware of the data they are providing 

online in different ways. i.e. they are almost daily sharing their personal lives on 

social media. According to Buck et al. (2014), social app information is more than 

enough for the exploitation of the online users but Oetzel and Gonja argue that 

privacy is not just limited to social apps on smartphones. 

 

Another reason is the increase in interconnectivity over the world over the Internet. 

It has brought a lot of benefits to the world but there is a lack of information about 

who is using the information and for what purpose. Thus, safeguarding personal 

information like the financial data, phone numbers, addresses, etc. becomes 

important so that the same is not used in the wrong way (Motti, V.G. and Caine, K., 

2015). 

 

2.5.2 Lack of awareness about ways used to affect online privacy 
 
The lack of awareness among the users about where their data is fed in different 

websites online is being used for, may give rise to the need to protect personal data 

(J. Smith, 2017). A survey conducted by cybersecurity firm showed that nearly 40% 

of the respondents do not know how to protect themselves from cybercrimes. Some 

of the ways and behaviors by which the information of users is obtained are: 

 Tracking: One of the common ways used to obtain user information that 

online users need to be aware of is tracking. Cookies and other means are 

used for tracking and developing the profiles of the users. This is an invasion 

of privacy and needs to be taken care of. An example can be quoted of the 
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Equifax hack in 2017 which compromised 143 million American user's social 

security.  

 

 Surveillance: There are governments in some countries who keep a watch 

over the citizens online to help the agencies who assist in law enforcement 

(Kugler, L., 2015). One of the examples can be taken from the UK’s 

Investigatory Powers Act, which focuses on mass surveillance and allows the 

government to monitor the use of the Internet by its citizens legally.  

 

 Theft: According to Javelin Strategy, nearly 17 million Americans have been 

affected by identity theft in 2017. The various techniques used by the 

criminals to steal online data of the users are (Brandt, W.M., Hewlett Packard 

Development Co LP, 2012): 

a) Phishing: According to Zulfikar Ramzan, Phishing is defined as a hacking 

technique that is used to steal information like passwords, credit card 

numbers, PINs, etc. and can be used for stealing the identity of the users. 

b) Malware: It refers to the different applications, which are used to 

damage the computers online. They are injected into the computers 

through the trojans, spyware, etc. 

Internet behaviors that affect privacy 

Some of the Internet behaviors, which the users of the Internet need to be aware of 

to protect their online data are (Park, Y.J., 2013.): 

a) Different accounts having the same credentials: The users are having 

many accounts at different websites. To remember the ids and passwords 

of each account, the users prefer to use the same credentials 

everywhere. This can be risky because if the cybercriminal gets to hack a 

particular account, he/she may easily get the other accounts too. 

According to the Scottish Household Survey, it was observed that 64% of 

the participants in Scotland use different passwords for different 

accounts while the ICO Information Track Rights Research reported that 

59% use different passwords and PINs for different online accounts. 
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b) Keeping yourself logged into various websites: Even though it may be 

easy to keep yourselves logged into the frequently used websites, it may 

increase the vulnerability of personal data to others using the account or 

hacking into the devices. 

 

c) Accepting and using services without reading the terms and conditions: 

The online users tend to just click the "I accept" or "Agree" that pops on 

various websites even without reading the terms and conditions. This way 

companies who own the websites may have access to all kinds of 

information (Acquisti, A., Brandimartes, L. and Loewenstein, G., 2015). 

The Adults Media and Attitude Report 2017 found that nearly 70% of the 

people make at least one security check before entering personal 

information on any websites. 

 

  

d) Downloading of Malicious Files and Suspicious Attachments: The online 

users must pay attention while opening attachments in emails from 

unknown persons as they may contain viruses or malware. According to a 

study by Symantec, it was observed 48% of the malicious email 

attachments are Microsoft files. 

 

2.5.3 Methods of addressing the online data privacy 
 
Online users can use various methods to address data privacy issues (Chen, L. and 

Liu, H.W., 2015). The users need to be aware of the ways that they can protect 

online data. Some of the methods are: 

 Installing an Anti-virus and Firewall activations: This is one of the methods, 

which online users can use for data protection. A strong anti-virus can help in 

protecting the device against malware, viruses, etc. Also, a firewall activated 

on the device can help in controlling unwanted data traffics. 
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 Delete Cookies at the exit of browsers: The users should always clear the 

cookies manually or set up the configuration on browsers to automatically 

delete it as soon as the browser session ends. This will prevent the data from 

being taken up by third parties or marketers. In a report TRUSTe 2106, that 

only 49% of the participants delete the cookies, caches, or similar browsing 

history.  

 

 

 Secure Online Communications: The users should always use secure 

communication channels over the Internet. While most of the 

communication apps come with the end-to-end encryption facilities, it is 

always advisable to add an extra layer of protection. Chats and messaging 

should be done through reputable services and secure email services should 

be used.  

 

 Being aware of the privacy settings on various websites and social media 

applications: Most of the websites ask the users about the privacy settings, 

i.e. how much and what data are shared by them. The users should carefully 

configure privacy settings to protect online data leakage.  

 

 Sharing Online files securely: The files shared over the Internet should be 

protected by a strong password, which only the intended recipient can use 

and view. Also, the websites used by the users should contain different 

passwords, which will reduce the chances of all the accounts being hacked by 

the hackers at the same time. 

These are some of the ways the users can use to address the online data privacy 

issue (Watson, H.J., 2014). Some of the other ways include using a Virtual Private 

Network (VPN’s), using HTTPS to secure the connections online, keeping the 

software updated, etc. 
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CHAPTER 2 

RESEARCH QUESTIONS AND AIMS 
 

2.1 Research Questions 

In today's era of increased Internet usage, data privacy has become very important 

for online users. The purpose of any research question is an on going process to 

refine concepts, which should lead to the acceptance of observed phenomenon and 

are usually narrow or specific. The purpose of this research is comprehensive 

understanding of data breeching in an increasingly connected world. This research 

question will be very important, as it will help us to gain insight into how the data of 

the online users is collected through the Internet and is used for different purposes 

and levels of awareness regarding the same amongst the users. Keeping in light with 

this, the central question will be 

To what extent commercial utilization of user’s personal data can challenge their 

privacy and do users consider the same to be unethical breach of data security? 

 

2.2 Research Aims and Objectives 

The research on Commercial Utilization of Personal data and Perception amongst 

online users is being conducted to fulfill certain aims and objectives. A research aim 

refers to the intention of carrying out research and provides a summary of the result 

it wants to achieve at the end of the project whereas, a Research Objective takes 

into account the steps which shall be taken during the research so that the research 

aims are fulfilled (Doody, O. and Bailey, M.E., 2016). Some of them are listed below: 
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1) AIMS 

 

Primary aims of the research projects are: 

 One of the primary aims is to conduct a study on how the commercial 

use of personal data challenges the privacy of online users. 

 Understanding the perceptions of online users concerning data 

privacy and the level of awareness among them. 

 An understanding of the various legal and regulatory frameworks 

available to the online users to prevent breach of personal data. 

 

 

2) OBJECTIVES OR PURPOSES 

 

The research is being conducted with purpose and has certain objectives to 

be fulfilled. The objectives of the research are stated as below: 

 To conduct a qualitative study to determine how the data of the users 

are collected and used through the Internet. It will also help to 

determine the extent of control that the users have to protect their 

data. 

 To collect information through survey about the concerns regarding 

data security amongst online users and their perceptions about online 

data privacy. It will also include questions that will reflect the user’s 

willingness to compromise privacy for perceived convenience and 

benefits. 

 To conduct quantitative research among different groups of people 

using the Internet to know about their ways of protecting personal 

information online. 

 

Alongside this, the study also aims to help the government in formulating better 

strategies in this area through research findings. 
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CHAPTER 3 

RESEARCH METHODOLOGY 
 

The chapter on research methodology will give us an outline about the methodology 

which is followed to answer the central research question (to what extent 

commercial utilization of personal data affects the online users' privacy and the 

perceptions of data privacy amongst them) and fulfill the aims and objectives as it is 

described in Chapter 2 - Research Questions and Aims. It will help the readers to 

evaluate the study’s overall validity and reliability. A research onion will be used to 

evaluate the stages involved in the development of the research project as provided 

by Saunders et al (2007). It is used to get an effective progression through which the 

research methodology will be designed. It can be adapted and used for a variety of 

research methodologies in a different context (Bryman, 2012). According to 

Saunders et al, while using a research onion, one has to go from the outer layer to 

the inner layer and each layer provides a more detailed stage of the research 

process. Thus, according to Bryman, it can be said that the onion layer gives a 

methodical chain of progression that leads to a creation of an effective and 

comprehensive research methodology by tackling each vital step in the process. The 

figure is shown below: 
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3.1 Hypothesis 

A hypothesis refers to a precise and testable statement based on which the 

researchers will predict the outcome of a research study. It a clear picture of what is 

the result that is expected for this research (Szucs, D. and Ioannidis, J., 2017). In this 

research, three main hypotheses that can be framed based on the research question 

and aims and objectives as discussed in the previous chapter are as follows: 

 

 HYPOTHESIS 1 – Online Users are least concerned on Commercial Utilization 

transparency and reputation: 

The hypothesis that can be framed here is that online users are least 

concerned about the terms and conditions that pop up on the screen while 

providing the personal data online and give their consent without even 

reading the information. It assumes that the websites are reliable and 

trustable; it is only through their activity that the data breaches occur in 

connection with personal data. 

 

 HYPOTHESIS 2 – Awareness level of users on Online Privacy and Security is 

moderate. 

Another hypothesis that can be framed under this heading is that the online 

users have fair awareness about how their personal data is collected and 

used for commercial purposes online. The users are aware of the different 

ways in which the companies can take advantage of their personal data. 

However, there is lack of knowledge about the laws that are available for 

them to protect from personal data breaches, and the changes that they can 

make to the privacy settings. 

 

 HYPOTHESIS 3 - Participants are not much concerned about confidentiality 

and privacy for comfort access.  

The third Hypothesis will be based on the participant's online behavior and 

concerns with respect to Data Privacy. It states that online users are not 

much concerned about the privacy and confidentiality of the information 
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over the phone, email, or online behavior for comfort access and they do not 

consider tracking information without their knowledge as an invasion of 

privacy. 

 

Based on the hypothesis discussed, the outcomes of the study will be provided and 

dealt with in the next chapter by considering certain facts and figures. 

 

3.2 Research Approach 

Research Approach is based on the nature of the problem that is addressed in the 

research study and includes a complete set of plans and procedures with 

assumptions to outline the methods of data collection, analysis, and interpretation 

(Savin-Baden, M. and Major, C.H., 2013). In this research study, a complete plan and 

procedures with assumptions will be decided to determine the methods that will be 

used to collect and measure data to solve the problem of commercial utilization of 

online data and perceptions of online users. 

 

Here, in this research using an inductive approach shall be beneficial. It will help to 

gather information based on observation and experience of the groups as samples 

that will be used for getting the results. Based on the nature and scope of the 

research, this approach will help in the study of various concepts about how the 

business operations will challenge the privacy of the personal data of the online 

users, the level of knowledge and awareness about the data regulations and 

professional practices of privacy and to examine the outcomes in a logical manner. 

Also, along with the inductive approach, mixed methods approach will be used as it 

will emphasize the understanding of what and how the consumers that are taken for 

research have knowledge about the social issue related to data privacy.  

 

An understanding of the concerns of online users about data privacy is more 

important than arriving at conclusions based on numerical figures as the above-

stated problem is partially based on business ethics. As this study will also be using 

secondary data (books, periodical journals, articles, etc.), it will help in developing an 
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understanding of the various ways in which the personal data of the online users is 

stored and used by the business for commercial purposes. For getting a deeper 

insight into the user's perspective on online data privacy a web-based online survey 

will be conducted which will include a questionnaire and the results will be analyzed 

to arrive at conclusions. 

 

 

3.3. Research Design 

Research Design includes an overall strategy that will be used in the research study 

to integrate the different components of the study in a correct and logical way so 

that the research problem is solved effectively and objectives achieved (Lewis, S., 

2015). It can be used as the blueprint on the basis of which the data is collected, 

measured, and analyzed for the research. In this research study on commercial 

utilization of data, a blueprint shall be developed as to what will be the key variables 

that shall be included and steps taken to gather information related to those key 

variables. 

 

The strategy that will be used and key variables that would be examined in the 

research study are mentioned as below: 

 Commercial utilization of personal data as a barrier to online privacy: As 

already known, data privacy has become important due to the extensive use 

of the Internet and digital platforms for communication. Any data provided 

online by the users are used by various businesses to sell the profiles (as 

highlighted in the literature review) of the customers to the highest bidders 

for marketing. Cookies are the most common way of knowing and tracking 

the activities of online users. According to the survey by ENSIA, nearly 80% of 

the websites track the online behaviour patterns of the users. In this study, 

the research design is such that it will analyse the risk related to the tracking 

of online data. It will help in exploring if the information tracked for 

marketing, influences the behaviours of the users and assess the company's 

cognitive biases. 
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 Perception of Data Privacy among online users: This is another key variable 

that will be included in the design of research. It will help them to understand 

the level of awareness amongst online users related to data privacy and their 

perspectives on data breaches affecting privacy. This will provide an insight 

into whether the users are willing to compromise their personal data for the 

benefits they are receiving over the Internet. As already discussed in the 

literature review, some of the reasons which are affecting the online data 

privacy are: 

i) Lack of awareness: It states that online users are not aware of the 

various laws and procedures, consumer rights, etc. available to the in 

case of data breaches. (J. Brown et al.,2018) 

ii) Lack of Commercial Transparency: It states that the online users are 

unaware of the ways through which the data is collected and used by 

the business, unclear information provided, etc. (details in the 

literature review) (McAfee and Brynjolfsson, 2012). 

iii) User’s concern: It states that the collected data is not managed 

properly by the websites that collect them causing harm to the data 

privacy of online users (Rainie & Dungen, 2016). 

 

Therefore, the above-stated key variables along with the sub-headings as discussed 

shall constitute the design of this research study. Using the appropriate research 

approach as discussed in the previous part, the data will be collected and analyzed to 

arrive at meaningful results and conclusions. 
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3.4 Data Collection 

Data collection in a research study refers to the process of gathering relevant 

information from different variables based on the design and approach used. The 

objective of data collection is to conduct a systematic analysis of data, answer each 

and every question of the research, test the hypothesis, and evaluate the outcomes 

of the research. Based on data collection through different sources and methods, 

meaningful conclusions of the research topic are drawn by the researchers (Sutton, 

J. and Austin, Z., 2015). In this research study, the data related to the perception of 

online users about data privacy and awareness about commercial utilization of 

personal data shall be collected from different sources like through the secondary 

sources, using an inductive method, conducting a survey among the online users, 

etc. 

 

One of the components of data collection in this study includes surveying online 

users. It shall be easily accessible and conducted on the various social networks and 

can help in reaching the maximum number of targeted audiences to get accurate 

results. For conducting the online survey, the skills that are required by the 

researcher are familiarizing themselves with the use of online survey software. This 

can be done by, watching various video tutorials related to the use of these survey 

software. Since the data collection involves a survey on online users (human beings), 

there are certainly ethical considerations that are required to be dealt in carefully. 

They are listed as below: 

 While selecting the participants for the survey, online social network 

platforms shall be used, as it requires the users who are frequently using the 

Internet. The survey will involve questions, which shall be short and easy to 

answer. The participants who shall be interested will be provided with links 

to the survey and a consent form to obtain their prior approval. 

 To save the time of the online consumers, a brief description of the research 

and survey that is conducted will be explained to the users in the cover of the 

questionnaire. This will enable them to understand the purpose and flow of 

the study. 
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 Before obtaining information through the questionnaire from the users, and 

informed sheet and consent form will be provided to them, which shall state 

their rights to voluntarily participate in the survey. They will be allowed 

access to questionnaires only when they provide their approval regarding the 

understanding of the purpose of research and that their data can be used for 

the said purpose. 

 Various software and tools like the Google Sheets, Survey Monkeys, etc. can 

be used which are easy and free mediums for collecting the information and 

filtering them into various categories as required by the research study. 

There will be no physical contact between the researchers and participants to 

ensure their safety and the potential users can fill in the questionnaire at 

their own convenient time. 

 All the data collected shall be maintained electronically and will be password 

protected to ensure the confidentiality of the personal data of the online 

users. Only the researchers shall know the password. 

 While analyzing the data, there will be a lockout feature that will be enabled 

to ensure that the screen gets locked automatically after 15 minutes (or the 

time set as per choice) of inactivity. 

 The data collected shall be retained for a maximum period of five years after 

which it shall be destroyed using effective methods such as permanent 

deletion of electronic files. 

 

3.4.1 Population and Sample 

A population in the process of data collection refers to the complete set that is used 

in the research study (Guest, G., Namey, E.E., and Mitchell, M.L., 2013). In this study, 

the population is that of active online users. A sample comprises the part of the 

population-based on which a detailed investigation is carried out to draw 

conclusions on the research problems (Boddy, C.R., 2016). In this research, the 

sample will consist of active online users from different countries and regions as 

every country and region have different cultural and economic backgrounds. 
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As indicated by various facts and figures in the literature review section, it was 

observed that the use of the Internet has increased among all age groups of people 

because of the benefits it provides. Therefore, here the samples are taken for three 

age groups, i.e. 18 and under, 19-29, 30-39, and 45 - above. As the different and 

diversified population is selected it will help in getting the information related to the 

perception of online users about data privacy (one of the research questions). The 

samples are to be taken from the population of active online users as the general 

population with rare Internet usage will fail to provide accurate results for this study. 

 

The sampling technique that will be used in this study is a non-probability sampling. 

There are various types of non-probability sampling but for this study, it will be 

appropriate to use the self-selection non-profitability sampling. Since studying the 

perceptions of users comprises of qualitative research approach, it will be the most 

suitable sampling method (Vehovar, V., Toepoel, V. and Steinmetz, S., 2016). Also, 

social network platforms will be used to collect the data so the list of the participants 

cannot be achieved at the beginning to randomly select the data (probability 

sampling). There will be no pressure created to the participant (self-selection) in the 

survey and approval in the form informed summary and consent shall be obtained 

prior to the survey. Small numbers shall be selected (Maximum Variation Sampling) 

from different groups to maximize the diversity in the data collection process. This 

sampling technique will fulfill requirement of this research study. 

 

3.4.2 Study participants 

The study participants are the people who participate in the research study that 

involves knowing about the human perception of the topic under research and are 

the target of observation for the researchers (Guest, G., 2014). In this research, the 

study aims to understand the perceptions of the online users about data privacy (this 

involves human beings) and the level of awareness about their rights, so the online 

users of the Internet are the study participants. 
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Since the social platforms will be used to reach the maximum number of targeted 

audiences, the complete list of study participants will not be known at the beginning. 

Various age groups of online users will be considered as study participants and all 

the ethical considerations as discussed shall be taken into consideration. 

 

The data collection shall be done from the samples determined through the 

questionnaire, which shall cover the sections in the following broad heads. 

 Section 1 (Demographics) - The age, gender, educational qualifications, 

and frequency to use the Internet of the individuals who give consent to 

answer the question. 

 Section 2 (Commercial Utilization transparency & reputation) – It will 

contain questions related to how often the users allow consent to service 

providers without even reading the information and if they trust the 

webpages for their data protection. This is an important part of the 

questionnaire as the use of the Internet has increased among all age 

groups. 

 Section 3 (Awareness level and Concerns of Online Privacy and security): 

It will consist of questions about how cautious and concerned users are in 

terms of data privacy and security. It will also include whether they are 

aware of various laws available for data privacy and rights to them. 

Along with the survey, the secondary sources shall provide deep insights into the 

social issues dealt with in the research, the laws and regulations available, rights of 

the consumers, etc. to draw meaningful conclusions. 
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3.5 Data Analysis 

Data analysis is a very crucial part of any research. A summary of the data and 

information collected is provided in the data analysis part (Stuckey, H.L., 2015). It is 

done after data collection and includes the interpretation of data gathered by using 

various statistical tools and analytical & logical reasoning to determine different 

patterns, relationships, trends in the data collected. This will help to draw 

meaningful conclusions. In this research, the data analysis part will represent the 

summary of data collected by various means (qualitative research, secondary data 

sources, etc.) to solve the research question and aims as discussed in the last 

chapter. 

 

The data analysis for different sections of research design will include the following: 

 Commercial Utilization of Personal Data: After collecting the relevant 

information, identification, and interpretation of the data is carried out by 

laying out subsequent frameworks and literature (discussed in the literature 

review section). Based on the information obtained from Section 2 of the 

questionnaire, the research will analyse the attitude and beliefs of online 

users about data privacy. The data analysis will involve accessing the process 

of commercial utilization of personal data to develop a familiarity with the 

further research process. 

 

 Perception of Online Users on Data privacy: The responses obtained from 

Section 3 of the questionnaire will be used to analyse and examine the extent 

of awareness of the online users and how they behave towards their data 

privacy and protection. Further, a deductive approach will be used to 

understand the perceptions of the users related to data privacy. 

 

 Qualitative Analysis: A qualitative analysis in a research project increases the 

overall understanding of the quality, characteristics, etc. of the data 

collected. In this research, the qualitative analysis will be done based on the 

qualitative data collected. The themes developed and findings from the 
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survey and literature will help in merging observations and build common 

trends. For further analysis of data, an inductive approach will be used to 

understand how users look at the concepts of data privacy and their concerns 

on the same. 

Also, for analyzing the data after collection, various tools and techniques of excel 

are required to sort and filter the relevant information and based on that do a 

statistical and theme-based analysis for this research study and arrive at 

appropriate conclusions. 

3.5.1 Data Reliability and Validity 

Data reliability and validity are two attributes that are used for evaluation of the 

quality of research. These two variables indicate how well a method, technique, or 

test measures the question of research. The meaning of reliability refers to the 

consistency of a measure and validity refers to the accuracy of a measure (Zohrabi, 

M., 2013). 

 

In this research, the validity of the data will be assured by taking the relevant 

literature from sources such that books, articles, writings, etc. of various renowned 

scholars. The concepts and ideas used are those which are given by scholars in 

recent years and do not include old concepts and ideas. The questions that are 

framed in the questionnaire are developed after analyzing the steps and methods 

used by different scholars like Reagle Joseph, Mark Ackerman, etc.  Their studies are 

extensively analyzed to adapt the various frameworks as the work of such scholars is 

already tested and validated. Different legal and regulatory frameworks are studied 

and analyzed to improve the quality and acceptability of the research data. This has 

helped in framing the additional questions for research and finding their solutions, 

which has overall increased the validity of the data. The reliability of the data 

collected is assured by conducting a pilot test, which will help in verifying the items 

are simple and logical. The sampling methods and population are also selected 

carefully to ensure the validity and reliability of data collected. Also, through 

applying the methods consistently and standardizing the conditions of the research, 

the data reliability shall be appropriate. 
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3.6 Limitations 

Every research study has some or the other form of limitations. Limitations in a study 

refer to those characteristics of design, methodology, samples, and population, etc. 

that impact the application and interpretation of the study. It can be said as the 

constraints on generalizability and the utility of the findings that resulted in a lack of 

the design and methods that are chosen to establish the internal and external 

validity of the data. Although writing of limitations, present the areas of the 

weakness of the study, it should always be presented at the end of the research 

(Flick, U., 2015). It helps in finding out the communicating the problems identified by 

the researcher during their study. It makes it clear that the researcher has carried 

out an extensive and in-depth analysis of the research topic (Neuman, W.L., 2016). 

In this research topic too, i.e. commercial utilization of personal data and perception 

of online users about data privacy, there are certain limitations that were observed. 

The limitations can be divided into four broad categories as listed below: 

 

1. The selection of non-probability methods for sampling is a limitation in the 

research study as the samples that are collected may not represent the entire 

population of the online users and the conclusion drawn may not be accurate 

and correct. 

 

2. The research design can be complex as a multi-method approach is used for 

this research study. It involves both the quantitative (surveys) and qualitative 

(understanding the perception of the online users) analysis making the 

research design a complex one. It requires large amounts of resources and 

sometimes during the research it may become difficult to resolve the 

discrepancies that may arise. 

 

3. The data for the survey is collected from online users through social 

platforms. Hence, there may be cultural and socio-economical differences 

arising out between people who participate in the survey as they may belong 

to different regions, countries, and backgrounds. 
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4. There was a time constraint in carrying out the research study as it was 

required to meet the deadlines. This was not a major limitation in the study, 

but more data may be collected through research if time permitted. 

 

Although there were certain limitations throughout the research, steps were taken 

to solve and analyze the research problem with great care through the proper use of 

the data available from various means. 
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CHAPTER 4 

RESEARCH FINDINGS AND ANALYSIS 
 

4.0 INTRODUCTION 

After the data related to the research problem has been collected, the data analysis 

will be carried out and research findings will be noted. This will be done through the 

thematic analysis as discussed in the previous chapter. Thematic analysis is the most 

common form of analysis for qualitative data and is used for a set of texts like the 

interview transcripts. As given by Braun & Clark (2003), under thematic analysis the 

data is collected, analyzed, and interpreted through different patterns and meanings 

as obtained from the qualitative data. The researchers use it to examine the data 

collected to identify common themes – ideas, topics, and patterns that come up. In 

this chapter, the findings from the responses of the online users as discussed in the 

research methodology will be presented and used to analyze the perception and 

awareness of the online users about commercial utilization of personal data and 

online data privacy. 
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4.1 THE SURVEY 

The survey section in qualitative research is used to gain in-depth information about 

the perceptions and reasoning of different people about the research topic. It helps 

in analyzing the views and knowledge of the people regarding the particular topic 

(Andres, L., 2012). Generally, surveys are conducted to test the hypothesis, which is 

framed regarding a research topic (Ezzy, D., 2013). 

 

In this study also, a survey on online users was conducted to gain knowledge about 

their perceptions of online data privacy. There were three hypotheses framed as per 

the research study (mentioned in the last chapter), which were tested by framing 

relevant questions and the results obtained from them are discussed in the below-

mentioned sections. In the summary of the finding section relevant questions based 

on this research, asked in the survey with its findings is presented in a graph or table.  

 

4.1.1. RESPONSE RATE 

In a research survey, the Response rate refers to the number of people who 

answered the questions of the survey divided by the number of people in the 

sample. It is usually expressed in the form of a percentage (Hardigan, P.C., Popovici, 

I. and Carvajal, M.J., 2016). 

 

In this study, the population for the survey consisted of online users, which were 

distributed through social platforms and were opened for participation for nearly 

three weeks. A consent and information form, were required to be filled and only 

those who agreed and gave consent were allowed to participate in the survey. Out 

of the total responses of 219 eligible people, only 213 agreed to the consent and 

information sheet and the rest 7 people did not agree to it. The analysis of data was 

done for a total of 219 responses, but five of them were underage and were not 

relevant to the age group as required for this study. The incomplete responses were 

not taken into account and were continuously refined, as it would create a false 

impression on data that has been collected. Thus, in total 213 responses, which gives 



44 | P a g e  
 

a response rate of 98.2% were collected and analyzed. Since it was an online survey, 

the maximum responses were obtained until the time frame allocated for the same 

 

4.1.2 DATA CODING (SIX STEPS BY BRAUN AND CLARK) 

Thematic analysis is a very flexible method that can be used, both in explorative and 

deductive studies. In the qualitative analysis, the interviews need to be analyzed 

properly to determine a pattern and understand the conclusion based on the study. 

It is an iterative process that involves going from messy data to map of most 

important themes in the data. It involves the following six steps:  

 

MODEL FOR DATA CODING IN THEMATIC ANALYSIS 
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Further, this chapter shall analyze the steps in detail and see how it has been used in 

this research study to develop various themes. They are described as follows: 

1. Familiarizing oneself with the data: It is the first step in the thematic 

analysis, which involves getting complete knowledge about the data. It is 

obtained through the interviews and taking appropriate notes. The data 

obtained are transcribed according to the needs of the research study so that 

the original data is retained properly. In this research study also, there were a 

total of 18 questions from which the responses of 219 people were obtained. 

To familiarize oneself with the data, the total responses to each question 

were presented in the form of a pie chart to summarize and indicate the 

answers and have an overall idea about the same. The data of the survey was 

re-read again and again to develop an analytical and critical view about the 

same. It was required to know about the perception of the online users. 

 

2. Assigning codes to describe the contents: It is the second phase in thematic 

analysis and involves assigning codes to the data. The code is a somewhat 

brief description of what has been said in the interview and is a good way to 

start organizing the data into meaningful groups. It can be said that there is 

no proper cut-off between phases 1 and 2 as the initial coding of the data 

begins in the first phase only. In this study, there were certain codes 

developed. The responses to the questions were converted into certain codes 

based on which themes are developed for the research. The codes were uses 

of the Internet, commercial utilization transparency and reputation, the 

awareness level of online data privacy and security, and the online behavior 

of the participants. 

 

3. Generating themes: This is the third phase in thematic analysis. After the 

codes have been identified, the themes based on those codes will be 

generated. The themes refer to the proper interpretation of the information 

collected and the codes generated. The themes help in identifying some of 

the interesting facts about the data. Also, during this phase, it may be 
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identified that some codes may not relevant to the study and the responses 

obtained which can be discarded. The third phase aims to create potential 

themes that will be helpful to know more about the data required for 

research. In this research, based on the codes as discussed in the last section, 

the following themes were developed: 

 The participants are concerned about their data privacy  

 The participants are not willing to provide personal information for targeted 

marketing 

 The participants are aware of how the companies use personal data but are 

unaware of the data protection laws available to them. 

 People often give consent to the terms and conditions that pops up on the 

webpage without reading the information. 

The above-mentioned points are some of the themes as developed from the analysis 

of the data collected from the participants through the survey. 

 

4. Reviewing the themes: In this phase of thematic analysis the themes, which 

were framed, are reviewed to ensure that they are useful and make an 

accurate representation of the data. It is an iterative process that involves 

going back and forth to develop a perfect theme as per the research study. In 

this research, the themes were reviewed to check whether they are accurate 

and will help in solving the research problem on Commercial Utilization of 

personal data and understand the perception of users on data privacy. Here 

new themes may also be developed which were missed out in the earlier 

phase. However, in this study the themes framed were correct and accurate.  

 

5. Defining and naming the themes: After defining the complete list of themes, 

the next phase in the thematic analysis involves defining and naming the 

themes. Here the themes that are framed in an earlier phase are formulated 

to know what exactly each of them means figuring out how it helps in 

understanding the data. It involves framing a coherent story about the 

themes and that they are clear. In this study, the themes that were framed 
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were defined as the perception and awareness level of the online users about 

the data privacy and ways they can protect themselves. Also, it defined the 

different ways in which the websites collect personal information and that 

they are satisfied with the same. The study defined all the themes framed 

based on framing an overall conclusion. 

 

6. Generating reports: This is the last phase in a thematic data analysis, which 

involves generating reports by writing up. The writing up of the results about 

data collected and analyzed helps the readers to evaluate the quality of the 

research study and whether or not it has achieved its objectives. Taking the 

methodology chapter of the research into account, a summary is prepared to 

describe the major takeaways from the research. The next section will 

highlight a summary of the findings from the survey. 
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4.2 SUMMARY OF THE FINDINGS 

The section of summary of the findings in the research findings and analysis aims at 

getting summarized information of all the responses obtained from the participants 

through the online surveys. This is done to draw meaningful conclusions related to 

the research problem in qualitative analysis. It includes the totality of the outcomes 

that are obtained (Manheimer, E., 2012). 

 

The questionnaire of the survey consisted of 18 questions divided into 4 sections – 

general information, Commercial Utilization transparency and reputation, the 

Awareness level of Online Privacy and Security, Participant's Online Behaviour and 

Concerns for Data Privacy. A total of 219 people were surveyed and their responses 

were analyzed. As already discussed in the last chapter, the data was collected from 

the people who are active users of the internet and the medium used for data 

collection was social platforms. Due to ethical concerns, only those participants who 

gave consent to the information sheet containing the terms and conditions were 

allowed to move forward towards the questionnaire part. The summary of findings 

from the data collected is given below: 

 

SECTION 1 – GENERAL INFORMATION 

In this section, the demographic questions assisted understanding of the sample 

population analyzed the same. Figure 4.2.1 shows more than 95% of the people use 

the internet daily and the age-group 19 to 29 years formed the dominant group in 

this survey. It meant that the young generation used the internet for various 

purposes daily.  
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Figure 4.1 Demographic of the sample: Age 

 

 

Since the survey sample and Figure 4.2.2 showed majority of participants were 

students, it implied that the internet is used by students for their school, colleges, 

and university work regularly and are also using the social media sites for a different 

purpose. Also, there is only a 2% difference between participants who are self-

employed and students, implying that both occupation are active users of the 

internet in this sample population. 

 

 

 

Figure 4.2 Demographic of the sample: Occupation 
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SECTION 2 – COMMERCIAL UTILISATION, TRANSPARENCY, AND REPUTATION 

The main objective of including questions related to commercial utilization, 

transparency, and reputation was to find out the answer to one of the research 

problems being studied, i.e. whether the users know that the personal data they 

provide online for various reasons are tracked and used for commercial purpose and 

their perception regarding the same. Through the analysis, it was observed that one-

third of the participants have an idea that their online activities are tracked always 

(Appendix 4).  Even then Figure 4.3, the survey showed more than 50% of them 

accepted cookies by service providers without even reading the information. It can 

be said that people don’t have the habit of reading the terms and conditions and do 

not know about the consequences it may have. It can be harmful as their data may 

be misused in many different ways by the service providers.   

 

 

 

Figure 4.3 Consent to Service Providers. 

 

More than three-fourth (68.3%) of the participants don’t trust the websites with 

their data and consider the service providers responsible for the invasion of data 

privacy (Figure 4.4). To make their data secure, they should give consent to cookies 

only if they are satisfied by the terms and conditions and that they feel that their 

data is secured with the websites where it is provided. It is also the responsibility of 

the websites to protect the personal data of the users and use them only for limited 

purposes if permitted by the users. Thus, it is a shared responsibility of both the 
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websites that get the personal data and the users who provide such data to maintain 

data privacy and security. 

 

 

 

Figure 4.4 Invasion of Privacy 

 

 

SECTION 3 – AWARENESS LEVEL OF ONLINE PRIVACY AND SECURITY 

Under this section, questions were framed to familiarize the awareness level among 

online users regarding data privacy and security. Privacy and security are two of the 

most important aspects of today's era of increased use of the Internet. It is the right 

of every online user to protect themselves against data breaches that occur online. 

Through the survey, it was observed that more than three-fifth (66.1%) of the 

participants were very cautious about online data and privacy and were taking 

various security-enhancing steps on the Internet like passcodes or updating their 

security information regularly (Appendix 5). This showed, they are somewhere 

aware of how the personal data provided online can be used by others. On the other 

hand, figure 4.5 presents, that more than half of the participants were aware of the 

fact that the companies use their personal data for their advantage without even 

notifying the same. 
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Figure 4.5 Awareness Level: Tracking information 

 

However, Figure 4.6 implied participants were less aware of various data protection 

laws and regulations that are available for online data privacy and steps that they 

can take in case of personal data breaches. Out of the total participants, only two-

fifth (19.7 %) of them knew data privacy laws and regulations. Even though the 

participants were well-educated as seen in the previous section, there is lack of 

awareness about data protection and privacy. Thus, here it can be said that although 

there is lack of knowledge about the laws that are available for them to protect from 

personal data breaches but there is moderate awareness amongst the people 

regarding how their data is tracked and used (Hypothesis 2). 

 

 

 

Figure 4.6 Awareness Level: Laws and Regulation 
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SECTION 4 – PARTICIPANT'S ONLINE BEHAVIOR AND CONCERNS FOR DATA 

PRIVACY 

One of the objectives of the research study was to understand the online behavior 

and concerns amongst online users regarding data privacy. Through the survey, it 

was observed that the majority of the participants were concerned about privacy 

and confidentiality in terms of information such as telephone numbers, email 

addresses, and online behavior being tracked (Appendix 6). Some of them were 

mostly concerned about the financial information shared online for various reasons. 

Thus, it can be said that there is a contradictory situation as there is not enough 

awareness spread regarding ways to protect data privacy hence users expressed 

concerns about the same. Figure 4.7 exhibits that 76.6% participants considered 

sites collecting their personal information without their permission as a violation of 

privacy. Therefore, as seen through SPSS analysis in Table 4.1.1 most of them are not 

willing to share personal information on websites for targeted marketing according 

to their needs and interests. The participants were not ready to share their data 

online for some benefits or so either as sharing their data online to some extent 

involved risks.  

 

 

Table 4.1.1 Personal Information for Targeted Marketing 
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Figure 4.7 Violation of Privacy 

 

4.3 DISCUSSION ON THE HYPOTHESIS 

The following conclusions were reached for the three hypotheses framed in the 

previous chapter based on the responses of the online users, which proved two out 

of three hypotheses to be wrong: 

 

 HYPOTHESIS 1 – Online Users are least concerned on Commercial Utilization 

transparency and reputation: 

The first hypothesis was observed to be false. Although, the survey demonstrated 

most of the online users accept the terms and conditions that pop of the screen 

without even reading the information (Figure 4.3). When asked about reliability of 

webpages with personal data in the survey, Figure 4.8 result revealed more than 

70% of the participants expressed their worry by not trusting webpages with their 

personal information. This implied online users are after all concerned about 

transparency in commercial utilization and do acknowledge when online space can 

be used freely allowing users to make informed choices about their consent to data 

privacy. 



55 | P a g e  
 

 

 

Figure 4.8 Reliability on webpages 

 

 

 HYPOTHESIS 2 – Awareness level on Online Privacy and Security is 

moderate. 

The second hypothesis was true as already discussed above in Figure 4.5 online users 

have fair awareness about how their personal data is collected and used for 

commercial purposes online. The responses concluded awareness regarding online 

presence is also quite decent amongst users. However, Figure 4.6 demonstrated 

there is a need to increase knowledge regarding the laws and regulations available 

about data privacy. 

 

 

 HYPOTHESIS 3 - Participants are not much concerned about confidentiality 

and privacy for comfort access. 

The third hypothesis was also proved wrong after the analysis of responses. The 

results of the survey showed that people are more concerned regarding privacy and 

confidentiality in terms of information such as telephone number, email address, 

and online behavior being tracked (Table 4.1.2) and consider sites recording their 

activity as violation of their privacy (Figure 4.7). The results of Figure 4.9 
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demonstrated user’s priority is privacy more than comfort access. It was clear users 

are not willing to compromise privacy and security at any cost as it is their priority 

concern.  

 

 

Table 4.1.2 Online Behavior & Confidentiality 

 

 

 

 

Figure 4.9 Convenience or Privacy 
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4.4 DESCRIPTIVE STATISTICS 

The descriptive analysis is the first and the most important step for conducting 

statistical analysis. It helps to create an idea about the distribution of the data and 

also to enable association among different variables making it easy to conduct 

further statistical analysis. Thus, we can say that descriptive statistics are brief 

descriptive coefficients that are used to summarize a given set of data, which will 

either represent the entire or sample of the population. SPSS (Statistical packages 

for social sciences) analytical tools are used in this study for data analysis. These 

packages are very popular among both business and academic circles and also 

versatile with different types of analysis data transformation and forms of output. 

Using the SPSS analytical tool, cumulative frequency analysis was carried out and the 

following was observed:  

 

 Table 4.3.1 observed that nearly 30% of the participants had no or very little 

idea that their information is being tracked even though they are frequently 

using online information. Thus, steps should be initiated so that every online 

user is well informed of the activities being tracked online and the purposes it 

may be used.  

 

 

Table 4.3.1 Awareness Level: Tracking 
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 Table 4.3.2 observed there is a slight difference in the % between the 

participants who agree that they understand how their data is collected and 

stored by websites and those who are confused about the same (difference 

3% approx.). It implies that steps are required to be taken to increase 

transparency of how data is transmitted, collected and stored so that the 

online users are aware of the same. 

 

 

Table 4.3.2 Awareness Level: Tracking 

 

 Nearly 68% of the participants considered that service providers are 

responsible for the invasion of privacy. However, as the concerns are rising 

people are being cautious of their online presence. Table 4.3.3 observed 

through cumulative analysis that majority 65.8% engage in security behaviors 

with 144 frequencies out of the total frequency of 219.  

 

 

Table 4.3.3 Online behavior of participants 
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4.5 CONCLUSION 

From the survey, it is clear that it is the youth, i.e. people from the age group of 19-

29 years who use digital platforms and the Internet daily in the sample population of 

this study. They are habituated to use the Internet for almost any activity they do. It 

is very important to understand about their awareness related to personal data 

privacy and security. Thus, concluding the survey it was observed that: 

 Most of them accepted the cookies without even reading the information. 

 Understood about how the companies collect data online and use it for their 

advantages. 

 Do not trust the websites for their personal data. 

 Privacy is more important to online users than convenience.  

 Lack of knowledge about the laws and regulations related to data privacy. 

 Most participants were concerned about data privacy focusing mainly on 

financial information. 

Thus, the survey has helped to understand the perception of online users regarding 

data privacy. It has helped to solve the research problems and fulfill aims and 

objectives of the research. There may be certain biases in answering the questions 

and the sample size may not be sufficient due to time constraints but it has helped in 

gaining insights into the perception levels of the online users. 

 

 

 

 

 

 

 

 

 

 

 

 



60 | P a g e  
 

CHAPTER 5 

DISCUSSION 
 

The Discussion chapter will provide a link between the existing theories on data 

privacy and security and help us to interpret the findings as found out in the last 

chapter. As we have discussed the main aim of this research is to find out whether 

Commercial Utilization of personal data affects privacy and the perception of online 

users regarding data privacy and security. Also, this research aims to provide a brief 

idea of various legal and regulatory frameworks (including the GDPR's) so that online 

users are aware of the various rights available to them in case of data breaches. This 

study also aims at making the users aware of the various data protection methods 

and behaviors to be followed while using the Internet. 

 

The Research Findings and Analysis Chapter has interpreted the aims and objectives 

of this study based on which the qualitative research (survey and framing of the 

questions of the questionnaire was carried out).  All the data that are collected are 

valid and reliable and as human beings were involved in this study hence, ethical 

considerations are followed carefully. Also, all the incomplete and not relevant 

information has been removed from the survey to arrive at accurate results. It has 

helped to solve this research problem and get an idea of the various theories and 

knowledge relevant to this research topic. Additionally, it has provided a link 

between various theories and results of previous research papers with this research 

findings, thus gaining more and useful sights on the topic. The chapter has also 

provided various themes that were used to carry out the research analysis. 

 

In the findings, it was found that the active online users in the sample population of 

this study are majorly those whose age ranges from 19 to 29 years of age and this is 

same as discussed by L. Leung 2014, that majorly it is the millennial generation who 

have moved their lives online. The importance of the Internet in today's world has 

been explained in detail in the introduction and literature review section of this 

study. It is required in every field whether for communication, business purpose, 
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education, work file, etc. Analysis indicated that most of the online users give 

consent to cookies by pressing “ok” without even reading the information and it 

stands in line with J. Brown 2018, that there is poor conscious online choices yet 

concerns about to what extent user’s personal data is exposed. Contrary to the 

literature by J. Smith, 2017, stating that the majority of the online users were not 

aware companies are collecting their data the findings of this research proved, most 

of the online users understand that the companies are collecting and storing the 

personal information of the online users and are using the same for their advantage.  

 

The results of the survey by cybercrime discussed, prove that most users are 

concerned about the privacy and security of their data (especially the financial data) 

and are not willing to compromise privacy at any cost. The foremost priority of most 

of the online users was privacy instead of convenience and benefits that the Internet 

provides. The findings state that most of the online users considered that service 

providers are responsible for the invasion of privacy when they collect personal 

information without their knowledge. Most of them consider this to be an unethical 

breach of data security. Also, online users do not trust websites and service 

providers with their data.  

 

As per the theories in the introduction and literature review section, “Invasion of 

privacy is defined as an act in which a user, activity, interest, behavior, data of 

personal nature, is recorded noticed or are being tracked for any period without 

consent or with limited consent that does come up into the above category”(Cathy 

Godwin, 2016). This research study has provided with various facts that are 

considered by the active online users as invasion of privacy like tracking of personal 

information of the users by websites without their knowledge, not providing the 

option to accept or decline the cookies, etc. and consider service providers 

responsible for the same. The issue of online privacy has emerged more in recent 

times because the structure of the internet is such that there is an absence of any 

physical indicators of violation of privacy that are observable by the users and due to 

the new technologies have come up, the concept of personal space has been 

eroded. 
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It was discussed in the literature review section by R. Linbald (2017), that people are 

least concerned about data privacy and security however findings of this research 

show, most of the active online users are very much concerned about their data and 

want to maintain the confidentiality of the information shared especially phone 

numbers, email addresses, online behavior being tracked, etc. Since the online users 

lack knowledge about the laws and regulations available related to data privacy and 

security and are not aware of their rights in case of a data breach, this research 

study has helped to enhance the level of knowledge and understanding of the same 

amongst the online users. It will help the users to report any violation of their data 

online and prevent companies from taking advantage. This concludes that even 

though the active online users are not aware of their rights to protect data security 

and privacy, they do acknowledge when companies are transparent about the 

process of their data collection and for purposes it will be used for.  

 

There are different online behaviors of the users that affect and harm privacy like 

accepting cookies without reading the information, downloading malicious files, 

using the same credentials for different accounts, etc. (as were discussed in the 

literature review section). This indicates a careless attitude of the users even though 

they are concerned about data privacy and security. They should be more active and 

careful while sharing their personal data online to prevent data breaches. As per 

Wolters, P.T.J., (2017), said that data privacy and protection is shared responsibility 

between both users and the service providers. The service providers should use 

personal data only when required by obtaining prior consent and the users should 

be careful while sharing and accepting their information. 

 

The findings of this study as discussed in the last chapter have helped to solve the 

research questions and get the results of the hypothesis framed in the research 

methodology. The research question was to what extent commercial utilization of 

personal data affects privacy and the perception of online users regarding data 

privacy and security. The findings in the survey and some secondary sources of data 

(books, articles, expert’s opinions, etc.) have shown that most of the online users do 

not like their personal information to be used for targeted marketing based on their 
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needs and preferences. They are concerned about their data and consider the 

websites or service providers that are tracking and collecting information without 

their permission as an invasion of privacy. Privacy and security are the two most 

important aspects that are required to be considered when it comes to using the 

Internet for different purposes. This research has also helped to find the answer to 

three hypotheses, which was mentioned in the research methodology section.  

 

Furthermore, it has been observed that sometimes people with even high 

qualifications are ignorant about data privacy. Thus, lack of awareness regarding 

online privacy raises more concerns about data breaches and security. This implies 

that younger people are more concerned about data privacy than elder people as 

the concerns of privacy are rising each day, people are being more cautious of their 

online presence now. The findings of the responses on the level of education are in 

line with the findings on the occupation. Students and professionals are better-

educated users and now understand the rising privacy concerns hence, are starting 

to demand commercial transparency of personal data being used. Also, it was 

observed people have surface-level information about the various laws, regulations, 

rights available to them related to online data privacy, and security. 

 

Even though the active online users know about how companies collect data and are 

using for their advantage, there is still a need to increase knowledge of the users 

about different ways in which their data can be collected and stored. Active steps 

should be taken by the government agencies and others involved in online data 

protection activities to make people aware of the new ways in which data is 

collected by websites and how they can protect themselves. Some of the ways 

include data encryption, data masking, etc. as were discussed in the literature review 

section. The various methods in which data breaches can be prevented while going 

online include installing antiviruses and firewall protection, deleting the cookies at 

the exit of browsers, end to end encryption to be used for online communications, 

etc. It was observed in the findings section that most of the active online users 

engage in various security-enhancing behaviors like changing passcodes and 

regularly updating their security information. Therefore, steps should be taken to 
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inform the users of the other advanced security-enhancing activities that should be 

taken by them to protect and secure their data online. 

 

In line with Rainie et al (2013), the analysis of this research also observed that there 

are some of the online users who are willing to share their data so that the service 

providers and websites can use the same for targeted advertisements based on their 

needs and interests. On the other hand, some are not aware of the fact that the 

companies may be using their data for their advantage. Additionally, most of them 

are not aware of the data protection laws and regulations available to them. Many 

people often use the Internet for various purposes have the habit of keeping the 

same passwords and login ids for multiple accounts so that it becomes easy for them 

to remember. This pattern has been backed by literature verifying the same (Zanella, 

A., Bui, N., Castellani, A., Vangelista, L. and Zorzi, M., 2014). Some of them believe 

that if the websites and service providers do not collect user’s information, they will 

not be able to provide the required information to maintain smooth customer 

interface, which will become difficult in the online world and hence they do not 

consider the recording of online activities without their knowledge to be an invasion 

of privacy.  

 

There were respondents during the research, which believed they should be 

concerned but they are not. Therefore, spreading awareness regarding this social 

issue will help such people to be more mindful when they are online. All the above 

findings of the research indicate that there is a need to make the online users 

understand and enhance knowledge related to the commercial utilization of 

personal data affecting privacy and data security. There is still a gap that the internet 

has failed to provide. It has only come up with various facilities and benefits that 

attract large groups of people from all sections of the society but has failed to 

provide the complete information and awareness about how to keep their data 

secure and private while being online. 

 

This research has somewhat helped to understand perceptions of active users of the 

Internet. This will be helpful for future researcher on this topic, as the future 
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research will help to increase knowledge on this social issue. As the sample 

population was of the active user, they are more prone to data breaches and other 

activities, which affect their privacy. Thus, it is very important to know about their 

knowledge and perception related to data privacy. Also, more research can be 

carried out to know how active online users can be motivated to improve their 

awareness level.  

 

Based on this research, one of the measures that the companies can take is to 

become more transparent about the process and make it easy to understand by 

using simple languages. This will help users to read the terms and conditions and 

understand the same clearly before accepting cookies.  The privacy and consent 

forms that are provided by the users should be kept short and in easy language. This 

will encourage active online users to read the information carefully before accepting 

it. The technological jargon, which is used should be made simple and easy to 

understand so that the technical issues are easy to remove. The companies should 

be legally bound to educate their consumers on how they are using the personal 

data of the users. The users should not be careless and have a laid-back attitude 

when it comes to data privacy and security, as it is a shared responsibility. The 

findings of this research have helped to gain knowledge and arrive at relevant 

conclusions on the main focus areas of the study like the commercial utilization of 

data, use, and importance of the Internet, and online behavior affecting privacy. 

 

Thus, from the last chapters and overall discussion, we can conclude that data 

privacy is most important for online users. The Internet has become very popular 

amongst people all over the world. People are concerned about sharing their 

personal information online especially the financial data. The users do not trust the 

websites with their data and consider the tracking of activities as an invasion of 

policy. There is a lack of awareness among the users regarding the rights and laws 

available for them. Hence, the research has helped us to gain overall knowledge 

about the perception of online users regarding data privacy and has suggested some 

of the measures to be taken in the future to solve the privacy issues identified in this 

research. 
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CHAPTER 6 

CONCLUSION AND RECOMMENDATIONS 
 

The young generations or the millennial (between the age of 19 to 29 years) were 

the dominant group of active users in the sample population of this study. The main 

objective of this study was to know how the commercial utilization of personal data 

challenges data privacy and the perception of online users concerning the privacy 

and awareness level amongst them. A survey was conducted as discussed in the last 

chapter and questions were based on risky behaviors, concerns about privacy, 

commercial utilization of personal data, awareness level amongst the online users 

regarding data privacy, etc. were asked. Some secondary sources of information like 

books, articles, etc. were also very helpful for this research. It helped in gaining 

insight into the importance of the Internet and various laws that are available for 

online users to protect their data especially financially. 

 

The literature review section has helped to have an idea about the different kind of 

cookies that track information, importance of internet among different age groups, 

various data protection ways while sharing online data, an overall idea about some 

laws available for the users, how the GDPR (General Data Protection Regulations) 

works, behaviors of the online users that affect privacy and how it can be protected. 

It has become clear from various studies that datafication of such personal 

information shall continue being fostered by numerous powerful companies which 

shall result to data imbalance between the haves and have nots. Also, the 

asymmetry in terms of power around the control of such personal data is leading to 

practices like data commodification, surveillances, identity theft and profiling which 

may lead to risk involving lives as well.  

 

However, this research study has helped to understand that online privacy and data 

security is the responsibility of all the online participants. The online users should be 

aware of what information they are sharing and how they can protect it and the 
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service providers should take all the necessary steps to secure and protect the data 

shared by their customers.  

 

The findings of the overall research have helped us to get an idea about the concerns 

amongst the online users regarding data privacy and their level of awareness 

regarding the same.  It was found that the online users are well aware of the fact 

that their data is collected and stored by companies and hence they are concerned 

about their data. Therefore, this study has filled the gap in the existing knowledge of 

the online users regarding the various laws, regulations, and rights available for 

them in case of a personal data breach. The research study has also identified the 

perception of online users from different socio-economic backgrounds, age group, 

level of education, concerns about data privacy, etc. 

 

Furthermore, through the survey, it was observed that online users generally 

prioritize privacy over convenience while being online and are very concerned about 

their data (financial information). They want to maintain confidentiality and privacy 

regarding certain information provided online like phone numbers, email addresses, 

and online behavior being tracked. Therefore, this research can help various 

businesses and companies who are collecting and storing the personal data of the 

online users as they would frame their strategies and policies in such a way that they 

can assure their customers that their data is being protected and have complied with 

the privacy policies. Thus, the overall research problem has been solved for this 

study. Further research can be conducted based on this study where the relationship 

between policy regulators and commercial businesses can be studied. This will build 

a sense of trust and confidence amongst them.  
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RECOMMENDATIONS 

Privacy and security are the two most important aspects that need to be taken care 

of while we are online in this era of digitalization, where Internet use has become 

very important. The benefits of using the Internet come with some costs and risks in 

terms of data privacy. It is clear from this research that despite the government has 

taken various steps to increase the overall awareness regarding privacy and security, 

the online users have less knowledge and awareness regarding their rights about 

data protection. The government and the authorities, who deal with online data 

protection should take action to target the online active users and spread awareness 

amongst them regarding data privacy. Various awareness programs can be organized 

through sharing different kinds of videos, recordings, short films, advertisements, 

hiring experts for interactive sessions to share some information on data privacy and 

security, etc. This will help active users to be more aware of their online behaviors 

that affect privacy.  

 

The websites and companies that are collecting personal data for different purposes 

should responsibly take measures to protect the data shared by their customers and 

try to make the necessary changes in the consent form that is provided. The risky 

behaviors of active online users should be discouraged by making them aware on the 

implications of the risk and encouraging them to use various data protection 

methods available like encryption, using different credentials for different accounts, 

etc. Online users should be informed of various security information updates as and 

when they are available so that they can use it while using the Internet. Thus, it 

should be the responsibility of various authorities dealing with online data 

protection to make more and more people across the world aware about the data 

privacy and security and how they can be protected against data breaches.  

 

Thus, concluding this study, we can say that it has helped us to fulfill the aims and 

objectives of the research topic and also recommended the future course of action 

that can be taken into consideration for further studies. 
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Appendices 
 

Appendix 1: 
 

INFORMATION SHEET FOR Participants 

Research project title: A study on Commercial utilization of Personal Data and 

Perceptions of Data Privacy amongst online users. 

Student Researcher: Kiran Choithani (10534920@dbs.ie) 

Research Supervisor: Andrew Browne. 

Research Information: 

My name is Kiran Choithani. I am a master’s student studying at Dublin Business 

School. This survey is a part of my master’s thesis, which I am carrying out under the 

direct supervision of Andrew Browne and it studies commercial utilization of 

personal data and perception of users on privacy and security. The aim of this 

research is to study how commercial utilization of personal data challenges user’s 

privacy and seek understanding on perceptions of data privacy amongst online users. 

I would like to invite you to participate in my research by completing this short 

survey. The survey should only take 7-8 minutes to complete and it will require you 

to be an active online user to be eligible to answer questions about data privacy and 

security and share your perspective on the same.  

Data Protection: 

All survey responses will be anonymous and the data will be stored confidentially. 

No items of the questionnaire require to collect any kind of personal information at 

any time. As this is an online survey, due care has been taken to disable IP address, 

geographical location and email tracking of the participants. The data will be 

analysed as a larger dataset at a group level rather than individual level. The data 

collected will only be used for this specific research study and will not be shared with 

any third parties. Effective methods will be used to destroy the electronic data after 

the completion of this study by permanently deleting the electronic files stored.  

Risks and Benefits of participating: 

There are no risks or discomforts involved in participation of this survey. 

Participation is going to be voluntarily and there will be no pressure of completing 

the survey with any data being stored. In addition, your assistance will help the 

researcher to review security and privacy concerns of the users and your 

contribution will be much appreciated to academic research, which aims to expand 

knowledge and generate new insights on user’s perspectives. 
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If you are interested in participation: 

If you are interested in participating please review the consent form in order to 

understand and agree the voluntary nature of participation. You have the right to 

withdraw participation at any time without any penalty. If you have any concerns 

regarding the nature of this study you can at anytime contact the researcher with 

the email provided below. 

Contact details: In case of any queries or concerns, please reach out to me on 

10534920@mydbs.ie and I will respond within 24 hours of receipt. 
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Appendix 2:  
 

Consent Form 

 

I voluntarily agree to take part in this research study.  

• I have read a document providing information about this research and I 

understand the description of the research that is provided to me.  

• I understand my participation in this survey is entirely voluntary and there is 

no obligation agree to take part in this study.  

• I understand I can withdraw my participation at any time without any 

penalty.  

• I agree that my data will be used for this specific research and I have no 

objection with the same.  

• I understand that my responses will be anonymous and due to this subject 

constraint it might not be possible to extract my data after completion, as there will 

be no personally identifying information attached to my responses.  

• I understand I am at liberty to contact the researcher at any time to seek 

further clarifications and information.  

• I confirm I had the opportunity to ask questions about the study and all the 

answers were well pleased.  

• I confirm that I have read and fully understood the information provided and 

statements above. 

 

By selecting yes below, I agree to the above points and to participate in the 

questionnaire voluntarily * 

 

Yes 

 

No 
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Appendix 3: 

Survey Questions 

 

Online Data Privacy Questionnaire 

 

 

Section 1: Demographics 

 

1. What is your age range?  

 18 and under years old 

 19-29 years old 

 30-39 years old 

 40 and above years old 

 

2. What is your self-identified gender? 

 Male   

 Female   

 Other 

 Prefer not to Say 

 

3. What is your level of Education? 

 High school degree or equivalent  

 Bachelor’s degree 

 Master’s degree 

 Ph.D. / Doctorate 

 

4. What is your status of occupation? 

 Employed full-time 

 Employed part-time 

 Student  

 Self-Employed 
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5. How often do you use the Internet?  

 Everyday 

 More than once a day 

 Once a day 

 Once a month 

 Less than once a month 

 

 

Section 2: Commercial Utilization transparency & reputation 

 

6. How often do you allow consent (accept cookies) to service providers 

without reading the information? 

 Always 

 Often 

 Sometimes 

 Never 

 

7. How often do you think your information is being tracked?  

 Always 

 Often 

 Sometimes 

 Never 

 

8. Are you willing to trust webpages with your personal data? 

 Yes 

 No 

 

 

 

9. Would you consider service providers accountable for invasion of privacy? 

 Yes 

 No 
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Section 3: Awareness level of Online Privacy and Security 

 

10. I am very cautious of my online presence to ensure privacy and data security.  

 Strongly Agree  

 Neither Agree or Disagree 

 Strongly Disagree 

 

11. I completely understand how my personal data is collected and stored by 

websites. 

 Strongly Agree  

 Neither Agree or Disagree 

 Strongly Disagree 

 

12. Are you aware of how your data can be used to a company’s advantage? 

 Yes 

 No 

 

13. Are you aware of data protection laws and regulations to protect online 

privacy? 

 Yes 

 No 

 Somewhat 

 

14. Do you engage in security enhancing behaviors on Internet like changing 

passcodes or often updating security information? 

 Yes 

 No 
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Section 4: Participant’s Online Behavior and Concerns with respect to Data Privacy 

 

15. Do you consider sites recording your Internet activity without your 

knowledge to be a violation of privacy?  

 Yes 

 No 

 

16. How concerned are you about privacy and confidentiality in terms of 

information such as telephone number, email, and online behavior being 

tracked? 

  Not at all concerned 

  A little concerned 

  Somewhat concerned 

  Very concerned 

  I know I should be concerned, but I'm not 

 

17. In general, which is more important to you: CONVENIENCE or PRIVACY? 

  Convenience 

  Privacy 

 

18. Would you be willing to provide personal information to web sites so that 

online advertisements can be targeted to your tastes and interests?  

 Yes 

 No 
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Appendix 4: 

 
Figure 4: Information being tracked 

 

The survey revealed in Figure 4, that most people are aware of their data being 

tracked always or often. This states that even after having such concerns regarding 

the online security of data the participants are not doing much to safeguard their 

information on such online platforms, especially when it involves some cost and 

time. 

 

Appendix 5: 

 
Figure 5: Online presence 
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Appendix 6: 

 
Figure 6:Online behavior: Confidentiality 

 

The Global Survey done in the year 2016 regarding data privacy online indicated, 

almost 600 companies have shown that a large number of businesses have been 

collecting massive amount of personal data from various individuals for the purpose 

of using the same for ensuring personalized customer offerings, diversifying their 

businesses and innovating with the products. Such developments have led to 

development of the phenomenon known as data commodification. Similarly, Figure 

6 shows user’s concerns regarding their personal data. It is important to empower 

the individuals about the use of their data and the protection level and thus it 

becomes important to have a proper balance of all the essential data protection and 

the defined control mechanism.  

 

 

 


