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ABSTRACT 

Anomaly detection is becoming increasingly more important in sectors like banking, medicine, 

computer networks and many more. The volume of online transactions is increasing 

exponentially, and credit card online transactions represent the maximum share. Therefore, 

financial organizations are increasingly focused on applications for real-time, online fraud 

detection. In the case of real-time data, outlier detection is considered challenging. In this 

dissertation, a novel technique combining anomaly detection of streaming data in batches and 

the implementation of a RTDW (Real Time Data warehouse) for high-volume online 

processing system has been proposed. Well-known anomaly detection algorithms such as 

Isolation Forest, LOF and OCSVM have been implemented and compared based on AUROC 

accuracy scores. The RTDW has been implemented on Oracle 11g. Oracle GoldenGate is 

configured to bring latency down to 0.4 seconds. Isolation Forest detects the maximum 

anomalous behaviour on the real time dataset achieving the best accuracy score of 0.8022. 

Key words: Unsupervised Anomaly Detection, Fraud Detection, Oracle 11g, Real Time Data 

Warehouse, GoldenGate Architecture 
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CHAPTER 1. 

INTRODUCTION 

The banking and finance sector being one of the most important areas today, must be taken 

care of in terms of security. Most of the card transactions are now a days done online. Since 

frauds, cybercrimes are increasing at a tremendous rate, there should be some method to detect 

these frauds to safeguard customer satisfaction. A lot of research is going in this area. Credit 

card companies have a huge data and there is an indispensable need of managing it efficiently. 

‘Batch processing’ is such a technique which helps to analyze large volumes of data at a lower 

cost. In this dissertation,  data is extracted in batches from the streaming data that is being 

generated and is processed before implementing different unsupervised machine learning 

algorithms, which would detect anomalies on real time basis on these batches. The anomaly 

detection algorithms implemented are Isolation Forest (iForest), One-Class SVM (OCSVM) 

and Local Outlier Factor (LOF). For the RTDW implementation Oracle 11g is used as it gives 

the best performance (Poljak & Poščić, 2017) among a few other real time data base 

management system like MY-SQL and SQL-Server and is used for its Golden Gate package to 

reduce latency to almost zero.  

This work deals with showcasing collection of data from various merchants all over the world, 

i.e. data extraction is done from various sources, after which it is transformed before finally 

putting it into a RTDW. The generated dataset has one million rows and 17 attributes. This 

technique is novel because the concept of implementing and testing unsupervised machine 

learning algorithms on the batches of streaming data by combining Oracle database and Python 

is not implemented before. Here, the real time batches are being detected for anomalous 

behavior. The use case being considered here is of 'Credit Card Fraud Detection'. If anomaly 

detection is implemented at the time of streaming, then it can make the processing slow and it 
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is impractical for large scale deployments. For instance, whenever purchase is made, then the 

balance is never settled at the point of sale and it always take few hours before the balance gets 

deducted from the bank account. The reason being that all the transactions are stored in a batch 

before clearing out to the scheme i.e. Visa, MC, Amex etc. If the data analysts can detect the 

fraud at the level where transactions are stored in batches, using anomaly detection algorithms 

then those fraudulent transactions can be prevented from getting cleared and settled by the 

bank. Thus, the main idea in the analytics part of the dissertation would be implementing 

anomaly detection on the batches of streaming data and to find the best working algorithm. 

Thus, on a broader perspective this work has two parts: 

1. Data Analytics using unsupervised Machine Leaning techniques 

2. Real Time Data Warehousing using Oracle Database 

 

1.1. Research Objective and Research Question 

Research objective: The objective of this dissertation is divided into two main parts: 

1. First goal lies in detecting fraud using various Unsupervised Machine Learning 

algorithms on the batched data and comparing them based on Area under curve of 

Receiver operating characteristic. 

2. The second objective is to implement E-commerce real time transaction processing and 

reducing the latency to almost zero by making use of off-the shelf Golden Gate 

application tool and configuring it accordingly. 

Research question: 

1. “Which unsupervised anomaly detection algorithm gives the best accuracy while 

detecting fraud on the batches of streaming data?” 
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This is achieved by comparing algorithms like Isolation Forest, Local Outlier Factor and One-

Class SVM for detecting fraud on batched data for real time transactions. 

Limitations: 

To save the computation and processing time, only the suitable three out of many available 

anomaly detection algorithms have been selected. Also, the dummy dataset was generated as 

the credit card companies do not share their data for security reasons. Much effort has been 

made to ensure the dummy dataset is as realistic as possible however there likely to be a few 

minor differences in such a dataset. 

Research Tools: 

Python, Oracle 11g, Oracle SQL Developer, Oracle GoldenGate Package, Tableau 

1.2. Motivation 

Pursuing the course of Data Analytics has drawn me towards taking a deep dive in this field. It 

is noticed that data volume is continuously increasing at a tremendous rate. Also, the field of 

Big data and Real Time analysis has so much research going on. Being personally interested 

in data warehousing, I thought that it would be interesting to combine real time data 

warehousing concept with machine learning for the real-world applications. In addition, I 

wanted to enhance my skills in the field of analytics and warehousing. 

1.3. Scope 

The scope of this research is to detect fraudulent transactions in the real time batched data using 

anomaly detection algorithms and therefore implementing a real time data warehouse solution 

with almost zero latency, by making use of Oracle GoldenGate feature. This could help the 

bank to detect fraudulent transactions before clearing them. 
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1.4. Contributions 

There are three phases involved in this dissertation which contribute towards it. Initially, Oracle 

database is created as a source database. The environment setting is done to make connection 

between python and Oracle SQL developer. Secondly, a python function is made to trigger 

transactions into the database. The data in form of batches is imported in python and is 

evaluated by the unsupervised machine learning algorithms to detect the credit card fraud 

transaction.  Finally, the after implementing the real time data warehousing, the latency is 

measured and noted using the heartbeat mechanism provided by Oracle Golden Gate 

architecture and visualizing the fraud in RTDW using tableau. 

1.5. Dissertation Roadmap 

 

Chapter-1 
Introduction

• It briefs about the topic and the reason why it is being 
implemented.

Chapter-2 
Literature 
Review

• This chapter gives the summary of the related work done in 
this area.

Chapter-3 
Methodolog

y

• This chapter talks about the algorithms implemented and 
the techniques used.

Chapter-4 
Results & 

Discussions

• This chapter gives the findings and the results for the 
research question.  

Chapter-5 
Conclusion 
& Future 

Work

• This summarizes the work done and the future extensions 
that can be made.
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CHAPTER 2.  

LITERATURE REVIEW 

As mentioned above, this dissertation deals with two leading domains: Data Analytics and Data 

Storage. Thus, the literature review is divided accordingly. Also, this chapter discusses about 

the background of the selected algorithms later. 

2.1. Introduction for Data Analytics using Machine Learning (1st part of the dissertation) 

Machine Leaning is a broad concept which is classified under three major categories: 

Supervised Learning which is inferential or event driven, Unsupervised Learning which is 

descriptive or data driven and last is Reinforcement Learning in which the aims to react to the 

environment. In Supervised Learning the model is trained based on the features and labels and 

the algorithm is made to learn the patterns in the data, on which a set of rules are developed to 

map the input to the event Classification and regression techniques come under this category 

of Machine Learning.  

Sometimes the output event is not known for the previous data and in such cases the objective 

is to study the patterns in the input data for clear understanding and better identification of 

common patterns which can be grouped under a specific class. These sorts of algorithms do 

not need any involvement from the data experts beforehand and thus are called unsupervised. 

Clustering and Anomaly Detection are common techniques which come under Unsupervised 

Machine Learning. 

(John et al., 2016) explained the criticality of detecting fraud using Machine Learning 

techniques in the banking sector. The paper has considered bank fraud and used clustering, 

association, and classification techniques to analyze the anomalous patterns which can be held 

responsible for the fraud. It was seen that for highly unbalanced datasets the unsupervised 

approach works better than the classification techniques. 
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(Park, 2018) describes the problems of applying anomaly detection in the streaming mode. The 

outlier score has no set limit and thus it is different for various scales of dataset. Hence it 

becomes difficult to decide if it is an outlier, based on the anomaly score threshold. Also, while 

implementing these algorithms in streaming mode, the rate of anomalies is generally very low 

which makes the analysis more complicated. It is also mentioned that practically it is not 

possible to get outliers in the real data at every instance, so dataset having labelled class are 

selected for the implementation purposes. 

While detecting anomalies in batches, (Ramakrishnan et al., 2019) observed that the approach 

used was able to identify the anomalies with high accuracy. It used Gaussian NB approach as 

a baseline model and compared it with other supervised and unsupervised approaches. The 

supervised approaches of machine learning included Gradient Boosting Model and Random 

Forest while unsupervised techniques were Isolation Forest and Auto Encoder. The results 

showed that among all the unsupervised algorithms used, Isolation Forest proved the best, 

giving the accuracy score of 0.51, precision of 0.75 and recall of 0.57. 

(Deshpande, 2019) in his book in a chapter on Anomaly Detection has given some common 

reasons for why anomalies occur. These include data errors, normal variance in the data, data 

from various distribution classes and distributional assumptions. The techniques used for 

detecting anomalies using statistical methods and data science have been explained in detail. 

Distance-based outlier detection using k-NN and Density-based outlier detection using Local 

Outlier Factor is given with various advantages, disadvantages, and use-cases. It is mentioned 

that the LOF is an improvement over density-based outlier detection as it overcomes the main 

drawback of the later which was anomaly detection in varying density. The key advantage of 

LOF is considering the relative density of the given data point while calculating the outlier 

score. 
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(Habeeb et al., 2019) discussed that identifying outliers in real time is a bit challenging. It 

highlighted the indispensable need of proposing a framework that finds anomaly in real time. 

It stated the need of anomaly detection in tracking the activities of a network. Redundancy, 

computational cost, and missing values were identified as key challenges in detecting real time 

fraud. 

Local Outlier Factor and Isolation Forest were implemented by (John & Naaz, 2019), to detect 

fraudulent cases in a credit card dataset as it is vulnerable to frauds. Using python, the 

unsupervised algorithms techniques like LOF and iForest are implemented and compared. LOF 

outnumbered iForest in terms of accuracy for this dataset. The evaluation metrics considered 

for the comparison are precision, recall and F1-score. 

An extended version if iForest was made use by (Xu & Wang, 2019), known as SA-iForest i.e. 

Simulated Annealing algorithm to optimize iForest. It discussed that in case of massive data, 

the common iForest might result in accuracy degradation. The massive datasets from UCI were 

chosen to make a comparison among the SA-iForest, iForest and LOF. It was seen that for a 

couple of datasets SA-iForest and iForest gave almost same accuracy but in case of high-

dimensional mass dataset Sa-iForest was found better. 

(Ding & Fei, 2013) adopted anomaly detection on streaming data using sliding window 

technique, iForestASD. Though it showed efficient results, but it faced certain drawbacks when 

implemented in real-time applications. For instance, the predefined threshold is not practical 

to acquire beforehand accurately. Also, the sliding window size cannot be fixed throughout the 

process as it can adversely affect the performance of the algorithm. Thus, it concluded that a 

lot of research is still required in this area before putting it to use in real-world. 

(Mittal & Tyagi, 2019) discussed the infeasibility of detecting anomalies among millions of 

transactions, by credit card companies. It implemented various supervised and unsupervised 
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algorithms in an unbalanced dataset. It concluded that unsupervised approaches give better 

results as they can handle skewness. For performance evaluation, sensitivity, specificity, 

balanced accuracy, and prevalence are considered. To conclude, Isolation Forest and Local 

Outlier factor scored the best results among the rest techniques used. 

2.2. Introduction for Data Warehousing using Oracle 11g (2nd part of the dissertation) 

Earlier, Data warehouses needed to be refreshed from time to time, due to which there was a 

delay between the transaction done at the user end and its reflection at the analyst end. To 

overcome this problem and making the system more transparent the RTDW is implemented. 

Tools like Informatic, SSIS, and Oracle Data integrator (ODI) are available but in this proposed 

thesis, Oracle 11g is used along with its Golden Gate feature. The following literature review 

supports the usage of Oracle databases over other RDBMS.  

(Memon et al, 2017) addressed the issue of query optimization in SQL. The transactions are 

implemented using SQL Server 2008, Postgre SQL and Oracle 11g. The need was to compare 

these databases based on query response time. It was observed that Oracle 11g has the least 

response time, i.e. it takes minimum time among all the others to process a query. 

(Mukhejee & Kar, 2017) in the comparative review of data warehouses has discussed the 

movement from traditional data warehouse to real time advanced data warehouse. The 

comparison among various aspects of famous ETL tools like Oracle Data Integrator, Datastage, 

SSIS has been done with proper analysis. It provided their feedback for the market value in the 

practical scenario. It discussed the Oracle Golden Gate package and its use in real time 

analytics. There is no such feature available with tools like Informatica, Datastage and SSIS. 

Another unique feature of Oracle Data Integrator is that it is based on ELT rather than ETL 

technology. The excluded need of ETL server has made it less costly. Also, it was made clear 
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that data transformations are not performed row by row, but they are set based, which enhances 

the performance of Oracle Data Integrator. 

(Poljak, Poščić & Jakšić, 2017) presented comparative study of a few well-known relational 

database management systems like Oracle 11g, MySQL and Postgre SQL. It revealed that there 

are some data types which are only supported by Oracle like ‘VARCHAR2’, ‘NUMBER’ and 

‘RAW’. Also ‘TIMESTAMP’ in Oracle has three variants, the common one, the one with time 

zone and the third with local time of the time zone. It concluded that though Oracle is 

commercial licence whereas the other two are open source, but it performs better in terms of 

speed when it comes to large and complex problems. The cherry on the top is that the Oracle 

supports 15 computer languages. 

(Shahid et al, 2016) explained the need of a data warehouse for making strategic decisions. It 

discusses about how the data warehouses are emerging in the sectors like business, healthcare, 

banking, finance, education, and social media. It clearly indicates that banking uses 61 percent 

data warehousing techniques in real and practical scenarios.  

(Islam et al., 2017) discussed about the databases like Microsoft SQL Server 2016, Oracle 12c 

and MYSQL 5.7, stating the facts about each one of them in terms of their records and 

execution time of queries. The work was limited to only 300000 to 400000 rows. During review 

of comparison of SQL Server 2008, MYSQL 5.5, Oracle 11g, MS Access 2010 and IBM DB2, 

it was found that Oracle 11g was leading after SQL Server 2008 in Select & delete query and 

also took minimum time to update a query. Also, while performing comparison among various 

parameters it was clearly stated that Oracle Database offers huge support of platforms which 

includes Linux, MacOS and Windows. It supports various programming languages too. The 

conclusion stated that Oracle is the most popular database being used today followed by the 

MySQL and Microsoft SQL Server. 
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(Bouaziz, Nabli & Gargouri, 2016) explained the journey of traditional data warehouses to the 

real time data warehouses. It pointed out the reasons for which the real time data warehousing 

has become the need of the hour. The main drawback of the traditional data warehouses was 

that the content was not updated which influenced decision making adversely. Real time 

warehousing reduces the delay between the business transactions and the operational target 

source, thus making the analysis less prone to the risk of incorrect decision making.  

2.3. Isolation Forest as an anomaly detection technique 

The isolation forest algorithm was first presented by (Liu, Ting & Zhou, 2008). It stated how 

the iForest algorithm was different from distance and density-based approaches. The iForest 

makes use of small sample size for better building of iTrees because of reduction in swamping 

and masking effects. Since iForest is not making use of any distance or density methods, hence 

computational cost is reduced. The iForest guarantees to handle large datasets with high-

dimensionality constraints with a lot of unimportant attributes. This algorithm is depicting that 

when shorter path lengths are produced by a group of random trees for a few points, then it is 

more likely that it would be an outlier. It is shown that the outlier is more prone to get isolated 

when random splitting is performed (Liu, Ting & Zhou, 2008). 

 

Fig 2.1: Normal point xi needs 12 partitions to get isolated & anomaly xo requires only 4 

partitions (Liu, Ting & Zhou, 2008) 
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The figure shows that xi being a normal point needs more splits to get isolated whereas xo, 

which is an outlier gets isolated in fewer splits. As partitioning is recursive, thus number of 

splits needed for isolation of a point is approximately equal to the distance of path from the 

root to the ending nodes (Liu, Ting & Zhou 2008). Thus, it is given that the length is given by: 

 𝑐(𝑛) = 2𝐻(𝑛 − 1) − (
2(𝑛−1)

𝑛
) 

Where H(i) is the harmonic number and is given by ln(i) + 0.5772156649 (Euler’s constant). 

Since c(n) is the average of h(x) given n, it is used to normalize h(x). the anomaly score s of an 

instance x is:  𝑠(𝑥, 𝑛) =  2−𝐸(ℎ(𝑥))/𝑐(𝑛) where E(h(x)) is the average of h(x) from a group of 

iTrees. Anomaly score is used to possess that: (i) if s is too close to 1, then the probability is 

higher that they are anomalies, (ii) if s <<0.5, they can be considered as normal and (iii) if s is 

approximately 0.5 then there are no distinct outliers in the dataset (Liu, Ting & Zhou, 2008).  

Using recursive splitting in the training stage, iTrees are built until all instances are isolated. 

Algorithm 1 and 2 give details of the training stage. Sub sampling size controls the size of the 

data being trained. Its default value is set at 256. Ensemble size is controlled by the number of 

trees, which has a default value of 100 (Liu, Ting & Zhou, 2008). 

Algorithm 1. iForest (X, t, Ψ) (Liu, Ting & Zhou, 2008) 

 

This algorithm gives details of training stage using sub-sampling size and the number of trees. 

 

Inputs: X – input data, t – number of trees, Ψ – sub-sampling-size 

Output: a set of t iTrees 

 

  Initialize forest 

  Set height limit l = ceiling (log2Ψ) 

  For I = 1 to t do 

          X’ ← sample (X, Ψ) 

          Forest ← Forest U iTrees (X’, 0, l) 

  End for 

  Return Forest 
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Algorithm 2: iTree (X, e, l) (Liu, Ting & Zhou, 2008) 

 

This algorithm gives detail of the training stage using tree height and height limit.  

 

Inputs: X- input data, e – current tree height, l – height limit 

Output: an iTree 

 

If e ≥ l or │X│≤ 1 then 

    Return exNode {Size ← │X│} 

Else 

    Let Q be a list of attributes in X 

    Randomly select an attribute q Ɛ Q 

    Randomly select a split point p from max and min values of attributes q in X 

    Xl ← filter (X, q < p) 

    Xr ← filter (X, q ≥ p) 

    Return inNode { Left ← iTree(Xl , e + 1, l), 

                    Right ← iTree(Xr , e + 1, l), 

                    SplitAtt ← q, 

                    SplitValue ← p} 

End if 

 

 

Algorithm 3: PathLength (x, T, e) (Liu, Ting & Zhou, 2008) 

Algorithm 3 gives the details of the anomaly score s which is found using path length for each 

test instance. 

Input: x – an instance, T – an iTree, e – current path length; to be initialized to zero when 

first called 

Output: path length of x 

 

If T is an external node then 

     Return e + c (T.size) {c (.) defined in equation} 

End if 

N ← T.Normal 

P ← T.Intercept 

If (x – p) . n > 0 then 

    Return pathlength (x, T.left, e+1) 

Else if (x -p).n < 0 then 

     Return pathlength (x, T.right, e+1) 

End if 

 

 

 



21 
 

2.4. One Class Support Vector Machines as an anomaly detector 

(Schölkopf et al., 2001) proposed an extension to the existing support vector algorithm, which 

could be used in the case of unlabelled data i.e. which could be used as an unsupervised 

technique. It is just opposite to normal support vector classifier which was a classification 

technique and made use of the labelled data. For a training set, this algorithm estimates minimal 

subsets in the input space. For instance, if a training set has greater of the normal percentage 

and has a higher value of predefined fraction, then it searches for a boundary around the dense 

areas comprising the data which is normal. In One-Class SVM, the data is first trained. The 

position of the new data points relative to the inliers from the training stage is used to know if 

it belongs to normal class or is an outlier. 

(Lamrini et al., 2018) stated that one-class SVM is proposed for cases in which only one class 

is known and whatever lies outside it must be detected. This is novelty detection because it is 

automatic recognition of abnormal behaviours. If F is a feature space, then in case of one-class 

SVM the data points are separated from the origin using a hyperplane. Also, it then increases 

the distance of that hyperplane to the maximum from the origin. The output is a binary function 

where the input region is captured, and the training data resides. Therefore, the function gives 

the value +1 while capturing the training data points and 0 otherwise. 

The quadratic minimization function is:  
min||𝑤||

2 

2
+

1

ŋ𝑛
∑ 𝜀𝑖

𝑛
𝑖=1 − 𝜌  which is subject to the 

condition that:  w, ɸ(xi )  >=   𝜌 –  Ɛi     and Ɛ >= 0 where i= 1,---,n (Lamrini et al., 2018). The 

OCSVM thus creates a hyperplane which is characterized by w and 𝜌 having the maximum 

distance from the origin. 
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2.5. Local Outlier Factor as an anomaly detector 

(Breunig et al., 2000) first introduced an unsupervised anomaly detection technique called 

Local Outlier Factor. The degree is dependent on how deviated a data point is to its neighbor. 

Distance is used to calculate the density while the nearest neighbor is used for depicting 

locality. On comparison of density, a data point can be said to be as an outlier if the density is 

too small than its neighbor. Global and local outliers are two different types of outlying patterns 

(John & Naaz, 2019).   

(Deshpande, 2019) explains its working in a way that LOF considers the data point density and 

the density of its immediate neighbor is also considered. The main characteristic of this 

algorithm is that the data point’s relative density is considered by the anomaly score. On the 

calculation of the anomaly score, the outlier can be found. The relative density of X (data point) 

with neighbor k is: 

𝑅𝑒𝑙𝑎𝑡𝑖𝑣𝑒 𝑑𝑒𝑛𝑠𝑖𝑡𝑦 𝑜𝑓 𝑋 =
(𝐷𝑒𝑛𝑠𝑖𝑡𝑦 𝑜𝑓 𝑋)

(𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑑𝑒𝑛𝑠𝑖𝑡𝑦 𝑜𝑓 𝑎𝑙𝑙 𝑑𝑎𝑡𝑎 𝑝𝑜𝑖𝑛𝑡𝑠 𝑖𝑛 𝑡ℎ𝑒 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟ℎ𝑜𝑜𝑑)
   

Where X is having a density, which is proportional to the inverse of the average distance of 

data points near to k. 

2.6. Introduction to Oracle Golden Gate Architecture 

(Foster & Godbole, 2016) has mentioned Oracle as one of the leading Relational Database 

Management System. It has also stated Oracle 11g as widely known support of grid computing 

and that it has no limit on database size. Its upgraded version Oracle 12c is basically for cloud 

technology. Few key advantages of Oracle include handling large databases, implementation 

of SQL in an effective way, construction of data warehouses and much more. 

To maintain the data integrity, ACID properties must be taken care of. ACID stands for 

Atomicity, Consistency, Isolation, and Durability. These features ensure the reliable processing 
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of data in a database. Atomicity states that either no transaction task is processed or all of them 

will be processed. Consistency describes the utmost importance of maintenance of integrity 

constraints. Isolation states that the data under processing in its intermediate state is isolated 

from the other operations. Durability defines the fact that once the transaction is committed it 

cannot be rolled back.  

While using Oracle GG, one must not take care of these key features at an individual level 

rather the Oracle GG itself captures and allows only those transactions to proceed which meets 

the criterion of ACID properties, thus guaranteeing integrity of the transactional data. This 

technology allows users to have easy access to the updated and accurate data. The main features 

of Oracle GG include: 

Real Time Data Feeds: This feature provides the data capture and delivery with almost zero 

latency even at high volumes. 

Heterogeneity: Data is captured and delivered among various relational and open source 

databases. 

Transactional Integrity: The data is maintained in terms of reliability and accuracy because 

of keeping a check on ACID properties.  

(Oracle® GoldenGate Administering Oracle GoldenGate for Windows and UNIX) describes 

that the GoldenGate Architecture is broadly categorized into the components namely: 

Extractor, Trail files and Replicator. Only that part of architecture is shown which suites the 

business needs of this dissertation. The following diagram is made using Visio for better 

visuality and effects.  
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Fig 2.2: Block diagram of Oracle GoldenGate Architecture 

Online Transactional Processing (OLTP) is the source database and Online Analytical 

Processing (OLAP) is the target database. Extraction is the other name given to the capture 

mechanism in GoldenGate. This process can either run on a source system or downstream 

database or even on both depending upon the need. Extract can be configured either as initial 

load where it captures data from the source or as a change synchronism where it keeps the data 

from the source synchronized with another dataset. The replication process runs on the target 

system, reads the trail files. It constructs the Data Manipulation Language and Data Definition 

Language again before putting them into the target. Dynamic SQL is adopted for one-time 

compilation of SQL statement and multiple times execution with various bind variables. 

Replication process can also be configured either as initial loads or change synchronism. There 

are changes in database because of continuous extraction and replication going on. To support 

these variations in the database, Oracle GoldenGate temporarily stores these changes on the 

trails which are series of files. Trails can be found on the source, intermediate or the target 

system and it is dependent on how the Oracle GoldenGate is configured by the user. Fault 

tolerance and data accuracy is obtained by using trails for temporary storage. Trails can help 

in making the extraction and replication as two separate activities. For instance, rather than to 

continuous extract and replicate the changes, these can be only extracted continuously but trail 

can be used to store them for later using them for replication to the target.  
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CHAPTER-3 

METHODOLOGY 

 

3.1. Workflow of the Complete Analysis 

The methodology starts by generating a bulky dummy dataset. Then batch processing has been 

done on that dataset using PL/SQL. The following diagram is made in PowerPoint for better 

effects and visuality.  

 

Fig 3.1: Workflow of the dissertation 

The workflow above shows the summary of the complete process being performed. The 

millions of transactions are coming from various merchants all over the world (shown by 

dummy dataset). These credit card transactions coming from 100 merchants (a case taken to 

support the flow) are stored in a database. The in-memory caching of transactions for each 

merchant is done, so that the fraud can be detected based on their past transaction record. In 

real time world the anomalies could be of either higher transaction amount than usual or 

multiple refunds or multiple whole number transactions. These sorts of behaviors can be easily 

detected by referencing the historical records of each merchant. This process raises the flag for 
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the column ‘fraud_indicator’ and it is set to 1 for the rows where the fraud is suspected 

otherwise 0. Also, in-memory caching of the manual rules is done through API layer. 

 

Fig 3.2: In-memory caching of transactions  

So many transactions in the real-time cannot be detected for the fraud while the data is 

streaming in and getting updated every second. In practical scenario, the data is fetched as 

batches, where the anomaly detection algorithms are implemented on it. For the current 

analysis, Isolation Forest, LOF and OCSVM are implemented and tested for their accuracies. 

This process can help bank to beware of the fraud even before they clear the transactions. After 

this data analysis phase is over, the dissertation discusses about the streaming of data through 

Oracle GoldenGate to implement Real Time Data warehouse. The replication, filtering, and 

transformation of data from source to target is done using “Oracle GoldenGate” which allows 

data streaming and reduces latency to almost zero. Key feature of Oracle Golden Gate is 

replication. It can replicate transactions thus maintaining transactional integrity. Data 

transformation is performed while replicating. Use of trail files saves the data from being lost 

as it records the ongoing changes. 

GoldenGate makes use of trail files to store the ongoing changes because of the repeated extract 

and replicate processes and therefore reduces the loss of data during the whole process. Finally, 
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the visualizations for the real time data warehouse created are shown using tableau. Before 

proceeding further here are some key terminologies used throughout the analysis are described 

below: 

Dimension and Fact Table: Fact table contains the metrics for a business process whereas the 

dimensional table has all the descriptive features. The fact table is surrounded by the 

dimensional tables depending on the type of schema used. For final analysis, fact tables are 

preferred. The fact tables have a primary key which is mapped to the dimensional table as a 

foreign key. 

Star and Snowflake Schema: The hierarchies are split into various other tables in case of 

snowflake schema. In this type of schema one fact table is encircled by dimension table which 

are further surrounded by dimensional tables. Therefore, large number of joins are used to fetch 

data creating a complex design. Whereas in star schema, which is generally preferred, a fact 

table is surrounded by dimension table giving it a star like design. Single joins are required to 

fetch the data. 

OLAP and OLTP: OLTP (Online Transactional Processing) has the updated current data 

while OLAP (Online Analytical Processing) processes past records. OLTP helps with daily 

operations and control basic business operations. OLAP is used for strategic decision making 

and planning. Data from various OLTPs are gathered in OLAP.    

Real Time ETL: Traditional Extract, Transform and Load (ETL) systems cannot cope up with 

high availability, scalability, and low latency. Today the main priority and the only aim is to 

have a quick flow of data along with it being seamless across various sources in data 

warehouse. The data with only less delay is acceptable in case of real time warehousing. The 

reasons like tactical and strategic decision-making gives rise to the need of Real Time ETL 

implementation (Bouaziz, Nabli & Gargouri, 2016).  
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3.2. Adopted Framework of Machine Learning: CRISP-DM 

There are thee data mining frameworks which are generally adopted for building machine 

learning models: Knowledge of discovery (KDD) process model; Sample, Explore, Modify 

and Access (SEMMA) and Cross-Industry Standard Process for Data Mining (CRISP-DM). 

KDD is the oldest whereas CRISP-DM is more complete as it the defines the iterative 

movement of knowledge among all the phases. In CRISP-DM, the tasks can be performed in 

any order and at some stages we might need to backtrack to the last phase and repeat a few 

steps again. (Shearer 2000) mentioned that CRISP-DM has become a standard for data mining 

development projects. The CRISP-DM gives uniform framework along with the proper 

documentation and expert guidelines. The six phases of CRISP-DM include: Business 

Understanding, Data Understanding, Data Preparation, Modeling, Evaluation, and 

Deployment. The diagram below has been made using power point for better visualization. 

 
Fig 3.3: CRISP-DM Model (Shearer,2000) 
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Phase 1. Business Understanding: Understanding the objective of the dissertation from a 

business point of view is included here. Business objective are then converted into a machine 

learning problem definition and a plan of action is fabricated. It includes determining the 

objective of business by assessing the situation and describing the aim of data mining. It also 

is responsible for making project plans (Shearer,2000). 

The use case being considered here is of 'Credit Card Fraud Detection'. If the fraud is detected 

at the level where transactions are fetched in batches, using anomaly detection algorithms then 

those fraudulent transactions can be prevented from getting cleared and settled by the bank. 

So, the main idea in the analytics part would be implementing unsupervised machine learning 

algorithm like anomaly detection on the batches by making use of the algorithms like Isolation 

forest, One Class SVM and LOF. 

Phase 2. Data Understanding: (Shearer,2000) explains that this phase deals with collection 

of data at the initial level, exploring it and then finally analyzing it. Data Analyst here look at 

the relevance of the data as per the business question. The quality of the data is verified here. 

After data collection, it is explored at different levels. It begins from basic information like the 

number of rows and columns; the verification for the missing values; getting to know each 

attribute value in terms of business. It includes finding mean, median, mode and standard 

deviation for each numerical attribute.  

About the dataset: For this dissertation, a dummy dataset is created with one million rows and 

17 features. The generated attributes are namely transaction id, authorization number, card 

number, expiry date, card verification value (CVV), transaction time, transaction timestamp, 

merchant number, card type, card organization, transaction type, transaction currency, 

transaction amount, transaction method, card country, security mode and fraud indicator. The 

card type can be credit or debit; the card organization can be Visa, Master Card or Amex; the 
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transaction type can be purchase or refund and the transaction method can be described as E-

commerce, Contactless or Chip and pin. 

 The last column ‘Fraud_Indicator’ is set after understanding the behavior of last 1000 

transactions of each merchant that is stored in the dictionary being created and updated in real 

time. The data in the form of batches is imported in python from SQL Developer to analyze it 

further for missing values and basic statistical description. The following part explains that 

how after connecting Oracle with python, the data is imported and what are the essential 

libraries imported in python for correct data analysis. 

Import the required libraries and read the dataset: 

The required libraries which would be aiding the clear data analysis in this current process are 

imported at the very beginning. The primary need is to make a connection of the database i.e. 

Oracle in this case and python. This is done using cx_Oracle, python communicates with 

Oracle with commands like cursor.execute or cursor.executemany. To execute any query, 

command like cursor.execute is used. To iterate over the rows or to fetch them, commands like 

cursor.fetchone, cursor.fetchmany or cursor.fetchall are generally used. If there is a need to 

fetch a single row at a moment then cursor.fetchone can be used but if there is a requirement 

of batch processing then, cursor.fetchmany is chosen. The batch size is restricted by tuning the 

parameter numRows. It has a default value of cursor.arraysize. In the cases, where all the rows 

are needed to be analyzed at once then cursor.fetchall is used. Here cursor.fetchmany is used 

with a batch size of hundred thousand to implement batch processing on the real time data 

being generated. Also closing of cursor is important to regain the database resources. It gets 

automatically closed when no variable references are retained. Also, when ‘with’ block is used, 

then the cursor will get closed after the block has been completed. All the trials to use the cursor 
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outside the block will fail after this. Data from the above statements is returned as nested lists 

so there is a need to convert it to a data frame by assigning proper column names to each field. 

Exploratory Data Analysis 

In python, pandas offer commands like head, info, is.na.sum and describe to perform basic 

exploratory analysis of the data under observation. The command head gives a quick glimpse 

of the dataset by showing first five rows of the data and shows that the dataset has total of 17 

attributes. 

 

Fig 3.4 First 5 rows of the dataset 

df.isna().sum() shows number of  missing row values present in each column and it showed 

that the dataset has no missing values. The command ‘info’ gives total number of columns, 

their corresponding data types, and the memory usage as follows: 
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Fig 3.5 Column names and types 

The command ‘describe’ gives description of the columns with only the numeric values. It 

returns the statistical details for these columns. The following shows that how using this 

command it is clearly seen that the mean transaction amount in fraudulent cases is 113.59 Euros 

whereas it is only 75.61 Euros in the normal transactions indicating the fact that the more 

amount of transaction is done in case of fraud, which is an expected behavior. Also, it is clearly 

shown that number of fraudulent cases are only 43 whereas number of normal cases are 99957. 

 

Fig 3.6: Mean value of Transaction amount 
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The figure below depicts that the mean transaction type in case of fraud transactions is 

approximately 2, which means that most of the fraudulent transactions occurred during refund 

transaction type whereas normal transactions were mostly of purchase type.  

 

Fig 3.7: Dominant transaction type 

This figure supports the analysis drawn above. In case of fraud, the number of refunds are more 

than the number of purchases while in case of normal transactions the number of refunds are 

too less. 

 

Fig 3.8: Number of transactions vs type of transaction 

The fraud percentage of the dataset is an important parameter to be noticed and it is found to 

be 0.043 which is way too less. 
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Fig 3.9: Fraud percentage 

Phase 3. Data Preparation: (Shearer,2000) explained that this phase consumes the maximum 

time among all the rest of the phases as it is responsible for achieving final frame of the dataset 

from the raw dataset. The steps involved are selection of data, its integration and formatting. 

Tables having similar subjects are integrated under this phase. There are many solutions to the 

same problem and different techniques are applied on the dataset. Sometimes it becomes 

important to back track to the data preparation phase from the proceeding phases.  

 

Fig 3.10: Flow of data preparation 

Dropping columns which makes no sense in the analysis are dropped. The correlation is 

performed so that features that are highly intercorrelated can be dropped too. Also, there were 

a few categorical columns, so they were changed to numerical values for further analysis. Then 

the fraudulent and normal data is looked upon for their descriptions to know the minimum, 

maximum, mean and values for standard deviation. Finally, the features are normalized before 
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applying the model so that each feature has a 0 mean and variance of 1. Problem solving 

approaches like unsupervised machine learning algorithms are identified. Python and PL/SQL 

are the programming languages chosen and Oracle is the selected database tool. The categorical 

columns must be Changed to numerical, thus transaction currency and card country are 

changed to numbers. Also, the ‘timestamp’ column is changed to hours, daylight, day of the 

week and weekday. Since values having high inter-correlation gives the same information so 

to avoid redundancy, one of the highly correlated features is dropped. Finally, the features are 

normalized to get mean of 0 and a variance of 1.  

Phase 4. Modelling: Selection of various modeling techniques, test design building, generation 

of test design and assessment of created model, all these come under the umbrella of modelling. 

Machine learning algorithms are chosen to build analytical model. If needed one can certainly 

go back to preparation phase as different algorithms have different criterions and requirements 

(Shearer,2000). 

Here, Unsupervised machine learning approach has been chosen for modeling the data. 

Anomaly detection Algorithms like Isolation Forest, Local Outlier Factor and One-Class SVM 

have been implemented after careful hypermeter tuning. 

 

Fig 3.11: Generation of Test models 

In case of Isolation Forest, n_estimators are the number of estimators in an ensemble which by 

default are set to 100. The max_samples are set to length of X because it is the maximum 
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number of samples that are extracted from X for the base estimator to get trained. The value of 

contamination is generally put proportional to the outliers. The randomness of the selection of 

the feature is controlled by random state. Its default value is none. Verbosity of the building of 

tree is what is given by verbose which is set to 0 by default. 

For LOF, the number of neighbours is set at 20 by default. Algorithm gives the type of 

algorithm which would be used to calculate the nearest neighbour and is set at ‘auto’ by default. 

Leaf size affects the construction speed and query speed. It is also responsible for the memory 

required to store the tree. Its default value is 30. Metric is for calculating distance. Its default 

value is ‘minkowski’. The value of contamination is generally put proportional to the outliers. 

For OC-SVM, kernel describes the type of kernel used in the algorithm. It can be linear, poly, 

rbf (the default type), sigmoid or precomputed. Degree symbolises the degree of polynomial 

function used and is kept at 3 by default. Gamma is the coefficient of the kernel and 0.1 is its 

default value.  

Phase 5. Evaluation: (Shearer,2000) explained that this phase includes result evaluation, 

process reviewing, and determination of the successive steps. This phase is important because 

before the deployment phase, it is mandatory to check whether the model fulfils the business 

objective initially decided. In this phase the model is systematically evaluated, and revision of 

executed steps is performed to authenticate that the model can achieve the business objectives. 

The outcomes of data mining techniques are analyzed, and the assessment of the results is done 

with respect to business standard. 

The accuracy metrices like precision, recall, F1-Score, and area under the curve receiver 

operating characteristic (AUROC) have been opted which calculates accuracy score based on 

False Positives Rate (specificity) and True Positives Rate (sensitivity).  
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Sensitivity is defined as the power to select what needs to be selected. It is true positive divided 

by sum of true positive and false negative. Specificity is to reject what is to be rejected. It is 

true negative divided by sum of true negative and false positive. Precision is portion of cases 

that are detected as relevant. It is true positive divided by true positive divided by sum of true 

positive and false positive rate. (Hamel, L., 2009) stated that the AUROC is the best evaluating 

metric if the given dataset is imbalanced like fraud detection. 

Isolation Forest:  

Isolation Forest is the latest technique being used for detecting anomalies. It works on the fact 

that the outliers are few and unique and thus can be isolated from the remaining data points. 

The basis of this algorithm is very different from the rest because it does not use density and 

distance for the calculation measures. Its time complexity is low as compared to others and it 

offers small memory requirements. 

(Park, 2018) reviewed anomaly detection on the streaming data. It has discussed tree-based 

methods such as isolation forest for both, batch mode as well as streaming mode. In batch 

mode, the tree for isolation forest is constructed by repeatedly iterating over a feature by 

random selection and the value is divided until all the instances gets isolated. These trees built 

are called isolated trees and are constructed when training data undergoes subsampling. 

Isolation trees together form isolation forest. The outlier score is computed by the pat length 

where a given point pass through the external node from the root node. If the path length h(x) 

of a data point x is built from n data instances then the anomaly score s(x, n) is given by: 

𝑠(𝑥, 𝑛) =  2−𝐸(ℎ(𝑥))/𝑐(𝑛). Here E(h(x)) is the mean of the pat length from group of trees and 

unsuccessful mean length of the path is c(n). Whereas in the streaming mode, the construction 

of trees is done without referencing any normal data. Here the anomaly score is calculated 

using node profiles and the estimation of the node volumes.  
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(Park, 2018) clearly describes that the algorithms like anomaly detection are implemented 

where the known class label information is only utilized for calculating the anomaly score.  

 

Fig 3.12: Report of Isolation Forest 

Isolation forest gives the least number of errors and gives the area under curve of Receiver 

operating characteristic as 80.22%. If the ROC curve is closer towards the upper left corner, 

the accuracy is more. The graph between the true positive rate and the false positive rate, 

supporting the figures is shown below: 

 

Fig 3.13: ROC curve for Isolation Forest 
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Local Outlier Factor: 

The difference of local density of the given point from its neighbors is calculated in LOF. It is 

also an unsupervised approach. It selects the points that have comparatively lower density than 

the neighboring data points. 

 

Fig3.14: Report of LOF 

LOF gives 87 errors while indicating fraud and an AUROC of only 49.97% which is far less 

than that of isolation forest. The lines are overlapping which shows that the model is worthless 

as its ability to discriminate is just 0.5 Also, the precision and recall values are very poor. 

 

Fig 3.15: ROC curve of LOF 
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One-Class SVM: 

(Schölkopf et al. 2001) proposed an extension to the existing support vector algorithm, which 

could be used in the case of unlabelled data i.e. which could be used as an unsupervised 

technique. 

 

Fig 3.16: Report of OCSVM  

One-Class SVM does better than LOF. It gives an AUROC score of 77.74% but the number of 

errors is showing the worst value of 4987. 

 

Fig 3.17: ROC curve of OCSVM 
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To sum up the Evaluation phase, all the evaluation metrics of the implemented algorithms are 

shown below as a tabular form.  

 Isolation Forest LOF OCSVM 

Precision  0.59 0.00 0.01 

Recall  0.60 0.00 0.60 

F1-Score 0.60 0.00 0.01 

Number of Errors 35 87 4987 

AUROC Score 80.22% 49% 77% 

Table 3.1: Comparison of Evaluation Metric 
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Phase 6. Deployment: It is the final step and takes the least time. This phase is about 

understanding a way in which the results will be employed (Shearer,2000). The results are 

organized and presented in a way that can be used by the customer. Therefore, it can be very 

easy as creating a report and sometimes can be a tedious job as repeating few steps if target 

seems unachievable. The analyst should analyze failures in a way that it should get improved 

in the future projects. 

3.3 Deployment by implementing a RTDW 

For this dissertation, a report is chosen as to deploy the current results obtained for the business 

question describing that Isolation Forest can prove to be the best anomaly detection algorithm 

in case of highly imbalanced transactional dataset followed by One-Class SVM. Also, a RTDW 

is created by configuring its GG architecture. 

Configuring Oracle GoldenGate to implement a RTDW with almost 0 latency: 

Initially we had table named ‘Merchant Transactions’ with 17 attributes and 10 supporting 

tables named Card organization, card types, country code, currency code, merchant detail, 

merchant fee, merchant payment, transaction method and transaction type with few columns 

in encoded form of 0,1,2 and 3.  

 

Fig 3.18: Merchant_Transaction Table 
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Oracle GoldenGate helps in real time applications by offering a real-time, log-based change 

data capture and a replication platform. The features like capture, transformation, and delivery 

of data across real time diverse environments are included in Oracle GoldenGate. Firstly, 

GoldenGate is installed and the port configuration is done. It should be made sure that the port 

7809 is open on the source machine for the GG manager to listen on. The GG manager requires 

a dedicated port for every collector process on the target machine. Data integrity issue might 

arise if the target database does not have the same character-set as that of the source. The GG 

demands a dedicated system of files for the binary and data (trail) files.  

Creating GG Extract user on the database (Source): Metadata queries on the source 

database are performed by the Extract user. The data is fetched by the Extract user from the 

source table as and when required. The Extract user creates, makes changes and connects to 

the log-mining server in case of local mining deployment. 

Creating the sub-directories for the GG: The command line in GG is initiated by executing 

‘ggsci’. By executing this command, the sub directory files like parameter files, report files, 

checkpoint files, process status files, SQL script files, database definition files, extract data 

files, temporary files, credential store files and dump files are created. 

Securing credentials of GG: There are various options provided by Oracle GG for securing 

the credentials given to its processes. A credential store can be used, or a single credential store 

can be stored in a shared location where it can be accessed by all the rest of the installations.  

Creating and editing Parameter file: A basic extract is created with the name ‘EX_IST1’. 

Different configuration parameters can be defined as follows: 

USERIDALIAS: It must be in the Oracle GG credential store. Alias of the user login credential 

is specified. All the additional logged fields are written to the trail by using 

LOGALLSUPCOLS. The key word DISCARDFILE modifies the name, size, location, and the 
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write mode of the discard file. When a process is initiated through GGSCI a discard file is 

automatically generated. DISCARDROLLOVER sets a routine to age the discard file. For long 

processing runs, setting this attribute saves the discard file from getting filled. The key word 

REPORTROLLOVER forces the report file to age after a certain time on a regular basis rather 

than waiting for a process initiation. In case of long runs, the size of active report file can be 

controlled. The REPORTCOUNT helps to keep a track of the number of transaction records 

which are processed by Extract or Replicat. A logical database operation which is performed 

within a transaction and captured by GG is depicted by a transaction record. 

FETCHOPTIONS: It controls a few aspects when GG fetches data in these two conditions: i) 

lack of information in a transaction record for an update operation to be reconstructed by 

extract. ii) when at least one column value is fetched using FETCHCOLS. The key word 

TRAINLOGOPTIONS changes the parameters of log mining server from their default settings. 

EXTTRAIL gives the path name of local trail is specified to which the captured data is written 

by primary extracts.  

Creating and editing EXTRACT- DataPump Parameter file 

USERIDALIAS: There exists a user login credential which is by default assigned to Extract, 

userisalias gives its alias. Oracle GG should have this credential in the credential store. 

RMTHOST: IP address of the target system is given by RMTHOST. Port number where the 

manager is running is given by MGRPORT. Remote trail’s path is specified by RMTTRAIL. 

A table for which the data is to be captured is given by TABLE. 

Creating a GG REPLICAT user on database (Target): If Replicat checkpoint table is used, 

then it is created by the Replicat user. Using Oracle call interface, it applies DDL and DML 

operations.  
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Creating all the GG sub directories: The GG command line is initiated by executing ‘ggsci’. 

As in case of source database, executing this command gives the sub directory files like 

parameter files, report files, checkpoint files, process status files, SQL script files, database 

definition files, extract data files, temporary files, credential store files and dump files are 

created. 

Securing the GG credentials: As in case of source database, a credential store can be used, 

or a single credential store can be stored in a shared location where it can be accessed by all 

the rest of the installations.  

Editing manager parameters file: Here 7800 to 7840 are the ports that are dedicated to Oracle 

GG. These ports must be open on the server too. The manager restarts the process after a failure 

using AUTORESTART and the number of times it performs that is given by RETRIES. The 

purging of trails after a certain time is specified by PURGEOLDEXTRACT. 

Allowoutputdir: This is a global parameter file as there is a need to permit GG to create a 

response on the trail file. 

Creating and editing Replicat parameter file: A replicat file is created by the name of 

‘RE_IST1’. The different configuration parameters are explained as :USERIDALIAS gives the 

pseudonym of the user login credential which is dedicated to extract. the keyword 

DBOPTIONS INTEGRATEDPARAMS signifies the replication in an integrated mode. MAP 

means mapping objects of the table from the source to the target. The parameter 

DISCARDFILE modifies the name, size, write mode and location of the discarded file. If 

default properties are to be kept then this parameter is not required. To set a routine to the aging 

of discard files, DISCARDROLLOVER is used. To keep a track of the number of records been 

processed by the Extract and Replicat, a parameter REPORTCOUNT is used.  
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Instantiation of GG Replication: Initially the data is not synced between the source and target 

databases rather, it is permitted to increase gradually over a period. So, this function has to be 

performed on both source as well as target system. 

Monitoring the GG process: INFO ALL gives the status of all the GG configured processes. 

INFO EXTRACT*, Detail/ Info Replicat *, Detail fetches and displays whatever extracts and 

replicat are running on the home. VIEW REPORT helps to view the current active report of 

the extract. Using LAG EXTRACT/REPLICAT one can visualize that all the discard files and 

even the reports are by default stored in the directory of GG_HOME. Here it is seen that the 

heartbeat mechanism measures the latency between the data transfer from the source to target, 

which is in this case equal to 0.4 seconds. This shows that data gets transferred in fraction of 

seconds without much delay. This helps in strategical decision making at the target end as data 

in the warehouse is not stale and is getting updated in fraction of seconds. 

 

Fig 3.19: GG output showing lag details 

The port number and run status is shown by INFO MANAGER and to view the error log, one 

can use VIEW GGSEVT. The processing speed of the data through GG system and its amount 

which is being processed by GG can be viewed using STATS. This generated report below 

describes the statistics of the total operations being performed till the time this report is 

generated. 
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Fig 3.20: GG output showing stats 

Checkpoints, Error Handling and Recovery: 

At times when the Extract or Replicat process suddenly stops due to some problem then the 

error messages gets stored in report files or GG error log. Errors like missing rows or unique 

constraints are self-explanatory. Few errors that are normal can be skipped using exception 

handling commands.  

Finally, after configuring and implementing GG, we get a more concise and precise version of 

the real time data warehouse table in which the actual value of all the attributes can be read. 

 

Fig 3.21: Final RTDW table 
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CHAPTER-4 

RESULTS AND DISCUSSIONS 

4.1. Discussions: 

The reason for choosing unsupervised approaches over the supervised approaches is that 

the pattern or the trend of the fraud is likely to change over the period as the fraudster would 

not like to be caught easily. Hence, one cannot trust supervised learning as it tends to learn 

pattern from the training test and then fails to predict accurately when pattern changes in test 

set.   Area under curve of Receiver operating characteristic i.e. AUROC score is calculated by 

plotting a curve between false positive and true positive rates. It has ideal value of 1. The 

AUROC is the most fundamental metric used in case of highly unbalanced datasets for 

evaluation of machine learning algorithms (Hamel, L., 2009). The techniques used while 

building the model are purely unsupervised as the target is dropped. It is only at the time of 

evaluation that the target is considered to take evaluation metrics into account. The Isolation 

forest outranks the other algorithms used for anomaly detection. It requires only few samples 

of the large datasets to obtain a function for anomaly detection making the processing fast. 

Also, instance of the anomalies is not required while training the dataset. Lastly, to detect 

outliers, the depth of the tree forms the foundation of its remoteness threshold which are 

independent of the dataset dimensional scaling. Isolation Forest works on the principle that the 

anomalies are less frequent than the normal interpretations and differ from the other values. 
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4.2. Results: 

 

Fig 4.1: Comparison of various algorithms 

From the above analysis, Isolation Forest gives the best AUROC score of 80.22% followed 

by One-Class SVM with 77.74% and LOF giving the least score of 49.97%.  The number of 

errors is least in case of iForest are only 35 while in case of LOF are 87 and the highest are 

given by OCVM, around 4987. The dataset was highly imbalanced as there were only 43 

fraudulent cases among total of one million rows. This clearly shows that Isolation Forest 

works best on the imbalanced real time datasets and LOF has become obsolete for it to use on 

the batches of streaming data. 

The second part of this dissertation i.e. the RTDW implementation clearly demonstrated that 

the sub second latency of the data movement from the source to target is 0.4 seconds which 

means that the data is getting replicated from the source to the target database in almost real 

time without much lag. Thus, making it clear that the use of Oracle GG helps in Real time 

movement of data maintaining the referential integrity. 
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4.3. Tableau Visualizations 

 

Fig 4.2: Visualization of Implemented RTDW 

There are three different visualizations shown in the dashboard each showcasing a different 

perspective. The one at the right bottom corner shows that out of six countries i.e. Australia, 

Canada, Ireland, India, United Kingdom and United States only Australia and Canada do not 

have any fraudulent cases occurring. The figure above that shows the number of merchants 

which are being detected in each country. It is demonstrated that Ireland has two cases detected 

while others have just one. The third and important visualization is between the average 

transaction amount and the type of transaction along with fraudulent merchant number and the 

country to which it belongs. It can be observed that the countries which have cases of refund 

and purchase both have higher amount of average transaction in case of refund than purchase. 

This shows that more fraudulent cases are detected in cases of refund. 
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CHAPTER 5 

CONCLUSION AND FUTURE SCOPE 

5.1 Conclusion 

Hence it is concluded that the unsupervised, Isolation forest algorithm gives the best 

accuracy score of 80.22% for the unbalanced data batched from the streaming data of the 

credit card. The LOF algorithm seems obsolete in detecting anomalies in big data. The 

GoldenGate gives promising results by giving a latency measurement of 0.4 seconds and thus 

verifying the implementation as of a Real time Data Warehouse. 

5.2 Risk Analysis   

This dissertation is not likely to have any investigational risks but few parameters to be taken 

care of are:  

1. The dataset used here is generated. So, care must be taken of before implementing the same 

on the practical dataset taken from any company.   

2. Results can be misleading if the transactional integrity is not maintained, which is here taken 

care of by GoldenGate itself.   

3. Since Oracle is not free source therefore the cost bearing capacity should be kept in mind 

while using it for commercial use in practical scenarios.  

5.3 Future Scope  

For the Next Generation Data there are significant changes in all fields that connect to big data 

like Data Mining or even Data Storage. In the years to come the field of data will incorporate 

with real-time streaming data. This analysis on batched dataset can be extended to the analysis 
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on the streaming data by making use of any real time practical dataset. For better analyzation 

of data, organizations can put together historical and streaming data for precise results.  
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APPENDIX 

This part would help to go through the parts of code in Python, SQL Queries and GoldenGate 

Scripts. It can anytime help to regenerate the code whenever required and supports the 

documentation as well. The artifacts submitted have three subfolders namely, python scripts, 

SQL and GoldenGate (GG) scripts and Tableau Dashboard. 

1. PYTHON SCRIPTS: This folder contains two python files namely: 

a) Streaming_Transaction.ipynb: It is the code for firing real time transactions into 

the database table after the decided time interval. 

b) Batches_ML_Analysis.ipynb: It is the code that extract batches from the database 

table after every minute and does the Machine Learning Analysis on them using 

Anomaly Detection Algorithms. 

 

2. ORACLE SQL & GG SCRIPTS: This folder contains the following artifacts: 

a) Initial_Mercahnt_Transaction.csv: It is an extracted csv version of the database 

table in which the transactions are fired by python to show the successful 

functioning of the code. 

b) Insert_Transaction_Function.sql: This is the SQL script of the function created 

to build the merchant_transaction table with sequencing in transaction_id. 

c) Data_Warehouse_Table.sql: It contains the scripts of Data Warehouse table.  

d) Tables.sql: SQL scripts of all the supporting tables. 

e) GoldenGate_scripts: All the GG Scripts for implementing RTDW. 

f) Final_RTDW.csv: The finally implemented RTDW table is extracted as csv to 

show the table in a readable format. 

 

3. TABLEAU_VISUALIZATION: It contains visualization of the RTDW implemented 

RTDW_Dashboard.twb. 

 


