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Abstract 

 

 

The AI-based Generative adversarial networks or the GANs can generate hyper-realistic image using the 

random noise of low dimension. This led to the emergence of the term DeepFake which not only includes 

forged images but doctored videos and audios. The generated fake images with inappropriate content 

propagated through social networks and social media can have adverse effect on the society, politics, and 

economy. Thus, to effectively mitigate the DeepFake issues, there is a pressing need for an advanced deep 

learning-based detector. Detection of GAN generated fake images is a challenge for the conventional 

detection techniques as the images are reconstructed from manipulation of the source image. However, 

recent studies have revealed that CNN based detection architectures like VGG16, InceptionV3 and others 

have often showed high accuracy in classification tasks. This paper proposes a CNN based architecture, the 

Segment-based model to perform the classification between real and fake images generated using GANs. 

The DCGAN, DRAGAN, LSGAN and WGAN are used to generate the fake images. The Segment-based 

model is a novel method of segmenting the images in four quadrants followed by localization of fake 

features. The proposed architecture is compared with the pre-trained VGG16 and InceptionV3 through the 

evaluation matrices Classification accuracy and AUC. The Segment-based model is in parity with the 

popularly used VGG16 and InceptionV3. 

Keywords: DeepFake, CNN, GAN, Deep Learning, VGG16, InceptionV3, Fake Face Detection. 
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Chapter 1: Introduction 

1.1  Background 

The rampant growth in sophisticated camera technology in mobiles, editing tools and easy access to social 

media platforms facilitated in convenient generation and diffusion of digital images and videos. Extensive 

research works in machine learning techniques, computer visions coupled with escalation and availability 

of large training data makes it difficult to comprehend between real and doctored media content[1]. This 

has exploded the social media with realistic forged images, videos and fake news. In the recent years, this 

has become a growing concern as it poses threat to the public discussion, society, business, democracy and 

any individual relying on audiovisual depositions. There is a pressing struggle for the journalism industry 

to filter the real news from the fake. It has far reaching effect in national security and cybersecurity concerns 

for an individual and organizations. [2]One of the viral political instances in 2018 which is a prominent 

example of forgery, featured the former U.S. president where the current president Trump is being mocked. 

Furthermore, Facebook removed many accounts that used AI to create their profile pictures portraying them 

as Americans to promote pro-Trump narratives. Another example of this mischief-making that can be 

referred to year 2018 is that of Trump seen to address the people Belgium on climate change.  

The new realm of AI based technique to generate fake images and videos termed as “DeepFake” has 

surfaced in the late 2017 when compromising sexual videos of celebrities were publicly posted by a Reddit 

user[3]. The term is abstracted through amalgamation of “deep learning” and “fake”. Deepfakes are 

computer generated hyper-realistic images, videos or audios which might not have its existence in the 

reality.   This is compelled by the evolving and innovative deep learning technique popularly known as the 

generative adversarial networks (GANs). The process involves training of a neural network to analyze 

voluminous sample data to mimic an individual’s facial expressions, movements, voice and many more. 

This is achieved through deep learning methodology and AI tools for facial mapping and face swapping, 

respectively. GANs a class of generative models is an architecture consisting of two neural networks 

namely Generator and Discriminator[4]. The Generator neural network is feed with a random noise vector 

which alters the input into a sample from parametric probability distributions. The Discriminator network 

performs the classification task of determining whether the input is from real samples or the generator. The 

model is termed as adversarial because the two neural networks are simultaneously antagonistic towards 

each other. The Generator incessantly seeks to deceive the discriminator in its decision to classify the 

derived sample, simultaneously the Discriminator continues to learn from the samples aiming enhance the 

classification accuracy. The backpropagation technique is implemented to optimize the bias and weights of 

the network until the discriminator is trained to perform the classification task. Extensive research work to 
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improve the technology at a breathtaking speed results in indistinguishable fake images and videos 

convincing enough to represent the original input. Some of the widely used GANs to generate fake images 

are DCGAN, WGAN, LSGAN, DRAGAN and many more. The producers of deepfakes can be broadly 

segmented into four types: 1) the hobbyist community, 2) fraudsters, 3) genuine actors or television 

companies and 4) political competitors or activists 

 

Figure 1: The deepfake is generated using encoder-decoder.[5] 

Images generated through GANs have widespread application extending from image or text to image 

translation, editing and blending of photographs, generation of new human pose, face aging, generating 3D 

images, photo inpainting and many more. However, it would be biased to disagree on the advantages of 

deep fake. It has provided a platform for the 3D artists and filmmakers to perform editing flawlessly by 

reducing the manual efforts that they had to put in previously. It was a treat for all the Star Wars fans when 

the face of the character “Princess Leia” was fixed in a video that went viral. Deep fake was replaced with 

CGI that was used in the movie.   

GAN generated images can convincingly deceive human eyes. Owing to wreak havoc on society, politics 

and economy due to its propagation through social platforms there is a pressing need for a technology to 

detect the deepfake. Researches to detect GAN generated images is an under-explored issue of the recent 

times. The generated fake images are from varied unknown sources through various image manipulation 

challenges the detection task. Opposed to this, researches have illustrated that the discriminator network of 

CNN have often achieved an accuracy of greater than 99.9% in the detection task. However, CNN based 

detectors are not sturdy enough to address the real-world instances. This is supported in the research work   
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[6] proving that loops are left behind in the GAN generated images. The downside of the method is it could 

only be implied the images present in the training data. After several attempts by researchers to generalize 

the detection techniques the proposed Gram-net in [7] resulted in enhanced generalized and robust CNN 

based detector. Renowned multinational like NIST, Kaggle and Facebook have held frequent competitions 

and workshops in the domain to boost research work in the same. 

1.2  Motivation 

Nowadays, in media platforms fake image dispersal are becoming a great threat. The new variance of tool 

present currently can clone images of anybody to create a fake image. A recent study has shown that[6], 

out of the collected samples 46 percent of the images were manipulated. To resolve this many papers were 

proposed to identify the fake images such as using on statistical method using first order and higher order 

wavelet statistics[8], by focusing on the colour distribution[9] and using information based on face 

asymmetry[10]. However, the fake image generation is increasing at a high pace that make the observers 

difficult to differentiate between original and fake images. GAN, a machine learning framework which 

helps for the creation of fake images and it allows the modification of semantics and context of images. 

Creation of fake images is a malicious use which affects the personal safety and identity of a specific person 

and abusing information. The detection of fake images is an important task to help people from many 

potential problems. There are different techniques in GAN such as deepfakes, image to image translation 

and many more in fake image generation[11]. In this research we use CNN (convolutional Neural Network) 

for the classification of deepfakes into fake and real ones. The graph shows number of papers published on 

deepfake until the end of July 2020. Though the absolute number of the papers published be relative less 

than other domain, but the steep increasing trend proves it to be one of the booming research topics of the 

time. 

 

Figure 2: The trend in the deepfake research[5]. 



- 4 - 
 

1.3  Research Problem 

The autoencoders were primarily designed to perform the unsupervised learning task like dimensionality 

reduction. Implementation of dimensionality reduction in computer vision domain like image compression 

followed by image reconstruction triggered the concept of DeepFake involving face swap. Extensive 

research in deep learning resulted in photo-realistic GAN generated techniques. This posed a challenge to 

the traditional detection mechanisms demanding for deep learning dependent tools to perform the task. 

There is continuous research work to build an enhanced generalized and robust detection technology 

competing with the frequently evolving GAN generated deepfake images. The research work contributes 

to detection and classification of fake images from the real followed by localization of fake features.  

1.4  Research Objectives 

The research work has been segmented into three sections: 1) Fake image generation using GAN and 2) 

Detection of DeepFake using pre-trained VGG16and InceptionV3 and 3) Segmentation and localization of 

fake face images using Segment-based model. 

Widely used GANs like DCGAN, WGAN, LSGAN and DRAGAN is used to generate fake images. The 

generated fake images and the original images are taken to create a dataset. The dataset is feed into the 

neural networks to pairwise train the networks in performing the classification task, that is to identify 

between fake and real images. The popularly used CNN architectures used in the research work are the 

VGG-16 and InceptionV3. The CNN architectures are implemented in the research work to validate that 

CNN has achieved significantly high accuracy in the deepfake detection. Furthermore, segmentation and 

localization of the fake features is performed to identify the features that contributes to the fake images.  

1.5  Research Methodologies 

Data driven organizations and research works make evidence-based judgements, which implies they can be 

more assured of their choices, as these decisions are justified by appropriate data. Voluminous production 

of data in various structured and unstructured format from various data sources has led to the need for their 

proper data organization for applicable data analysis. Data streams had become the active domain for 

research for many years that resulted in various data mining methodologies for optimum data cultivation. 

Some of the most popular data mining methodologies are KDD, CRISP-DM and SEMMA.  KDD is an 

iterative process that follows several optimum stages for abstraction of important information. KDD aids 

in various research activities by following its sequential stages in extracting information and deriving 

patterns out it. Realizing its benefits, and by studying the benefits of the methodology, this project has been 

implemented by exploiting its advantages. 
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1.6  Scope and Limitations 

The continuous evolution of deep learning led to the advent of GAN generated images. [12]This provides 

a room for the development of forensic tools to provide timely and updated solution for the forensics 

multimedia. To address the concern, devoted research works to bring in deep learning-based approaches 

for fighting deepfake which is in trend.  

Most of the recent research and mitigating projects have concentrated on the automated deep -fake 

detection, which for the next few years will aid the deep-fake discovery. The proposed Segment-based 

model is trained and tested on the dataset generated using the four specific GANs namely DCGAN, 

DRAGAN, LSGAN and WGAN. However, there are other various advanced generative models like the 

StyleGAN and PGGAN which stands a chance to challenge the performance of the model. 

 

 

 

 

 

 

 

 

 

 

 

 



- 6 - 
 

Chapter 2: Literature Review 

The Adversarial Machine Learning framework deviates from the statistical assumption that the training and 

testing sets are independent and are identically distributed, i.e., they are representatives of the same 

statistical distribution. An adversarial network introduces minor perturbations in images causing existing 

image classifier models to fail. The Adversarial model framework works by introducing a perturbation in 

the adversarial space generated as the gap between the true classifier and the existing classification model. 

It is essential that the perturbation follows specific thresholds for the Adversarial network to function 

properly[13]. 

Dimensionality reduction is an essential step to any modelling framework in terms of performance and 

efficiency. Popular methods include Principal Component Analysis (PCA), Linear Discriminant Analysis 

(LDA), etc. In Neural Networks, autoencoders are used for the purpose of dimension reduction which uses 

encoder to compress the high dimensional data into a short code and then decoders are used to decompress 

the code to provide desired results. Hinton and Salakhutdinov[14] demonstrated a pre-training method using 

binary data & further generalization to find initial weights which are near to a close solution such that the 

gradient descent algorithm can further fine tune the weights. The method proved effective under usage of 

deep autoencoder networks on very large datasets. Chattopadhyay[13] in their experiments to relate 

adversarial frameworks and high dimensionality. The experiments were designed to compare the 

performance of tuned neural networks with varying dimensionality, dimension reduction and up-sampled 

resolution as components under adversarial setting. The experiments clearly confirm the hypothesis that 

higher dimensionality facilitates the generation of adversarial examples. 

In 2014, GANs were introduced by Goodfellow[15] to do away with the difficulties of using piece-wise 

linear units in generative models and complex calculations in terms of Statistical estimations such as the 

maximum likelihood. The GAN model uses two multilayer perceptron neural networks. The generator is 

an adversarial framework where a prior is defined on the input noise variables to learn the generators 

distribution over the data and provides output images over the generator space. The detector is a second 

multilayer perceptron neural network which takes input from both the real space and generator space and 

is trained to maximize the probability of assigning correct labels to them providing a single scalar in the 

range of 0 and 1 as output. The research has opened a door of exploration into the Adversarial modelling 

framework and many directions have been explored. 



- 7 - 
 

2.1 Generative Adversarial Network 

Makhzani proposed the Adversarial Autoencoders (AAE)[16] which is an autoencoder with the capability 

of transforming into a generative framework. In this context, an autoencoder is trained with an objective 

that the encoder should train to convert the data distribution to the prior distribution and the decoder trains 

on a deep generative model to map the prior to the data distribution. The autoencoder was tested on MNIST, 

Street House Numbers and Toronto Face datasets under supervised, semi-supervised, unsupervised 

clustering, dimensionality reduction and real valued scenarios. The experiments showed Adversarial 

Autoencoders (AAE) to earn competitive results in real valued (generative modelling) and semi supervised 

classification scenarios. Several applications in the domains of disentanglement of content and style of 

images, dimensionality reduction, semi supervised classification, unsupervised clustering and data 

visualization were explored in the work. Another unconventional application of convolutional neural 

networks (CNN) in deviation from its popular application in supervised learning scenarios was introduced 

with the deep convolutional generative adversarial networks (DCGAN)[17]. In this approach the usefulness 

of CNNs in unsupervised learning scenarios was explored to bridge the gap between its popularity in 

supervised and unsupervised learning. DCGAN was constructed with introduction of constraints and 

alterations in the architecture of conventional GANs where strided (generator) and fractional strided 

convolutions (discriminator) were used as pooling layers along with batch norm and ReLU (generators) 

and leaky ReLU (discriminators) activators for all layers. Alongside DCGAN, the research also made 

contributions in terms of performing experiments with other unsupervised algorithms, visualizations and 

analysis of GAN filters drawing specific features from images and introduction to the possibility of 

manipulating arithmetic property of generators to produce images with altered semantic attributes. The 

DCGAN was used to train on several image datasets to support the contributions of the research work. Liu 

and Tuzel proposed a model for learning joint distribution of multi domain images. The model was named 

Coupled Gen. Adv. Net. (CoGAN)[18] which leverages a weight-sharing and adversarial learning concept 

to learn a joint distribution of images with just separately drawn samples objectives from the marginal 

distribution. The research work compared results of CoGAN with conditional GAN on several objectives 

such as to learn several distribution properties on digits and CelebFaces Attributes dataset and RGBD 

datasets. In all the scenarios, the proposed CoGAN model has shown promising results. The work also 

showcases the application of CoGAN in Unsupervised Domain Adaptation (UDA) and Cross-Domain 

Image Transformation scenarios where the model has given promising results. Metz addressed the 

drawbacks of GANs during training in their work and proposed a method to stabilize the GAN Models[19]. 

In their detailed review of the drawbacks of the generative models produced by GANs, they have addressed 

the issues with unstable optimization and data mode collapse by imposing unrolled optimization on the 
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discriminator as the defined generator objective. The method showed promising results in the scenarios of 

unstable training and different scenarios of model collapsing. The model demonstrated a drawback as the 

computational cost increases with addition of unrolling steps to the architecture. The work provides an 

insight onto imposing more rules in terms of unrolling steps on the generator and discriminator architectures 

for improvement on GAN training. Mao[20]  proposed an adaptation on the discriminator loss function in 

a regular Generative Adversarial Network (GAN). GANs though became popular due to its popularity in 

unsupervised learning scenarios, the quality of output images became a limitation in its application in 

realistic scenarios. The reason behind this is the usage of the loss function of the discriminator being a 

sigmoid cross entropy function for a regular GAN. This loss function has been argued to have the potential 

to cause the vanishing gradients problem while it updates the generator with the false positive image 

samples. To address this issue with the regular GANs, they proposed the Least Squares Generative 

Adversarial Networks (LSGANs) where the loss function for the discriminator is taken to be the least 

squares function. The benefit of this method is that the least squares loss function penalizes the false positive 

image samples and will push them near to the decision boundary, which results in the generation of samples 

that are closer in resemblance to real world images. Another benefit of this method is the increased stability 

of the GAN model since the generator generates more gradients to update the generator. The LSGANs have 

been tested on different datasets and the outputs have been compared with several other GANs where 

LSGANs have proved to outperform the other GANs in terms of better quality scenes, more stability in 

images resulting in better quality in image resolutions. The LSGAN also proved to have performed better 

in learning the Gaussian mixture distribution from the Gaussian mixture distribution dataset and showed 

successful implementation on the handwritten Chinese character dataset. In many researches, the stability 

of GANs have been questioned and many approaches to improve the stability of the GAN models have 

been put forth. Wasserstein Generative Adversarial Network (WGAN) enforced Lipschitz constraint on the 

critic to address the issue of instability and to achieve that, a weight clipping was introduced in the WGAN 

which led to optimization difficulties by biasing the critic towards very simple functions. Gulrajani  

introduced an improvement to WGAN models[21] by proposing a penalty on the norm of the critic gradient 

as per the input. The new approach called WGAN-GP was tested on several scenarios such as training of 

200 random architectures within a set, training of different architectures on a single dataset and modelling 

of complex discrete distribution data with the GAN discriminator defined over a continuous space. In all 

the above cases, the WGAN-GP demonstrated stability over all the varied architectures and strong 

performance in the modelling scenarios. 

Kodali in their work[22] visualized GAN in a game like setting where both the generator and discriminator 

are playing with no regret algorithms and propose regret minimization to be the right way to approach GAN 

model dynamics. They set the goal to be an equilibrium where the real and model data distributions are 
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close to each other. To achieve this, they propose the alternating gradients procedure (AGD) which yields 

an asymptotic convergence in GAN training which gives away the necessity of the discriminator to be 

optimal at each step. However, instances of mode collapse were encountered during GAN training as the 

alternating gradients procedure (AGD) showed a potential to converge to local equilibrium under the 

scenario when the game objective function is non-convex. Such situations were characterized with sharp 

gradients of the discriminator function around real data points and DRAGAN (Deep Regret Analytic 

Generative Adversarial Networks) was proposed which involves a training algorithm with a novel gradient 

penalty scheme. This method was compared against vanilla GAN and WGAN-GP under DCGAN/CIFAR-

10 setup where it showed improved results. Also, in experiments on stability and performance across 

different architectures and different objective functions, DRAGAN showed promising improvements. 

Gauthier proposed a conditional generative adversarial network[15] which allows a simple GAN model to 

condition itself on arbitrary external data. The resulting implication of this method is the ability of the GAN 

model to generate outputs with random noise as attributes. Experiments with the model were performed for 

evaluation on the Labeled Faces in the Wild dataset where the conditional information showed promising 

in terms of imposing deterministic control on the output of the generator. The research opened ways to 

integrate a GAN model with multimodal input as conditions. 

2.2 Image Generation 

Reed introduced the concept of generation of images from human written single lined sentences[23]  . Their 

approach was to use text features having a hybrid character-level convolutional recurrent neural network 

as encoding and conditionally train a deep convolutional generative adversarial network (DC-GAN). This 

model was trained across several datasets such as the CUB dataset, Oxford-102 and validated with MS 

COCO images to demonstrate the variability of the approach where images with multiple objects and 

variable background settings were generated proving successful application of the model. The model 

demonstrated several visual representations of a single line textual specification, disentanglement of caption 

and style and pose and background transfer from query images into text. Odena introduced a new method 

[15] by constructing a variant of GANs to achieve label conditioning resulting in high resolution image 

samples. The above is achieved by modifying the GAN latent space with addition of more structure along 

with specific cost function. The model when applied on ImageNet dataset, exhibits 128 ×128-pixel samples 

with no visible image variability which considerably decrease in reduction of pixel sizes. The work explores 

several analyses in terms of measurement of variability and collapsing behaviour in GAN models, 

experiment with training GANs with several sample sizes, diversity and resolution with an aim to study the 

stability of the model and its reliability. Chen and Williams proposed an approach to image generation with 

texture mapping with other images [24]. The concept demonstrated in their work is to generate three 
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dimensional scenes with the help of interpolated images as input. The major challenge of depicting effects 

of texture, shape, shadows, etc. were addressed by the method of image morphing where intermediate three 

dimensional views of frames, scenes or objects were computed from input images by the method of 

interpolation and image coherence required for the morphing method was pre-determined using the range 

information extracted from the images. The research showed application of the morphing technique to 

obtain complex image rendering scenarios and promising outputs in the experimental settings of virtual 

reality, motion blur, rendering of shadows, setting of image based primitives for high complexity images 

and incremental rendering of images. The research essentially showed promise in the application in the 

field of image-based computer graphics. 

2.3 Detection 

Advances in deep learning have resulted in easy generation of realistic fake videos which earlier used to be 

confined to Hollywood studios. This phenomenon has accounted to the onset of crisis in constitutions, 

democracy and society and have proven to be a huge curse of technological advancement to the human 

civilization. Aggarwal[25] proposed a forensic methodology of facial tracking and measurement using a 

person of interest (POI) specific model where the facial expressions and head movements can be used to 

calculate correlations which would help detect a deep fake video by distinguishing the properties of a 

person’s facial expressions. The method was favoured in terms of robustness in comparison to other pixel-

based approaches. Dang introduced a deep learning model framework [26] to detect fake images. The work 

proposed two neural network frameworks named as MANFA and HF-MANFA where MANFA is enabled 

for extraction of multi-levels of abstract features from a manipulated region of an image using several 

convolutional layers, HF-MANFA demonstrates a hybrid framework which addresses the imbalanced 

dataset problem with adaptive boosting (AdaBoost) and eXtreme Gradient Boosting (XGBoost). The paper 

also introduced a manually collected and validated fake face dataset which proved to be a useful asset for 

future researches. These models have proved to be more efficient than the existing approaches for fake face 

detection with outperforming area under the curve (AUC) statistics, computational complexity and 

robustness. Marra in their research on detection of GAN generated fake images from social media  [6] 

where discussions on the GAN generated images and their threat to the online media due to their properties 

of altering semantic and contextual attributes of the images. The paper compared the performance of several 

existing fake image detection methods in ideal and compressed scenarios over a social network image 

dataset of 36302 images. The results showed that the deep learning frameworks provide a better 

performance in comparison to the conventional frameworks specially in compressed scenarios. The 

traditional fake image detector techniques find it tough to detect images generated by GANs due to the use 

of deep neural networks in the generation of the image, the underlying reason being that the GAN generated 
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images do not project any unusual statistical property in the features or attributes of the image. To address 

this concern, deep forgery discriminator (DeepFD) [27] (was introduced which is a deep neural network 

which learns the jointly discriminative features from the training images obtained from different GANs 

with the help of contrastive loss. The model is also capable of distinguishing localized unrealistic details in 

a fake image by using a complete convolutional network architecture. The model outperformed the existing 

methods and architectures for classification of fake images and opened a new area of research in the domain 

due to its novelty. Hsu proposed the common fake feature network (CFFN)[28] with an objective to address 

the fact that any fake image detector needs to be trained on every GAN generated images to lean the 

discriminative features for correctly classifying fake images. CFFN uses pairwise learning which is an 

improvement on the generalization feature of the DeepFD. It consists of a Siamese network architecture 

and improved DenseNet backbone architecture where investigations show that the cross-layer features can 

be aggregated for performance improvement. Experiments on the model show that the model successfully 

addresses the depicted concerns thereby effectively detecting fake images not included in learning dataset 

and also manages to outperform the existing detection models in terms of precision and recall rates. This 

research laid the ground for a new approach to fake image and video detection methods to be explored. 

Zhang addressed the problem of the unavailability of the specific GAN model used by the attacker in the 

detection of fake images and proposed AutoGAN[29] which is a GAN simulator which holds the capability 

of simulating the features simulated by popular GAN models. The model aimed to detect the key up 

sampling layer of the generation architecture and showcase the unique artifacts produced by this layer. It is 

evident that this method calls for the use of spectrum as input to GAN image detection classifier instead of 

the conventional method of use of pixels. An emulator framework simulating the common generation 

pipeline which is common across a large class of GAN models. This work is first of its kind on a simulator-

based approach on GAN and eliminates the need of accessing the actual GAN models used for generation 

of images while training the classifier enabling generalization on the fake images. Nguyen et al proposed a 

model [30] where a convolutional neural network based architecture is used leveraging multi task learning 

where simultaneous detection of fake images and videos along with the detection of manipulated areas is 

performed. The network uses a semi supervised learning approach where the information from one 

detection instance is passed on to another instance with an aim to enhance both tasks. The network uses an 

encoder and a y shaped decoder where the features passing through the activation layers of the autoencoder 

are used for binary classification. The y shaped decoder has its two branches performing segmentation of 

the fake images and reconstruction of the input. Effective demonstration against facial re-enactment attacks 

and face swapping attacks on the FaceForensics and FaceForensics++ databases prove the model’s ability 

to deal with the drawbacks of earlier detection networks. An approach [31] targeting the unrealistic domain 

artifacts from fake images using classical frequency domain analysis on the features and then using a simple 
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classifier for output was put forward. The work also introduces Faces-HQ which is a high-quality facial 

image dataset which is curated from different public databases containing both real and fake images. 

Experimental results show that the method has been extremely accurate and efficient in detection of fake 

images from Faces-HQ, CelebA datasets and evaluation of low-resolution videos from FacesForensics++ 

dataset yields a comparatively lower accuracy. Mo[32] proposed an approach based on convolutional neural 

network ( CNN) for the detection of fake images generated using GANs. The experiments prove that the 

method produces over 99% accuracy on the detection of fake images. To validate the rationality of the 

method, the results were also evaluated using certain variants of the CNN architecture such as the hill pass 

filter, activation function or the number of groups within the layers. Badrinarayanan[33] proposed a deep 

convolutional neural network framework termed as SegNet which focuses on pixel wise segmentation of 

semantics from fake images. The segmentation network architecture consists of an encoder and decoder 

network followed by a layer for pixel-based classification. The uniqueness of this approach lies in the 

functionality of the decoder which addresses the problem of low resolution or compressed images by up 

sampling them. The method has been compared in experiments on its memory vs. accuracy trade-off with 

other widely adopted architectures such as FCN, DeepLab-LargeFOV and DeconvNet where it was found 

to achieve good segmentation performance. 

Overall, we can comprehend that there is scope of further research on the novel approaches proposed in the 

field of detection of fake images given the very crucial scenario that state of the art models of fake image 

generation exist producing very realistic manipulated images. We have seen major areas of exploration lie 

in the topics of segmentation of fake images in terms of features. Though we have walked through several 

novel approaches in the field of generation and detection of fake images, there are still a lot of open research 

areas to explore and address. 
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Chapter 3: Design and Methodology 

3.1 Methodology 

Big Data has become one of the revered concepts in the realm of Data Science. Although there is no 

universal agreement on the definition of Big Data, it is commonly used to explain sizeable, varied and 

complex data generated from a range of sources requiring cloud applications for processing and analysis. 

In this regard images and videos contributes to data escalation at large scale due to increased access to 

social media. This has developed the need for proper handling of data for the needful implementation.  A 

system capable of abstraction of information and that can automatically produce report has become the need 

of the decade, for aiding appropriate decision making in AI or machine learning based research works and 

organizational projects. Thus, the concept of data mining has immerged that can suitably summarize data 

automatically, derive useful information out of the stored data, and reveal and extrapolate patterns out of it. 

There has come into existence many data mining methodologies that have their own sequential steps and 

phases for facilitating the successful management and completion of Machine Learning and AI based 

project. Some of the prevalent data mining methodologies popularly used to address projects involving 

voluminous data are KDD, CRISP-DM and SEMMA. 

A top-level comparison of KDD and SEMMA stages affirm their equivalence as the Sample stage is 

equivalent to Selection stage, the Explore stage is equivalent to the Pre-Processing stage, the Modify stage 

is equivalent to the Transformation stage, the Model stage is equivalent to the DM and the Assess stage is 

equivalent to the Interpretation or the Evaluation stage. Hence it can be concluded that the five stages of 

SEMMA are the practical implementations of the five stages of the KDD process. Next, it is important to 

compare the KDD stages with that of the CRISP-DM. It is important to notice that the CRISP-DM process 

incorporates the steps that must precede and follow the KDD process. In this case, the busines understanding 

phase is an equivalent to the development of an understanding of the application domain, relevant prior 

knowledge and goals of the end-user, the deployment phase is equivalent to the consolidation by 

incorporating knowledge into the system, the data understanding phase is equivalent to the combination of 

Selection and Pre-Processing, the data preparation phase is equivalent to the Transformation phase, the 

modelling phase is equivalent to the DM, and the evaluation phase is equivalent to the Interpretation or 

Evaluation phases. Based on the comparison presented above, we can conclude that all the said 

methodologies satisfy the KDD method completely or partially and that KDD governs the basis of the 

operations or steps that are being followed, hence KDD was selected for this project. 
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KDD stands for Knowledge Discovery in Database, which is an iterative process that involves multiple 

stages for the abstraction of knowledge and significant information from large databases. Decision support 

extends to nearly all fields, from business to AI projects. The aim of KDD implementations is to provide a 

data-driven rationale for decision making by attributing actions and outcomes. KDD bears the power of 

extracting knowledge and information out of these huge databases to generate pattern out of it. The 

applications of KDD are varied, that includes investigation of customer behaviour, perform market analysis, 

fraudulent activity detection etc. KDD being an iterative process enables return to the previous stages 

whenever necessary for making necessary modifications to the parameters and decisions. KDD is meant 

for a wide range of audience, so it is highly popular amongst people of various domains. The users of the 

KDD can be broadly classified into two major categories - the data owner who has extensive knowledge of 

the data and the KDD engineer who has the knowledge regarding the selection and application of the 

algorithms. 

 

The KDD process can be classified into eight different stages which are stated below: 

 

• Problem specification. 

• Resourcing. 

• Data cleansing. 

• Pre-processing. 

• Data mining. 

• Results. 

• Interpretation. 

• Exploitation 
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Figure 3: The KDD Stages 

1. Problem Specification: The objective of this stage is to use all the loosely defined ideas that are associated 

with the project proposal for the construction of a well-defined specification for a business problem. It 

involves stages like identification of the project tasks, identification of the availability of the data, and the 

identification of the software and hardware requirements. This stage helps in determining the feasibility of 

the KDD problem. The very first stage of this phase is to provide input. This stage consists of a collection 

of loosely defined ideas and suggestions that encourages the instantiation of the project. The basic concept 

is to develop ideas covering the area of practical application - the addressed problem that needs to be 

investigated, the various equipment and resources available for the mitigating the problem. Then, the quality 

management documentation is done, where the enterprise includes provision of assurance to their customers 

regarding the quality standard maintenance. This phase has a list of required resources including cost, time, 

personnel, hardware and software, the high and the low level task that are followed during the project, the 

preparation phase of the data dictionary, the determination of the measure for the feasibility measure 

determination, and preparation of the document that deals with the quality management. 

DeepFake being a benign phenomenon of the AI is one of the widely discussed and concerning topic of the 

recent time. Owing to its adverse effect on the society, politics and economy it demands for urgent remedy. 

In this regard, most of the research works in the computer vision domain is centered around deepfake to 

introduce advance detection methodologies in detecting hyper-realistic GAN generated images. The aim of 

the research work is to formulate a detection system. Understanding the importance of deepfake detection 

through rigorous literature review on the same, an additional stage is added to the research work. The final 

stage involves segmentaion and localization of the fake images to identify the fake features. The CelebA 

dataset is used for the research work as most of the recent works in the domain have been performed using 
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the same facilitating in setting a benchmark for our model. The project work involves training of deep 

learning models whichs requires high-end GPU for faster training. Thus, Google Colab is used as a platform 

which provides free resources like high-end GPUs (Tesla K80, Tesla T4, Tesla P100), 25GB of RAM and 

a Notebook like interface which comes with pre-installed libraries. 

2.  Resourcing: This stage is based on the information gathered during the specification phase. The decisions 

made regarding the gathering of the resources in the previous stage is utilized here. Data collection in KDD 

mostly involves the collection of the data from multiple data warehouses or data marts. Several data 

transformation procedures are followed for gathering the data in the suitable format to perform the KDD 

project. 

The CelebA 100K dataset is acquired using Kaggle API for the generation of fake face images 

implementing the GANs. For the detection purpose multiple datasets are created which consists of random 

samples of real and fake images from CelebA and GAN generated fake images respectively. 

3. Data Cleaning: The objective of this stage is to clean the gathered data to make it suitable for the KDD 

implementation. It involves lots of processes like dealing with missing values, outliers, errors and unreliable 

data. This stage involves the following steps like handling of the outliers, random sampling, missing value 

and unreliable data handling and balancing of the database including data deletion and duplication. 

Unlike numeric dataset, the image dataset does not stand the chance of containing missing or outlier values 

which needs to be treated for maintaining the data quality. However, the presence of corrupt image is 

checked in the CelebA dataset. 

4. Pre-Processing: In this stage the patterns are derived out of the data and multiple iterations are done to 

make the data finally suitable for the implementation. It helps in extraction of the useful information from 

the data for improvising the performance of the mining algorithms. The steps that are involved in this stage 

are feature construction, feature selection and discretization. It is not necessary that all the steps are followed 

in this stage - which steps are needed to be followed is dependent on what would make the data suitable for 

model implementation.  

Colour image when represented as numeric data the colour values ranges between 0 to 255. Thus, the data 

is normalized to ensure that the distribution of the input parameter, the pixels are similar. 

5. Data Mining: This is the most important stage of all KDD projects where the patterns and knowledge are 

abstracted and derived from the data of the database. There are varied data mining algorithms, where each 

would have its own performance parameters like accuracy, precision etc. Several algorithms can be applied 

on the same dataset to perform multiple tasks. Results from multiple algorithms influence each other for 
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deriving a result. Parameters can be categorized into two variants: the algorithm parameter responsible for 

enforcement of algorithms search space that affects the average performance and the problem parameters 

responsible for managing the alternatives relating to a specific case of a problem. The mining is fit in the 

training part of the database and then it is assessed by the performance of the algorithms and the selected 

parameters. If the result obtained is not up to the mark the model is re-run. This involves the alteration of 

the parameters at the very first place, which changes the solution to the problem, if still the result is not 

satisfactory then the parameters are reverted and the model is re-run again to evaluate the result. Sometimes 

this is achieved by compromising the required accuracy or by using more complex rules in the algorithms. 

The research work has been performed in three phases: generation and detection of deepfake images 

followed by localization of the reconstructed images. The fake face images are generated using the 

DCGAN, WGAN, LSGAN and DRAGAN by running 50, 100 and 150 epochs for each architecture. In the 

detection phase the classification between real and fake images is performed using the VGG-16 and 

InceptionV3 CNN architectures. Here, modification in the input layers of the CNN architectures is done in 

accordance with the classification task. Further, segmentation and localization of the doctored images are 

performed using the proposed Segment-based CNN architecture. 

6. Evaluation of Results: There are several ways for the evaluation of the results obtained by the model. 

The method that is chosen are determined in the data-mining stage and the performance is determined in 

this stage by selecting the evaluating parameters, and the comparison of results are done based on that. One 

of the most prevalent ways of evaluation is evaluating against the testing database. The model is trained 

using the training database and tested using a testing database. When satisfactory results are obtained using 

the testing dataset, then the next stage is reached. There are various reasons for the reduction in the quality 

of the result obtained. Sometimes it is a result of overfitting of the model or underfitting it. This situation 

can be corrected by altering the parameters. Apart from this, the suitability of the application area is judged. 

Application areas using the abstracted information to determine the important decisions would take a very 

specific approach. Rules that are justifiable are taken into consideration and if the results are not meeting 

the desired requirement, the plan would be needed to be updated accordingly. 

The performance of the four GANs used in the generation of fake face images is assessed with the help of 

the loss function. The evaluation matrices used for the detection task are the model accuracies of the CNN 

architectures (VGG16 and InceptionV3) and AUC-ROC curves of the same. 

There are several loss functions used to train the generator and discriminator of the GAN models. The 

discriminator loss, minimax GAN loss, Non-saturating GAN loss, least square GAN loss and the 

Wasserstein loss are the popularly used loss function. The discriminator loss aims at maximization of the 
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probability of the real and fake images which is primarily used for binary classification task. However, 

minimization of binary cross entropy or the log loss function is one of the novel approaches. The cross 

entropy is limited by the vanishing gradient problem. This addressed by the least square GAN loss. It 

assigns large penalty for large error resulting in equivalent correction. The Wasserstein loss involves 

scoring the generated images relative to the real images through calculating the probability distribution 

between the two. 

Model accuracy also referred as Classification accuracy is the ratio of number of true positives and the total 

number of predictions for the input samples. Mathematically, 

𝐶𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑢𝑒 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠 

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛 
                              Eq (1) 

Moreover, the classification accuracy is used as one of the evaluation matrices because it is more 

appropriate for instances where the equal sample size is taken from each class. Another widely used 

evaluation matric for the classification task is the area under the ROC curve or the AUC. AUC can be 

explained as the concurrence probability. 

7.Result Interpretation: Analyzing and interpreting the results is a phase requiring extensive evaluation 

carried out by experts in the domain. Most part of this is carried out using various software tools by KDD 

engineers using their understanding and knowledge of the project. The key criterion for discovered 

knowledge is to convince the experts in the domain who can explain the findings using their much deeper 

knowledge of the problem area. In order to understand anomalies, behaviours that vary significantly from 

the domain expert's experience should be carefully analyzed. An error during the part of the KDD process 

would be the most likely reason for these differences, often in the stages of data cleaning and pre-

processing. These phases are when several major transformations occur in the database, which are time 

consuming and laborious to verify by eye. In rare cases, however, the differences can indicate essential 

information about the application areas which the domain experts have not fully understood. The major 

outcome from the interpretation phase is a collection of patterns that represent knowledge verified and 

warranted by domain experts. Often enough, domain experts can explain patterns forecasting certain results 

when it is presented to them but would not generally have been able to look at that particular pattern because 

of the vast number from which to choose from. With the aim of exploiting this information, the discovered 

knowledge can then be summed up and illustrated in a suitable form that can be presented to the higher 

management. 

In the interpretation phase the evaluation matrices are justified by its resulting values for respective models. 

The loss function is plotted graphically to assess the performance of the GANs used in the research work. 
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At the initial training phase, the loss values are expected to be relatively high as the model is in the learning 

phase. However, with increase in the number of training epochs the loss functions show a significant 

decreasing trend signifies the GAN models are successfully generating hyper-realistic images that is 

difference between the real and fake images are minimized. In the detection experiments if the AUC value 

is 0.50 it signifies that the classification model does not have discriminating power. AUC values greater 

than 0.50 signifies that the model is sensitive to classification task and less than 0.50 shows high false 

positive rate. 

8.Result Exploitation: The final step of the KDD process includes the exploitation of the knowledge 

discovered from the previous stages. Until now, the findings of the data mining phase have been extensively 

analyzed and validated per domain experts in great detail. Thus, the knowledge is now considered to be of 

high quality, true and relevant for the field of application. The total objective is to maximize the return on 

investment in the project, which helps to justify the undertaking of this project or any future KDD projects, 

apart from any additional benefits. Exploitation incorporates the outcomes and results into the work 

environment which will be beneficial for the organization if put into good use. Any changes introduced 

within the company can entail a significant transformation in the day-to-day working activities, and hence 

carefully planning the integration process is important. Trying to implement the changes may include 

an expense to the organization, which should have been taken into account when initially assessing the 

project's viability. But it is also very common to carry out KDD projects while not exploiting the results to 

their full potential. 

Performing comparative studies of the model accuracies of the pre-trained CNN architecture with the 

proposed Segment-based model to detect the GAN generated fake face images it can be extended for 

detection of deepfake in videos. 

3.2 Design Specification 

The proposed project has been divided into three stages - generation, detection and segmentation. In the 

generation phase four popular GANs have been used, namely, DCGAN, DRAGAN, LSGAN, WGAN to 

reconstruct fake faces. These models are trained using the CelebA Dataset. Using this, a dataset containing 

both real and fake faces is created. This generated dataset is used in the Detection and the Segmentation 

phases. 

The classification task is performed in the detection phase with different CNNs like VGG 16 and 

InceptionV3 from where a comparison study was conducted with respect to the model Accuracy and AUC 

to assess how well the model can distinguish between fake and real images. In the following segmentation 
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localization of the fake features in the fake face images the proposed Segment-based model is employed 

and a comparative analysis is carried out with the pre-trained CNNs to assess the performance of the same. 

This entire process has been implemented using the Google Colab platform because of their free access to 

high performing GPUs on which deep learning models can be trained at high speeds.   

 

Figure 4: Stages of Implementation  

3.2.1 Generation  

GANs have shown impressive generative results in duplicating the real images. The model comprises of 

two networks simultaneously competing against each other: Generator and Discriminator. The generator 

is responsible for the generation of conceivable data, which acts as the negative training for the 

discriminator part. This is essentially performed through dimensionality reduction performed by the 

encoder. The discriminator then learns to distinguish between the fake and the real images, by penalizing 

the generator for creating the inconceivable results through mapping the latent object on the reconstructed 

observation. The generator apprehends the distribution of real data. On the contrary, the discriminator aims 

at approximating the sample distribution. The performance of a GAN model is assessed through the loss 

function specifically the Jensen-Shannon to measure the divergence between the two probability 

distributions [19]. The loss function compels the decoder or the discriminator to learn the latent features for 

the purpose of image reconstruction. The phase of the research work that involves generation of fake face 

images where a neural network is fed with the dataset consisting of original faces facilitating the 

reconstruction of generated faces through the implementation of the popular GAN architectures like 

DCGAN, DRAGAN, LSGAN and WGAN.  
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Figure 5: The GAN architecture for deepfake detection 

DCGAN 

DCGAN is achieved through three fundamental modifications in the architecture of the traditional GANs. 

[17] Firstly, the strided convolution of discriminator and the fractional-strided convolutions of generator 

replaced the max pooling layer conventionally used for down-sampling. In DCGAN, the dense 

convolutional layers are eliminated. The purpose of eliminating the fully connected layers in deep 

architectures is to overcome the challenge of convergence due to global average pooling. Furthermore, to 

stabilize the learning rates, batch normalization is implemented to scale the inputs with mean 0 and variance 

1 (standard normal distribution). However, this is not implemented to the output and input layers of 

generator and discriminator respectively to prevent sample fluctuations and instability in the model. In the 

generator ReLU, activation function is used which facilitated in accelerated model train on coving the entire 

spectrum of the training distribution. To enhance the performance for high resolution model training, the 

discriminator is augmented with the LeakyReLU. 

WGAN 

WGAN is an extension of the conventional GAN providing an alternative to train the generator network in 

estimating the sample distribution of the training dataset. Furthermore, it modifies the discriminator to score 

the fakeness and realness of the generated image instead of the classification task. WGAN uses the 

Wasserstein distance which can be explained as the minimum cost of transferring the mass in order to alter 

a data distribution. The formulation of the value function of WGAN is based on Kantorovich-Rubinstein 

duality [21] which apparently correlates with the quality of the generated sample. The discriminator also 

referred to as a critic in the WGAN bounds the weights in a compact space by imposing the Lipschitz 
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constraint. WGAN is less dependent on the architecture of the model and selection of hyperparameter 

resulting in a relative stable model. 

LSGAN 

The conventional GAN utilizes binary cross entropy to perform the classification task by the discriminator. 

However, this leads to the vanishing gradient problem. Thus, to aid the problem LSGAN[20] was 

formulated which replaces the cross entropy with the least square loss function in the discriminator. 

Additionally, minimization of Pearson 𝜘2 divergence is resulted due to minimization of the value function. 

DRAGAN 

In most of the practical instances, due to the non-convexity of the game objective function the neural 

network is posed with the problem of convergence. Annealed gradient descent used to address the issue 

converges to a potentially bad local minima under specific condition. This motivated the algorithm of 

DRAGAN in [22] which involves regularization of the discriminator. 

3.2.1.1 Data Source and Description 

This research work demands for substantial number of face images to train the implemented GAN 

architectures.  The dataset used for the purpose is the CelebFaces Attributes (CelebA) created by the 

Multimedia laboratory of The Chinese University, Hong Kong[34]. The dataset is primarily employed for 

editing, generation of fake face images, detection, localization of facial parts and recognition. Kaggle API 

is used to import the dataset in the Colab environment. The dataset is a large-scale repository of celebrity 

images. Here, the dataset is used to train the GANs for reconstruction of faces and fake faces. 

3.2.1.2 Implementation 

In this research work, four different types of GANS: DC GAN, LSGAN, WGAN and DRAGAN has been 

implemented, the architecture of which has been obtained from four different research papers. Google 

Colab has been used as it gives access to many high-end GPUs, thus resulting in lower computational cost 

and time. Google drive has been mounted in Google Colab, so that code and results can be retrieved in the 

future for training and testing purposes. This mounting is done to cope with the volatile nature of the 

environment. The datasets that are used for the implementation, are of huge volume. Thus, every time 

downloading such high volumes of data while conducting this experiment is cumbersome. So, to mitigate 

this problem, instead of directly using the code from the source, Kaggle API has been used for importing 

the datasets. Each of the 4 GANs are trained in three stages by running 50, 100 and 150 epochs respectively 

which results in the generation of three datasets in three stages. Every dataset consists of 50,000 images 
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generated through each GAN. Thus, 2,00,000 images per dataset has been generated. This is done to 

validate that with the improvement in the quality of the reconstructed image through increasing the number 

of epochs run, the detection accuracy is challenged. The sample images are generated, the checkpoints are 

saved, and the performance is measured in form of generation and discriminative loss. The loss function of 

all the trained models are visualized using TensorBoard. 

3.2.2 Detection 

Recent studies have shown several CNN has high performance accuracy in detecting deepfake generated 

by GANs. The detection of reconstructed face images is performed using the widely used two CNN 

architectures namely VGG-16 and InceptionV3. The architectures have illustrated significant classification 

accuracy when trained on the ImageNet dataset to classify 1000 different `categories. The architectures are 

feed with dataset comprising of real images obtained from CelebA 100K dataset and the fake face images 

reconstructed from the GANs used in the generation phase. The image dimensions of the ImageNet and 

CelebA dataset are different thus the input layer is discarded from the conventional architecture and 

replaced with a new layer which is compatible with the CelebA dataset. Additionally, the output layer is 

replaced in the modified layer as in this research work binary classification is performed unlike the research 

work using the ImageNet data. 

 

Figure 6: The CNN architecture for deepfake detection 

The modified architecture is compatible to take coloured images of dimension 128 x128 pixel. In the 

following rescaling layer, the image data is normalized on the scale of 0 to 1. The rescaled images are fed 

into the base models (VGG16 and InceptionV3). The output of the base model is then passed through a 

global average pooling layer where the average value of each features is computed to feed the dense layer. 
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The dense layer consists of single node as here binary classification task is performed to eliminate the 

inclusion of the activation functions like softmax which is generally used for classification task. 

VGG-16 

VGG-16 is a convolution neural net (CNN) architecture that was used to win the 2014 ILSVR (Imagenet) 

competition. It is regarded to be one of the best architectures of vision models to date. The most 

extraordinary thing about VGG16 is that instead of making many hyper-parameters, they are designed to 

offer 3x3 filter convolution layers with a stride 1 but always uses the same stride 2 padding and maxpool 

layer of 2x2 filter. This arrangement of convolution and max pool layers in the entire architecture follows 

consistently. Ultimately it has two FC (fully connected layers) followed by a softmax for the output. The 

16 in VGG16 refers to having a weight of 16 layers. This network is a very broad network which has around 

138 million parameters approximately. 

Inception V3 

Google's InceptionV3 is the third edition of a series of Deep Learning Convolutional Architectures. 

InceptionV3 was trained using a dataset of 1,000 classes from the original ImageNet dataset, which was 

trained with over 1 million training images. The Tensorflow version has 1,001 classes due to an extra 

"background" class which is not included in the original ImageNet. InceptionV3 was trained for the 

ImageNet Large Visual Recognition Challenge where it placed to be the first runner up. 

3.2.2.1 Dataset Description 

The dataset used to train the three CNN architectures consists of real and fake face images obtained from 

CelebA and GANs (DCGAN, LSGAN, WGAN and DRAGAN) respectively. To train each of the CNN on 

respective GANs 12 datasets taking random 20,000 real images from CelebA and 20,000 images from each 

GANs trained for 50,100 and 150 epochs, respectively. 

3.2.2.2 Implementation 

For testing the detection capability of each of the CNN based classifiers (VGG 16 and Inception V3), 12 

datasets are created. Each of the 12 set of datasets consists of 20,000 randomly selected images from the 

original dataset CelebA and 20,000 randomly selected fake images that are generated from each of the 4 

GANS- DCGAN, LSGAN, WGAN and DRAGAN for 50, 100 and 150 epochs respectively. Every 

classifier (VGG-16 and InceptionV3) are trained on each of the 12 datasets created, resulting in 24 

experiments.  The two performance metrices used to draw a comparison between the three CNN based 

classifier are model accuracy and AUC. 
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3.2.3 Segmentation and Localization 

The proposed method, Segment-based model employs a novel method of slicing the images into four 

quadrants for the detection purpose. The designed convolutional neural network detects the subtle features 

in each of the quadrants. The architecture is based on the MesoNet used for feature extract. The experiment 

is performed in two phases:1) MesoNet based feature extraction and 2) Segmentation of latent features. In 

this research, the laten features of the images are segmented into four quadrants of equal size and each 

quadrant are feed into the Segment CNN. This method facilitates the model to learn the localized fake 

features. Analyzing the local features, the block labels the same as real or fake. 

 

Figure 7: The proposed CNN architecture. 

MesoNet: 

For forgery detection MesoNet is used with a simple design of CNN. The detection ability of Mesonet is 

highly efficient even though it uses only 27,977 parameters for training. Mesonet can be used even without 

a powerful computer for study. 

 

Figure 8:Segment CNN 
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For the proposed model, the input image dimension is 128 × 128 × 3. A Tensor of width 64 × 64 and 

depth of 16 is obtained after MesoNet based feature extraction. The following step involves segmentation 

of the Tensor into four quadrants of width 32 × 32 and depth of 16. Each of the segmented quadrants are 

feed into the Segment CNN where the final softmax layer computes the probability of a label being real or 

fake. (refer to the appendix) 

The proposed method replaces the conventional architecture used in VGG and ResNet to reduce the number 

of training parameters effectively. After every convolutional neural layer, rectifying linear units and layer 

to perform batch normalization is added. To enhance the classification accuracy the fully connected layer 

is substituted by global average pooling layer.  

3.2.3.1 Dataset Description 

To train the proposed CNN architecture dataset is created with images obtained from the CelebA and GANs 

(DCGAN, DRAGAN, LSGAN and WGAN) trained for 150 epochs. The dataset consists of 40,000 real 

images taken from the CelebA and 40,000 fake images contributed from each of the four GANs trained for 

150 epochs. 

3.2.3.2 Implementation 

The detection scheme is divided into two stages. The first stage involves feature extraction using MesoNet. 

In the second stage the extracted features are divided into four equal blocks. Each of the blocks are used to 

train the CNN model. The label of the image as real or fake is determined through hard voting process. The 

accuracy is enhanced through combining the full image and the segmented image. The proposed model is 

trained for 200 epochs. 
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Chapter 4: Results, Evaluation and Discussion 

4.1 Generation 

The four GANs used to generate the fake images are DCGAN, DRAGAN, LASGAN and WGAN. For the 

comparison between the generation and discrimination loss the DCGAN, DRAGAN, LSGAN and WGAN 

uses the binary cross entropy, binary entropy paired with gradient penalty, mean square error and reduced 

mean paired with gradient penalty as the loss functions respectively. Each of the GANs are trained for 50, 

100 and 150 epochs. The resulting discriminator graph, generation graph and sample of five images for 

respective GANs are shown below. The loss function graphs are represented by the y-axis as the loss values 

and the x-axis as the steps. 

Epochs 50 

DCGAN 

  
DRAGAN 

  
LSGAN 
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WGAN 

  
Figure 9: Discriminator graph (left) and generator graph (right) for respective GANs 

DCGAN 

 
DRAGAN 

 
LSGAN 

 
WGAN 

 
Figure 10: Samples of five images generated by respective GANs in 50 epochs. 
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The GAN models are trained for 50 epochs each. Here, it is observed that the generator and the discriminator 

are fairly coherent except for the DCGAN. Moreover, the loss curves for the DRAGAN and LSGAN have 

attained stability at the initial training phase. However, the resulting image samples of the fake faces have 

blurriness and prominent edges. From the above figure, we can see that DCGAN, LSGAN and WGAN 

have not been able to generate completely constructed faces. Not just that, we also notice that the 

background of these images has not formed yet. A significant difference is observed in the images generated 

by DRAGAN. Compared to the other three GANs, DRAGAN’s images are better constructed and even the 

image backgrounds have started to take form.  

Epochs 100 

1. DCGAN 

  

DRAGAN 

  

LSGAN 
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WGAN 

  
Figure 11:  Discriminator graph (left) and generator graph (right) for respective GANs 

 

DCGAN 

 
DRAGAN 

 
LSGAN 

 
WGAN 

 
Figure 12: Samples of five images generated by respective GANs in 50 epochs. 
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Here the models are trained for 100 epochs. Here we observe similar behavior of the models in the loss 

function graphs as seen for training the models for 50 epochs. There is significant oscillation is the loss 

curve. After training the models for 100 epochs for most of the GANs the faces in the images have begun 

to reconstruct. However, edges in the images are still significant and the backgrounds are yet to be 

constructed. Thus, the models are trained for few more epochs to aiming to generate realistic fake faces. 

Epochs 150 

3. DCGAN 

  
DRAGAN 

  
LSGAN 

  
WGAN 

 
 

Figure 13: Discriminator graph (left) and generator graph (right) for respective GANs 
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DCGAN 

 
DRAGAN 

 
LSGAN 

 
WGAN 

 
Figure 14: Samples of five images generated by respective GANs in 50 epochs. 

At 150th epoch it is observed that the faces generated are significantly clear for all the models trained. The 

edges in the images are smoothed out. However, the backgrounds are not distinct enough. 

Now, these generated images at three stages are sampled to create the dataset to perform the detection task. 

At every stage 50,000 images are sampled from each of the GANs. 

4.2 Detection 

The detection of the deepfake images are performed employing the popularly used CNN architectures: 

VGG16 and InceptionV3. The architects are evaluated through Classification accuracy and the AUC values. 

In three stages the architectures are evaluated performing the experiments using sampled image data from 
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respective four GANs trained for 50, 100 and 150 epochs. The detection architectures are trained for 5 

epochs each on the respective datasets. 

GANS (50 epochs) 
VGG-16 INCEPTION 

Accuracy AUC Accuracy AUC 

DCGAN 0.9988 1.0000 0.9980 1.0000 

DRAGAN 0.9978 0.9990 0.9981 0.9998 

LSGAN 0.9993 1.0000 0.9992 0.9998 

WGAN 0.9992 0.9998 0.9990 1.0000 
Table 1: Detection performance on the data sampled from the images generated after running 50 epochs. 

GANS (100 epochs) 
VGG-16 INCEPTION 

Accuracy AUC Accuracy AUC 

DCGAN 0.9978 0.9997 0.9993 1.0000 

DRAGAN 0.9913 0.9998 0.9990 1.0000 

LSGAN 0.9992 1.0000 0.9973 1.0000 

WGAN 0.9997 1.0000 0.9985 1.0000 
Table 2: Detection performance on the data sampled from the images generated after running 100 epochs. 

GANS (150 epochs) 
VGG-16 INCEPTION 

Accuracy AUC Accuracy AUC 

DCGAN 0.9998 1.0000 0.9983 1.0000 

DRAGAN 0.9990 0.9998 0.9975 1.0000 

LSGAN 0.9924 0.9991 0.9961 1.0000 

WGAN 0.9993 0.9999 0.9983 1.0000 
Table 3: Detection performance on the data sampled from the images generated after running 150 epochs. 

Here, from the above tables it is observed that the CNN architectures have consistently performed the 

detection of deepfake images with high model accuracy. Training the GAN models for 50 and 100 epochs 

the fake face images had noticeable edges and distortions. The face structures were not significantly distinct 

for most of the GANs until the 50th epoch, whereas post 100 epochs of training the faces were distinct from 

the background. Thus, it is expected for the detection architectures to result in high accuracy when trained 

on the sampled dataset generated through GANs trained for 50 and 100 epochs respectively due to presence 

of significant noise in the generated images. However, the CNN architectures have consistently illustrated 

high performance value when trained on the sampled dataset generated through GANs trained for 150 

epochs which resulted in nearly close to realistic fake images. Thus, through iterative evaluation of the 

performance matrices it can be concluded that the hypothesis stating, the CNNs have high performance 

accuracy in deepfake detection holds true. 
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4.3 Segmentation 

The proposed Segment-based CNN model is trained for 200 epochs to perform the detection of deepfake 

images through segmentation and localization of fake face features. The model is trained with 33,000 

parameters. To evaluate the performance of the CNN, model accuracy is computed at every epoch. The 

accuracy values of the last 50 epochs is plotted for the training and the validation datasets with the x-axis 

as the number of epochs and the y-axis as the accuracy value per epoch. From the plotted graph it is observed 

that the model accuracy has consistently increased over the training period. Moreover, at the last few epochs 

it is observed that the gap between the training and the validation curve is significantly minimised. Thus, it 

can be said that the model illustrated good fit with accuracy value of approximately 96%. 

 

Figure 15: Accuracy values of Segment-based CNN in last 50 epochs 
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The sample dataset is provided where the images are labelled as “real” or “fake” by the proposed model 

through hard voting process based on feature extraction, segmentation and localization. 

 

 

Figure 16: Detection sample using Segment-based CNN model 

 

4.4 Discussion 

The proposed model (Segment-based CNN) has 33,048 trainable parameters. The model was trained for 

200 epochs. Each epoch required approximately 40 seconds of training time. The overall training time is 

significantly less than the popularly used pre-trained CNN architectures like VGG16, InceptionV3 and 

others. However, the model accuracy of the Segment-based CNN is in parity with the pre-trained models.  
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Chapter 5: Conclusion 

With the advancement of technology in the multimedia domain, various malicious activities have emerged 

as a detrimental aspect of it, like misuse of forged images and videos in various fields like politics and 

entertainment. This advancement has made real and fake images almost indistinguishable, thus leading to 

various research works in this genre. The most frequently coined term ‘deepfake’ bears the potential of 

generating hyper realistic images. This research work revolves around the detection and localization of fake 

images generated by the menace, GAN. This is performed in three stages: 1) Generation of fake face images 

using the popular GANs namely DCGAN, WGAN, LSGAN and DRAGAN. 2) Employing two state-of-

the-art CNNs - VGG 16 and InceptionV3 to detect forged images for validating the hypothesis that CNN 

based architectures show high performance accuracy (approx. 99%) in classifying between real and fake 

images. 3) Comparative analysis between the pre-trained CNN architectures (VGG 16 and InceptionV3) 

and the proposed Segment-based detection model. The proposed Segment-based CNN model has the 

potential of detecting fake and real images, with significant lesser number of parameters and the model 

accuracy in parity with the pre-trained model is achieved in much lesser time. However, our model is trained 

to detect GAN generated images created by DCGAN, LSGAN, WGAN and DRAGAN, but has not yet 

proven its success in detecting images generated by more powerful GANs like StyleGAN and PGGAN. It 

is an interesting thing to see that the technology responsible for the generation of the fake images is also 

used in the detection of the same hence proving that science and technological advancements are both a 

boon and a bane. 

It has been observed that the CNN based model has successfully detected the fake images generated by 

DCGAN, LSGAN, WGAN and DRAGAN with an accuracy of 96 percent. However, there remains a scope 

in the future to train the model with other deepfake datasets like DeepFaceLab, FaceForensics++ and 

Face2face dataset and develop its potential to distinguish accurately fake images generated by more 

advanced GANs. Also, the model should be able to detect the fake images out of videos. 
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Appendix 

 

 

Proposed CNN architecture (Segment-based Model) 


