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ABSTRACT
Face recognition is the most reliable security measure in smartphones. Face masks make face
detection more challenging. In most countries the wearing of facial masks is mandatory on
public transport and in public areas to prevent the spread of Covid-19. In smartphone
security, facial detection and authorization is a recent measure implemented along with
fingerprints, passwords, and pins. This research aims to identify the person while the face is
covered with a facial mask with only eyes and forehead being exposed. Four transfer learning
object detection models namely YOLOv3, YOLOv4, YOLOv3 tiny, and YOLOv4 tiny have been
implemented in identifying the masked and unmasked faces. The YOLO V3 object detection
model is the best performing model with a detection time of 0.015 seconds, F1 score of 0.85
and mAP score of 0.88. Further, fast, and accurate masked face detection suitable for
deployment on a smartphone hardware architecture is demonstrated on a webcam.
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1 Introduction
1.1 Business Problem
Smartphones play a dynamic role in our daily life, the human dependency on smartphones is
increasing every day. Smartphones are the only easy and reliable machines used for the dayto-day essential tasks like text message communications, emailing, media storage, documents
storage and bank transactions. Hence, securing the sensitive information stored in the phone
becomes an important need. Face unlock is the simplest and widely used security measure
among three other measures (security-pin, alphanumeric password, and fingerprint) in the
smartphone security system.
The novel Coronavirus outbreak in the early stage of the year 2020 has adversely impacted
the face detection systems in everywhere. The recognition of the owners faces in the
smartphones have become challenging. The mandatory face masks in public areas is the
reason for this problem. The Apple phones’ facial recognition in digital payments like
ApplePay the owner’s face authentication is carried down, with the face mask being covered
this payment process becomes crucial. Hence, there is a huge demand for the facial
recognition with the face masks covering most of the features of the owner’s face in the
smartphone.

1.2 Research Problem
The smartphone security system at present faces a difficulty in person identification in facial
detection due to facial masks worn to prevent the spread of coronavirus. The existing system
in the smartphone security do not effectively identify the face covered with the face masks.
As the face masks poses obstacle in identifying the face with more than 60 percent of the face
being covered.
Research Question: What is the effectiveness (speed and accuracy) of YOLO Object Detectors
to recognise human faces with facemasks?
Aim: Identify the user’s face accurately with face masks in smartphone security system.
Objective: To implement and compare the object detection transfer learning models – YOLO
V3, YOLO V4, YOLO V3 Tiny, and YOLO V4 Tiny in facial recognition of masked faces using the
comparison technique of mean Average Precision.
Hypothesis: In Smartphone’s facial recognition security system, with the visibility of at least
eyes and forehead, facial recognition can be precise using YOLO object detection models.
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1.3 Scope
The scope of this research is to effectively develop a face recognition model to accurately
identify the person wearing the face mask and analyse and compare the results of the four
object detection algorithms.

1.4 Limitations
To effectively identify user’s face, the eyelids and forehead must be at least visible even with
face mask covering the remaining portion of the user’s face.
To train the YOLO deep learning model a GPU computing machine is recommended for faster
processing, which is expensive than the conventional CPU.

1.5 Dissertation Roadmap
The aim of this research is achieved through the below following roadmap,

Introduction

•The introduction section on a higher level discusses
about the existing Business and research problem, scope
of the research and its limitations.

Literature review

•The section reviews about the existing research
published on the similar field and examines the concepts,
methods and limitations in the research.

Methodology

•This research is performed implementing CRISP DM
methodology. The section gives the in depth explanation
about all 6 phases of the CRISP DM methodology.

Analysis

•This section shows the comparision of the performance
of each of the algorithms used in this research without
arriving to the conclusion.

Discussion
Conclusion

•Discussion analyses and compares the results of all the
algorithms used in this research.

•The review of the findings of the research is discussed in
this chapter and the conclusion is made.

Figure 1.1 – Dissertation Road map
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2 Literature Review
The global pandemic caused due to the coronavirus outbreak in the year 2020 resulted in
mandatory face coverings in public areas. Multiple researches on identification of masked and
non-masked person, body temperature scanners, social distancing analysis were carried
down to ease the efforts of community help services. With number of researches in computer
vision focusing on discrimination of masked and non-masked faces and facial emotion
recognition (I. A. Adeyanju., 2015), the research on recognizing a person’s identity with face
mask worn is not been performed, since it is challenging to identify a face with most part of
the face being covered by a face mask. Below are the research journals referenced to achieve
the aim of this research.

(Gayatri Deore., 2016), the paper discusses about identifying the masked persons in a video
surveillance camera. The approach of HOG (Histogram of gradients) is used to detect the
person, when the person is detected, and the face is not detected the algorithm would
conclude that the person is wearing a face mask. This research was useful in understanding
the analogy used to build the model to identify the masked face.

(M. S. Ejaz., 2019), in this research data augmentation process is applied on masked and nonmasked face images to enlarge the dataset images for reliability and efficiency. This approach
Three approaches consisting of Facial region detection, Multitask Cascaded Convolutional
Neural Network (MTCNN) for occluded face detection, Google FaceNet embedding for facial
features extraction.

(R. Girshick., 2014), a new simple and scalable algorithm was introduced which provides the
improved mAP results. The algorithm was termed R-CNN, which is combined region wise
proposals with CNN model, followed by fine tuning of domain-specific object detection.

Figure 2.1 Object detection system R-CNN
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Figure (2.1) shows the rich hierarchy image feature extraction by the R-CNN algorithm. The
R-CNN object detection consists of three modules, which generates region proposals, extracts
feature vector from the regions and set of class specific linear SVMs. This method of
recognition using region specific extraction inspired the current research to extract the
features of the masked face.

(H. Li., 2015) A cascade neural network for face detection. The aim of the research is to
identify the human face in the given image. The research shows the model which learns from
the image dataset instead of handcrafted network features. Hence the detection is much
faster than the model-based and exemplar-based detection systems. The cascade includes 6
convolutional neural networks among which 3 networks perform faces and non-faces binary
classification and 3 CNNs used for bounding box adjustment.

Figure 2.2 – Face detection example of cascade neural network

(Leonardo Ramos., 2020) Advancement in technology has led the face detection models
perform more precious and accurate. However, the challenge for real-time face detection lies
in the speed of detection. This paper discussion on improving the speed of face detection.
The architecture SWIFTFACE used in this research is based on tiny-YOLO model, that is
specially devised to focus on face detection, maintaining its accuracy but improving its speed.
SwiftFace is designed by 18 layers as against the tiny-YOLOs 23. This modified model is
designed to double the dimension of the input. The improved model was tested against the
benchmarks to compare the performance. YOLOv4 and tiny-YOLOv4 were the direct
competitors. SwiftFace outperformed while detecting the face against its YOLOv4
counterparts. SwiftFace can be put on the top-line after comparing the accuracy where both
the models performed similarly. SwiftFace is a lighter face detection model that perform 30%
faster than the new object detection models. With this advantage the model can be used in
real-time application improving the performances. The research further insists on carryforward these results to other top-end models as RetinaNet, OpenFace and FaceNet.
11
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(Mingjie et al., 2020) This research proposes the idea of face mask recognition, practically
which can be implemented in preventing the transmission of infectious disease like COVID19. RetinaFaceMask uses feature pyramid network to fuse high-level semantic information
with multiple feature maps. In this research the object detection network uses ResNet as
general feature extractor made of CNN. FPN is applied as neck to this model which enhance
the feature map. Finally, SSD is used as head end which stands as classifier or predictor.
Transfer learning method is adapted due to the limited size of available dataset. To improve
the detection performance of face mask the research implements context attention module
which can obtain different receptive fields from the same feature map. The original context
module does not consider the face or the mask separately into account. To achieve this, an
attention module is cascaded which can focus on face and mask features. The results conclude
effectiveness of using these methods. Transfer Learning has improved the model
performance by 4% along with providing the learnings from similar task. Attention
Mechanism has proved by concentrating on the useful features by extracting face and mask.
ResNet being the backbone component along with Imagenet pretrain can archive 10%
compared to the others. The use of different methodology to improve the model
performance is the main metric in this research.

(Dweepna et al., 2018) This paper mainly focuses on improving the accuracy of face detection
using the deep learning models. YOLO - one of the deep learning library is implemented to
achieve the purpose. A comparative study of resource utilisation by the traditional method
and the modern method is performed to analyse the better performer. Here a convolutional
neural net of 7-layers is used along with max pooling layers. The research results concluded
that high configuration GPU is required for processing huge amount of data. Better results
were obtained based on the number of training. Learning rate depends on the CNN size.
Lower learning rates for a network of size medium to large. This paper makes way for small
and partial face detection.

(Zhenrong et al., 2019) Detecting small faces could be very challenging. This has been
achieved by improving the YOLOv3 where the anchorage box of high average intersection
ration is obtained. Also, it is combined with a niche technology based on k-means algorithm.
Here the improved YOLOv3 is used to convert the detection problem into a regression
problem by combining target classification and detection training by directly regressing the
position and category of the target detection frame in the output layer. This paper discusses
on how the accuracy of detection of dense small-scale faces are improved by changing the
width of the prediction layer from three dimension to four.

(Jia-Yi et al.) Challenges in face detection applied in UAVs are addressed in this paper. An
enhanced model YOLOv3-C which implements multi-scale features from feature pyramid
network and hence improves the sensitivity for tiny target faces. A comparative study of
12
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different detection method concluded that v1 and v2 of YOLO are poor performers in longdistance face detection. It was also observed that the accuracy rate increases with the
increase in the number of iterations, hence the performance of YOLOv3-C is gradually better
than the faster R-CNN. The research also concludes that the YOLOv3-C has better
performance in long-distance when having high variable environment blur and face exposure
along with high-density face detection. The idea of combining the feature map fusion and
feature reorganization resulting in the improved YOLOv3-C algorithm. However, the lower
average precision limits the algorithm by having certain number of missed detections.

(Lin et al., 2020) Detecting the face in a complex environment where it is often blocked or
blurred can be challenging. An adjusted YOLOv3 is applied in this research. This is achieved by
re-clustering the dataset to find the most suitable a priori box. YOLOv3 has the ability of label
rewriting in the face-intensive environment this prevents from not having an optimal
experiment result. In order have a reasonable improvement in complex environment, the
YOLOv3 requires reasonable improvements to specific datasets.

(Alexey et al., 2020) This research walks around on improving the model performance based
on the combing the features practically and justifying the results theoretically. Designing a
CNN that works on GPU for more accuracy and quick reaction can be futuristic by improving
the object detection challenges. The fast neural network in the production system is more
conventional than the low computation volume theoretical indicator (BFLOP). The main
objective is to find the optimal balance between the input network resolution, the number of
convolutional layers and parameter numbers. To increase the receptive field, SPP block is
added over the CSPDarknet53. One important observation is about the model characterized
as best classification accuracy turning out not to be best in the accuracy of detector. The
YOLOv4 resulting because of this operation is located on the Pareto optimality curve
representing its out-performance in-terms of speed and accuracy. The YOLOv4 is operated
and tested over GPUs of Maxwell, Pascal and volta. The detector proposed can be trained and
used on conventional GPU. Wide verity of features can be selected to increase the accuracy
of both classifier and detector.

(Zhenguo Yuan., 2020) This research discusses about reducing the recognition accuracy
caused by facial occlusion by implementing a visual attention mechanism which helps to raise
the accuracy of face detection. Object occlusion would lead to missed detection, and thus the
problem of reduced accuracy caused need to be addressed. The proposed visual attention
mechanism guidance model highlights the visible area of the occulated face thus improves
the face recognition and detection accuracy. Few classical deep-learning algorithms are used
as performance metrics to analyse the performance of the proposed algorithm. Use of
multiscale pyramid pooling layer to capture high-level semantic features along with
perception fusion module by the proposed model has outperformed the DNET. The resolution
of the input image is inversely proportional to the speed of this method. The visual attention
13
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mechanism highlights the occlusion objects visible area and simplify the face detection and
problem of face recognition to a high-level semantic feature detection problem by the
improved analytical network and uses the activation map to predict the scale and the location
of the face. False detection rate of each image can be avoided by additional parameter
setting. The balanced performance achieved by this model, helps it to put use at many
applications.

(Eko at al., 2020) This research proposes a speed improved and relatively good accuracy face
detector model. This is achieved by optimised 9 clusters of anchor boxes of the YOLOv3
framework using K-means clustering. The anchor box was adjusted using K-Mean clustering
and clustered 9 clusters. Performance of anchor-box drop as the size of the object is smaller
than the default anchor box. Anchor face being bigger than the small face would result in
being ignored to be categorized as a face. The research results show the improved YOLOv3
model by the optimized anchor boxes using K-means clustering. The detection accuracy
dramatically drops because the network ignores the smaller objects than anchor boxes size.

(Yanfen at al., 2020) This research is worked on to develop a vision-based system which
detect, identify various objects, and predict the intention of pedestrian. The research also
intended to detect 10 different kinds of objects based on the structure of YOLOv4. A finetuned model to estimate the pose of the pedestrian. The 2-stage method of CNN is changed
to one-stage method. In the object detection phase the structure is optimized based on
YOLOv4 and the complexity of computation is reduced while the accuracy has been increased.
The inference time is improved for the pose estimator. Risk factors such as dynamic and static
objects are identified which then is to identify the vulnerable road users for performing the
safe self-drive. The proposed framework contains one object detection and three object
recognition tasks. The optimized YOLOv4 has less parameters and can achieve faster
processing speed along with high detection accuracy then the original. A separate pipelinebased approach for single-frame and multi-frame-based recognition can be applied in the
future study.

(Chethan et al., 2020) This research approaches for object detection within the video and
image file using the YOLO algorithms v4 and v3 respectively. Dataset with multiple objects
and varying illumination is used for the model training. YOLOv3 uses darknet53 along with
CNN to extract features, predict the class and location of object. Models hyperparameter is
set by batch normalization, Leaky ReLU, Anchors, Batch norm and fixed padding. Non-max
suppression helps to avoid the overlap of bounding boxes by defining n layers of classes for
feature extraction. Detecting multiple objects over video surveillance becomes challenging
depending on the area, timing, and density of the objects. The multiple object detection
algorithm implemented in this research is suitable for traffic and surveillance application.
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(Sergio et al., 2020) This research addresses the delay in public transport caused due to
mismanaged commuter details. Proposed solution utilises the real-time data from standard
video camera to understand the number of passengers which aid in analysis of site usage,
safety, and surveillance. Research conducted for the 300+ sequence images show that the
YOLOv3 outperforms the all the other algorithms. The generalization capabilities of the
algorithms still have limitations even though the data-driven approaches have produced great
results. Future works required to be concentrated on use of spatio-temporal cues rather than
the present uni-directional approach.

(Zhibin at al., 2020) This research concentrates on to improve the techniques involved in
flower identification using computer vision. The architecture of this network has utilized
CSPdarknet53 which combines CSPNet and darknet53. This design has enhanced the
reasoning process that were a limitation from the previous research. Integrating gradient
changes using CSPnet into the feature map has ensured the accuracy and the learning ability
of the CNN. The DIoU loss function helps to minimize the normalized distance between target
frame and the anchor frame. It also helps achieve faster convergence speed with more
accuracy and faster with inclusion of the target box. The Mish activation function used in this
research is replaced for Leaky Relu, which has a small constant leak of information. A modified
SAM attention mechanism has been used. This utilises the space wise attention rather that
the pointwise attention. This state-of-art flower recognition method has proven to be
considerate. Some limitations suffered here is due to the non-integration of the complete
algorithm into the final application.

With the study of the research in this section, it is evident that YOLO object detection model
has been a more efficient and swifter object detector tool than any other existing tools. Also,
the YOLO object detector models have only been implemented for pre trained object
detection and custom object detection; hence this research would focus on the effectiveness
of the YOLO object detector in facial recognition. The introduction of facial mask in the
research will help understand more on the ability of facial recognition by YOLO object
detector. Based on the exploratory analysis of the research writings, this research would be
an experimental try on identifying the ability of the four of the YOLO object detection models
namely YOLO v3, YOLO v4, YOLO v3 tiny, and YOLO v4 tiny, to recognise human face with a
face covering.
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3 Methodology
The research is constructed under the framework of CRISP DM methodology. The Cross
Industry Framework for Data mining is the standard and structured systematic approach for
data mining research development. CRISP DM is the most popular and useful approach to
solve the data analytics issues in business.
The CRISP DM framework is constructed by 6 phases, namely Business understanding, Data
understanding, Data preparation, Modelling, Evaluation and Deployment. Each of the phases
pose important role in their own way. The Business understanding and Data understanding
phases play the crucial role in the entire framework. As the data itself is the building blocks
of the project and hence the research can be performed based on the level of understanding
of the business requirements and the data available.
This research – ‘Facial recognition of masked faces’ follows the CRISP DM methodology’s all
six phases’ steps and procedures. The overview of all the phases for this project is mentioned
below,

I.

Business understanding involves the smartphone industry’s existing problem which is
the difficulty posed by the mobile phone security system for face recognition of the
owner with face mask being worn. This phase also includes the understanding the
objectives of the business and the plan to execute these objectives.

II.

Data Understanding includes the exploration of the vast data which is being used for
the model building. The data in this research is the images of the users’ faces. A
customised dataset of 6 users’ facial data is created for this research.

III.

In the third phase, Data Preparation, the raw image data is labelled which is
compatible to the YOLO object detection algorithm. Each image file is associated with
a text file of the same name of the image file which contains the height, width, x and
y co-ordinates of the bounding box of the user’s face.

IV.

Modelling phase entails the effective model construction. In this research a multi
layered neural network is constructed by training the YOLO object detection model by
face image dataset. A custom face dataset of six users is prepared.

V.

In the Evaluation phase, four models namely YOLO V3, YOLO V4, YOLO V3 tiny, and
YOLO V4 tiny used in this research will be analysed and the best model to identify the
masked faces will be chosen for next phase.

VI.

Deployment phase uses the best model from the evaluation phase and will be used
to identify the user’s face with or without face mask worn.
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The Figure represents the cycle of the phases of CRISP DM methodology.

Figure 3.1 Framework of CRISP DM Methodology.

On a higher level, the tasks done in each phase will be explained in brief below. The separate
chapters explain in detail regarding to each phase.

3.1 Business Understanding
It is the most important part of the project, where an analyst needs to understand the
business’ existing problem and its requirement. This phase is common in most of the problemsolving frameworks. Along with the problem understanding and objectives of the business,
the plan of the project must also be developed in this phase. A commercial cell-phone
company is the business for this research. And the research problem is the requirement of
‘Facial recognition in smartphone security system with face mask’. The data associated with
the business needs to be reviewed and understood by the analyst along with the business
objectives. Hence there is the two-way linkage between Data understanding and business
understanding.
The current business’ problem states that ‘The smartphone security system must authorise
the user’s face with face mask’. With the support of literature review the best model will be
evaluated among the transfer learning models and will be for the application in the
deployment phase.

3.2 Data Understanding
The data is the building block of any project, and hence the precise knowledge of the data is
much needed before the model building. The dataset of this project consists of images of 6
17
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users’ face data. Each user face data consists of equal number of masked and non-masked
face images. Training set and test set are created in similar manner.
Since the aim of the project is to identify the individual user wearing a face mask, there is no
proficient image dataset which includes faces of individuals with facemasks and their identity.
Hence the need of creating a customised dataset arises. Therefore, a new dataset has been
created with the labelling specific for the YOLO neural networks. The dataset used for the
research will contain 6 different users’ face data. Each person’s clear face and masked face
will be used to train the model. Thereby the model would learn the person’s identity both
with and without face mask.
Details of the dataset is given below:
a)
b)
c)
d)
e)
f)
g)

Number of persons’ face data: 6
Number of masked faces of each user (training set): 200
Number of non-masked faces of each user (training set): 200
Number of masked faces of each user (testing set): 100
Number of non-masked faces of each user (testing set): 100
Number of faces in training set: 2400
Number of faces in testing set: 1200

3.3 Data Preparation
In the phase of data preparation, the data needs to be planned and fed to the algorithms used
in the next phase. In this research, the images of facial data of the users is the typical dataset
which needs to be prepared to pass to the machine learning models which are to be used in
the modelling phase.
As mentioned, a new custom dataset is created for this research, since there is no data
segregated with respect to person identity with respect to face masks. The YOLO (you only
look once) algorithm used in this research reads the images which are labelled with respect
to its own type.
Where each image will be associated with a label file of same name as of the image file, but
with .txt extension. Example: ‘image1.jpg’ will be associated with the label file called
‘image1.txt’.
Labelling of each image was performed using LabelImg tool, obtained through GitHub,
developed by a Russian developer Tzutalin.

3.4 Modelling
This research focusses on developing an effective model which can perform the task of
masked face detection efficiently. You only look once (YOLO), an object detection model
which completely changed the world of computer vision, was developed by Joseph Redmond
18
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in 2015 (GooksForGeeks. 2020), is the model which is most efficient and fastest object
detection model at maximum processing rate of 155 frames per second (Analyticsindiamag.
2020) than any other existing convolutional neural networks (CNNs). The YOLO model
outperforms the other existing detection models for natural images and artwork. However,
the YOLO object detector model was least used to perform research on face recognition and
hence this model was chosen to execute this research.
This model was chosen to explore the abilities of an object detector model to recognise
human faces. Among the several object detector model available in YOLO, the latest YOLO v3
and YOLO v4 were chosen for this research. As the fully convoluted network YOLO v4 was the
latest and yet fastest object detector among the YOLO family at the time of start of the
research and YOLO V3 is the most widely used model among the models of YOLO family.
Hence four models from the YOLO family namely, YOLO v3, YOLO v4, YOLO V3 tiny, and YOLO
V4 tiny were chosen to train and evaluate in this research.
This modelling phase includes the training of four of the YOLO models with the custom
dataset created for face masks. The faster training of neural networks with image data
requires GPU processing. GPUs are the fastest and reliable computing engines with different
architectures, in Deep learning GPUs are mainly used for accelerated processing approach.
Google colab’s free cloud GPU service was used for training in this research. Nvidia’s Tesla P100 GPU server was used for the training.
The process of preparation of custom face mask dataset for modelling is explained in Chapter
4.

3.5 Evaluation
Post training, the results of the models YOLO v3, YOLO v4, YOLO v3 tiny, and YOLO v4 tiny will
be evaluated with respect to training time and testing accuracy using the method of Mean
Average Precision. To test if the results are feasible to move to the next phase. The selection
of the model which meet the business goal and rejection of the model which would not satisfy
the business needs will be performed in this phase. This phase is also linked with business
understanding, as the evaluation review will be based on needs of the business, hence the
model which satisfies the business needs will be chosen.
Mean average precision will be calculated for all four YOLO models along with the test set for
every 1000 iterations of training. The models will be evaluated based on Mean average
precision value.
Accuracy of the object detection is measured based on the Average precision (AP). It is the
most widely used metric for the calculation of effectiveness of an object detection model
(Jonathan-hui. 2018). Then the mean of the Average Precision of all classes is calculated at
the end of total iterations, which is termed as mAP (mean Average Precision).
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Where the Precision is the percentage of the true predictions, and Recall is the measure of
goodness of the true positives. The below equation demonstrates the simple calculation of
Precision, Recall and F1.
The weighted average of precision and recall is called F1 score. The F1 score considers false
negatives and false positives. F1 score is complex to understand than accuracy. F1 is much
useful when we have multiple uneven classes. Below are the derivations of Precision, Recall
and F1 score.

Considering the bounding box of the prediction, the Intersection of Union (IoU) is calculated.
IoU is the measure of overlap between two bounding boxes, which are predicted (Prediction)
and the actual box (Ground truth). The Figure 3.2 shows pictorial representation of calculation
of Intersection of Union (Jonathan-hui. 2018).

Figure 3.2 – Calculation of Intersection of Union (IoU)

Where the AP is calculated to each class and mean of the AP of all the classes is calculated
as mAP and the best performing model will be chosen in this phase.
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3.6 Deployment
The final and equally important phase in the crisp dm model is the Deployment phase.
Execution of the trained weights file real-time on a computer’s webcam will be the
deployment for this research. The expected output from in this phase is to successfully
identify the faces of the people with the bounding box around the person’s face.
A python script with OpenCV and Numpy libraries are used to perform the real-time detection
through webcam. The typical detection will have the person’s name over the bounding box
along with the confidence level. The deployment of this research will be helpful in inculcating
it in the smartphone to recognise and authenticate the user, which can be developed in
future.
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4 Dataset for Masked Faces
The goal of this project is specific to the identification of masked faces. The expected result is
bound to perform the identification of an individual who is wearing a face covering. Several
existing datasets relatable to this project of human faces are either focused on segregation of
masked and non-masked faces or segregated faces with respect to a person’s identity. But
this project needs combination of ‘masked and non-masked faces’ and the person’s identity.
Hence the need of creation of a new dataset for this requirement arises. Where the new
custom data set will have the images of masked and non-masked faces labelled with respect
to the people’s name as identity.
Creation of dataset involves the face data of 6 people in this research. A video of around 15
seconds of each user is captured, where the video consists of the user’s looking at four
directions (up, down, left, and right) which capture all features of the face. This action will be
done two times by a user in the video wearing a mask and with clear face.
Once the video is captured, it is processed and converted into multiple images, then the
images are filtered for the required number of images per person, and then the images are
labelled with respect to user’s identity using LabelImg (GitHub. 2020).
LabelImg is a labelling tool which is used to label the images to create the custom dataset for
different object detection models.

Figure 4.1 – LabelImg tool Interface

The figure 4.1 illustrates the interface of the tool used for labelling the images in the dataset.
In YOLO labelling, each label creates a text file with the same name that of the image file,
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where text file contains the X and Y co-ordinates of the bounding boxes in the image
associating to the respective class of the bounding box. Example: file image1.jpg will have an
associated label file image1.txt. The text label file contains – integer class number, x_center,
y_center, width, height, like mentioned below.
1 0.716797 0.395833 0.216406 0.147222

Also, for labelling the LabelImg tool must be supported by a class file which contains the list
of all classes to be labelled in the dataset. Figure 4.2 shows the labelling process.

Figure 4.2 – Labelling process

Total of 3600 images were labelled to create the custom dataset. Once the labelling is
complete, the folder is zipped, and the dataset is ready for training. Below image shows the
flow of dataset creation.

Figure 4.3 – Dataset creation

Same procedure of Video creation, image conversion, labelling and zipping was used for the
creation of testing dataset.
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5 Data Analysis
Understanding the dataset is a crucial step before performing modelling. Data analysis is the
method of fetching important information, conclusion and decision making by the process of
reviewing, cleaning, transforming, and modelling the data. In the field of data mining data
analysis poses on discovery of knowledge for predictive purpose than descriptive purpose.

5.1 Facial Image Data
The dataset of this project consists of images of 6 users’ face data. Each user face data consists
of equal number of masked and non-masked face images. Training set and test set are created
in similar manner.
The aim of the project is to identify the individual user wearing a face mask. There is no
specific image dataset which meets the research goal, which includes faces of individuals with
facemasks and their identity. Therefore, this research needed a customised dataset for facial
recognition. A new dataset has been created with the data labelling specific for the YOLO
neural networks.
The dataset used for the research will contain 6 different users’ face data. Each person’s clear
face and masked face will be used to train the model. Thereby the model would learn the
person’s identity both with and without face mask.
Number of classes: In YOLO object detection, a class means the category of an object. Number
of class refers to the total number of objects used in the model for developing the neural
weights. For this research 6 people are used for model training.

Class 0: Adarsh

Class 1: Channa

Class 2: Ramesh

24

MSc in Data Analytics, 2020-21

Class 3: Rashmi

Adarsh Desai

Class 4: Smruti

Class 5: Anusha

Figure 5.1 – Class name and Class numbers used in modelling

The object name of each person will be the person’s name. Hence, the bounding box around
the person’s face will be displayed by the name of the person in the results.

Figure 5.2 – The YOLO bounding box predicting the persons face

The bounding box in the prediction displays name of the person with confidence level in the
shown image.

5.2 Exploratory Data Analysis
The EDA (Exploratory Data Analysis) is performed to analyse and understand the colour
combination and characteristics of the image data before being modelled with any algorithm.
Below are the several EDA steps performed to analyse an example image used in this research
to observe the basic properties of the image.
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Importing the image: Importing the image to the python script using imageio and matplotlib
libraries. And display the imported image in the X-Y pixel scale.
Shape and Dimension of the image: Display Shape of the Image, Height, width, and
dimension of the imported image. Where shape of the image displays the pixel length, width,
and number of colour dimensions the image is composed of in the format of - (length, width,
dimension).

Type of the image : <class 'imageio.core.util.Array'>
Shape of the image : (554, 416, 3)
Image Hight 554
Image Width 416
Dimension of Image 3
Figure 5.3 – Shape and dimension of the image

Exploring RGB values in the image: View of each channel of RGB layers in the sample image.
An image composed of multiple colours can be explored and extracted with three layers called
RGB (Red, Blue, Green) layers and two channels called grey and alpha.

Figure 5.4 – RGB channels of the sample image
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Smaller the tiles are, the smoother the images form, each pixel colour is formed by the
combination of these three colour layers namely Red, Green, and Blue. The full intensity of
these three colours means they are 255, and if the entire image is clear white then it is 0. As
each number value is an 8-bit number, the values range from 0 – 255. Which means each pixel
value can have 256 different intensity values. Hence, the analysis of these three layers is
important before moving to modelling.
RGB for a Specific pixel: The intensity of RGB in a precise pixel of the given image can be
identified. The below output shows the RGB combination of a pixel in 100 th Row and 50th
column in the given image.
Value of only R channel 97
Value of only G channel 117
Value of only B channel 116

Splitting Each layer: Since it is understood that each pixel is represented by three integers, it
is possible to split the image into separate colour sections by taking the correct slice of the
image array using the NumPy library.

Figure 5.5 – RGB layer split of the sample image
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6 Modelling and Discussion
This section discusses about the existing convolutional neural networks for image processing,
evaluation, and Results of the YOLO models implemented in the research and identify the
best performing object detector YOLO model for masked and non-masked face recognition.

6.1 Neural Networks
In deep learning, the algorithms are built in a structure of the human brain’s neural network
called artificial neural networks. Deep learning is a subset of machine learning which in turn
is the subset of artificial intelligence, artificial intelligence is a technology that enables a
machine to mimic the human behavioural intelligence, machine learning is a technique which
achieve predictions through algorithms by trained data, finally, deep learning is a technique
constructed based on the human brain architecture. For a Machine learning to distinguish
between the two objects, several feature data need to be entered as input, whereas the Deep
learning’s artificial neural network will simply learn the features of the objects by itself
without human intervention. The higher accuracy is possible with deep learning with huge
amount of data; hence the volume of data needs to be higher for the deep learning algorithm
to predict effectively. Deep learning is the most efficient way to solve problems associated
with unstructured data. Natural language processing is the most popular field researched
under deep learning technique.
The field of Artificial intelligence have been significant in bridging the gap between machines
capabilities and human capabilities of performing a task. The purpose of artificial intelligence
is to enable the machines to look at the world like humans, thereby reducing human effort
and leading for better business. Recommendation systems, natural language processing,
Image processing, video recognition, are some of the variety tasks achievable by Artificial
Intelligence. In Deep learning the Convolutional Neural Networks have advanced in the field
of computer vision.

Figure 6.1 – A Convolution neural network sequence classifying handwritten digits

28

MSc in Data Analytics, 2020-21

Adarsh Desai

The architecture is of a CNN is analogous, which is designed like the connections of neurons
of the human brain. In the figure 6.1, the image viewed at the initial layer goes through the
convolutional pooling via various layers. A 28 x 28 x 1 image is convolved into 24 x 24 x 1, and
max pooled to 12 x 12 x 1, and so on to arrive to lowest possible vector matrix. The vector
matrix is a flattened image of the original image portion. This flattened image is fed to the
fully connected neural network. The above figure shows the grey scale image recognition
which is the simplest neural network recognition.

6.2 Transfer learning models
Deep learning is the most efficient way to solve problems associated with unstructured data,
Natural language processing is the most popular field researched under deep learning
technique.
Deep learning arises with few limitations, which are:
Huge unstructured data is required for deep learning model to learn rather than small volume
of data; Deep learning needs higher computational machines like GPU to perform training
process since the training process takes hours together of time to complete even on high
performing machines; High training time, since the training time is related to amount of data
and number of layers in the neural network.
One major limitation that would affect this research, is the time taken for training, to
overcome this limitation of training time, the technique of transfer learning is used.

Figure 6.2 – Transfer learning technique for specific task

For instance, transfer learning models come with the pre trained neural network weights
which has already learned from image dataset and can perform recognition readily which can
be further trained or transferred with specific image dataset. Specifically Transfer learning are
efficient in image recognition and Natural language processing. Transfer learning helps in
picking the model which was trained for a specific task and used to train that model for a
different task.
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Advantage of transfer learning is that the models need less training data, it is easier to debug
the code, and the predictions by the model are generalised well.
In this research the model is pretrained with the person’s face, and the face mask is
introduced to the model to recognise the person wearing a face mask.
Among the various existing transfer learning models, YOLO object detection technique was
chosen for this research.

6.3 The YOLO object detector
You Only Look Once (YOLO) is a real time object detection system which processes the
detection in a faster rate than any other object detection models, developed by Joseph
Redmon (Pjreddie.). The YOLO is run on Darknet, which is a neural network framework used
as a backbone for training and testing the computer vision models. The YOLO models scales
an image by applying locations, and high scoring region will be considered as a detection
among other regions. Yolo models are advantageous over models based on classification.
Unlike R-CNN models which needs thousands of network evaluation for a single image, Yolo
models performs predictions with a single network evaluation. This technique makes YOLO
extremely fast, where the developers claim that it is 1000x faster than R-CNN and 100x faster
than Fast R-CNN.

Figure 6.3 – YOLO bounding box with dimension and location prediction

This technique helps the model to simultaneously perform the detection with multiple
bounding boxes along with the class probabilities for the bounding boxes (Medium. 2018).
This hassle-free fast detection type paves way for the future innovation in the field of
computer vision.
Four of the latest YOLO models are used in this research. Each model’s training time and
evaluation will be discussed further sections.
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6.4 Model Results
The training time, evaluation time and mean average precision (mAP) for all four yolo models
are accessed in this section. Training of all four models is performed by plotting the mAP
percentage with respect to specific iteration checkpoints. According to the YOLO’s
documentation (arXiv. 2020), each model needs to learn at maximum of 2000 iterations per
class.
As there are 6 classes (6 user faces) for detection in this research, each model must be trained
for at max of 12000 iterations.
Each model creates an output chart file which plots both mAP percentage and the average
loss in agraph with x-axis indicating number of training iterations and y-axis indicating average
loss percentage.
While training at every 100th iteration a weights file is created. A weights file is a binary
convolutional network file which is created by the model. A corresponding pre-trained weight
is used to develop a custom weight file by the model through training. After final iteration the
model will have three weight file, namely, best.weights, last.weights, and final.weights.
Among which the best.weights is always chosen to perform prediction as it is associated with
the higher map percentage during the iterations.

✓
✓
✓
✓
✓
✓

Cloud service - Google Colaboratory
Server used - Tesla P100 16GB
Training images - 2400
Testing images - 1200
Number of classes - 6 (0 to 5)
Output files - chart.png (graph plot of mAP and Average loss); Weights files (Best
weights file, last weights file and final weights file)
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6.4.1 YOLO V3
YOLO models are constructed by convolutional layers. YOLO v3 is originally constructed by 53
convolutional layers which are called Darknet-53. For performing detection, the original
architecture is loaded by the 53 more convolutional layers, summing to 106 layers of
architecture for YOLO v3, where detections are made at three layers (82, 94 and 106). The
networks input consists of four parameters (number of images, width, height, RGB value). At
three different scales and three different network places the YOLO v3 performs detection.
Where detections are performed at network 82, 94 and 106 and downsampling (spatial
resolution reduction) of the input image takes place at layers 8, 16 and 32, respectively.

Figure 6.4 – YOLO V3 training (chart.png)
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mAP calculation for YOLO V3:
calculation mAP (mean average precision)...
Detection layer: 82 - type = 28
Detection layer: 94 - type = 28
Detection layer: 106 - type = 28
1200
detections_count = 1990, unique_truth_count = 1204
class_id = 0, name = Adarsh, ap = 82.40%
(TP
class_id = 1, name = Channa, ap = 100.00%
(TP
class_id = 2, name = Ramesh, ap = 99.50%
(TP
class_id = 3, name = Rashmi, ap = 49.73%
(TP
class_id = 4, name = Smruti, ap = 99.49%
(TP
class_id = 5, name = Anusha, ap = 99.01%
(TP

=
=
=
=
=
=

63, FP = 14)
200, FP = 0)
200, FP = 0)
179, FP = 197)
197, FP = 1)
200, FP = 0)

for conf_thresh = 0.25, precision = 0.83, recall = 0.86, F1-score = 0.85
for conf_thresh = 0.25, TP = 1039, FP = 212, FN = 165, average IoU = 68.47
%
IoU threshold = 50 %, used Area-Under-Curve for each unique Recall
mean average precision (mAP@0.50) = 0.883560, or 88.36 %
Total Detection Time: 18 Seconds
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6.4.2 YOLO V4
The YOLO V4 is the much agile and stable version than the YOLO V3. It can predict up to 9000
classes. To make design detector more suitable for single GPU the additional designs and
improvements are implemented in YOLO V4 the authors modified existing methods to make
the design suitable for efficient training and effective detection, optimal hyper-parameters
were selected for genetic algorithms, and new data augmentation method was introduced
(ArXiv. 2020). The backbone architecture is made of three parts, namely: Bag of Freebies, Bag
of Specials, and CSPDarkNet53 (BecomingHuman. 2020).

Figure 6.5 – YOLO V4 training (chart.png)
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mAP calculation for YOLO V4:

calculation mAP (mean average precision)...
Detection layer: 139 - type = 28
Detection layer: 150 - type = 28
Detection layer: 161 - type = 28
300
detections_count = 8782840, unique_truth_count = 301
class_id = 0, name = Adarsh, ap = 100.00%
(TP = 35,
class_id = 1, name = Channa, ap = 100.00%
(TP = 48,
class_id = 2, name = Ramesh, ap = 100.00%
(TP = 49,
class_id = 3, name = Rashmi, ap = 89.42%
(TP = 49,
class_id = 4, name = Smruti, ap = 100.00%
(TP = 32,
class_id = 5, name = Anusha, ap = 98.04%
(TP = 50,

FP
FP
FP
FP
FP
FP

=
=
=
=
=
=

1)
2)
15)
14)
18)
0)

for conf_thresh = 0.25, precision = 0.84, recall = 0.87, F1-score = 0.86
for conf_thresh = 0.25, TP = 263, FP = 50, FN = 38, average IoU = 71.15 %
IoU threshold = 50 %, used Area-Under-Curve for each unique Recall
mean average precision (mAP@0.50) = 0.979098, or 97.91 %
Total Detection Time: 14465 Seconds
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6.4.3 YOLO V3 Tiny
The state of ate detection systems like YOLO V3 and YOLO V4 are built to perform detection
on complex objects which are inefficient in identifying the small target objects. As a result,
these models would fail to run on portable devices like mobile phones or embedded systems
due to high processing requirement. Hence the need of tiny sub-versions of these models
arises.
The YOLO V3 model with the reduced amount of convolutional layer is called YOLO V3 tiny.
Hence the running speed of YOLO V3 tiny is approximately 443% faster than YOLO V3 (P.
Adarsh. 2020).

Figure 6.6 – YOLO V3-tiny training (chart.png)
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mAP calculation for YOLO V3 tiny:
calculation mAP (mean average precision)...
Detection layer: 16 - type = 28
Detection layer: 23 - type = 28
1200
detections_count = 3925, unique_truth_count = 1204
class_id = 0, name = Adarsh, ap = 60.04%
(TP
class_id = 1, name = Channa, ap = 93.16%
(TP
class_id = 2, name = Ramesh, ap = 96.31%
(TP
class_id = 3, name = Rashmi, ap = 69.29%
(TP
class_id = 4, name = Smruti, ap = 95.49%
(TP
class_id = 5, name = Anusha, ap = 99.01%
(TP

=
=
=
=
=
=

50, FP = 0)
120, FP = 4)
175, FP = 11)
193, FP = 240)
115, FP = 2)
200, FP = 2)

for conf_thresh = 0.25, precision = 0.77, recall = 0.71, F1-score = 0.74
for conf_thresh = 0.25, TP = 853, FP = 259, FN = 351, average IoU = 55.83
%
IoU threshold = 50 %, used Area-Under-Curve for each unique Recall
mean average precision (mAP@0.50) = 0.855493, or 85.55 %
Total Detection Time: 11 Seconds
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6.4.4 YOLO V4 Tiny
The tiny version of the YOLO V4 is introduced for lightning-fast training and much faster
detection. This model will be remarkably useful if the available computing resource is limited
for both research and deployment. The Architecture of YOLO V4 tiny is the simpler version of
YOLO V4, which uses 37 layers of neural network to perform detection. The experimental
results show that this model is 8 times faster than YOLO V4 in detection.

Figure 6.7 – YOLO V4-tiny training (chart.png)
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mAP Calculation for YOLO V4 tiny:
calculation mAP (mean average precision)...
Detection layer: 30 - type = 28
Detection layer: 37 - type = 28
1200
detections_count = 3702, unique_truth_count = 1204
class_id = 0, name = Adarsh, ap = 15.49%
(TP
class_id = 1, name = Channa, ap = 99.72%
(TP
class_id = 2, name = Ramesh, ap = 98.93%
(TP
class_id = 3, name = Rashmi, ap = 38.98%
(TP
class_id = 4, name = Smruti, ap = 98.00%
(TP
class_id = 5, name = Anusha, ap = 99.01%
(TP

=
=
=
=
=
=

0, FP =
161, FP
194, FP
173, FP
173, FP
199, FP

0)
= 1)
= 1)
= 279)
= 7)
= 0)

for conf_thresh = 0.25, precision = 0.76, recall = 0.75, F1-score = 0.75
for conf_thresh = 0.25, TP = 900, FP = 288, FN = 304, average IoU = 57.10
%
IoU threshold = 50 %, used Area-Under-Curve for each unique Recall
mean average precision (mAP@0.50) = 0.750227, or 75.02 %
Total Detection Time: 11 Seconds

6.5 Evaluation
The below table shows the result of all 4 models with respect to testing.

YOLO V3
YOLO V4
YOLO V3 TINY
YOLO V4 TINY

Precision

Recall

F1-score

0.83
0.84
0.77
0.76

0.86
0.87
0.71
0.75

0.85
0.86
0.74
0.75

Averaage
IoU
%
68.47
71.15
55.83
57.10

mAP
%
88.36
97.91
85.55
75.02

Time taken
for detection
(seconds)
18
14,465
11
11

Table 6.1 – Evaluation Results of YOLO models

From the results, below are the key observations:
➢ YOLO V3 and V4 Tiny models are the fastest object detectors with 11 seconds to read
1200 image files.
➢ With the F1-score of 0.85, YOLO V3 appears to be the second best among all four
models to perform accurate detection.
➢ The scores of mean Average Precision (mAP) – 88.36% and Average IoU – 68.47% of
YOLO V3 is highest among the other models.
➢ The slowest to perform the detections among all four models is the YOLO V4, with
14,465 seconds.
➢ Though the F1-score – 0.86 and mAP score – 97.91% of YOLO V4 is highest among all
other YOLO models, but the detection time taken by the model is exceptionally high,
which makes the model unfit for deployment.
With the above observations, the YOLO V3 satisfies both criteria of speed and accuracy in
predicting masked and clear faces. Hence YOLO V3 will be chosen to perform deployment.
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6.6 Deployment
Execution of the trained weights file real-time on a computer’s webcam will be the
deployment for this research. The expected output is to successfully identify the faces of the
people with the bounding box around the person’s face. Using OpenCV and NumPy libraries
a python code is developed to perform real-time detection through the computer’s webcam.
The typical detection will display the person’s name along with the percentage of confidence
over the bounding box. The neural weights of YOLO V3 is chosen among all four models to
perform the deployment.
1. Identification of person with mask:

Figure 6.8 – Output 1

2. Identification of person without mask:

Figure 6.9 – Output 2
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3. Identification of two people with mask:

Figure 6.10 – Output 3

4. Identification of two people without mask:

Figure 6.11 – Output 4

The above screenshots demonstrate the output of the real-time face recognition of users with
and without facemasks.

41

MSc in Data Analytics, 2020-21

Adarsh Desai

7 Conclusion
This research aims to find the ability of YOLO object detector models to effectively recognise
the user’s identity. The introduction of face mask is challenging for an object detector to
identify the user. The deployment of this research is aimed towards inculcating this technique
in smartphone security system to overcome the hassle faced by the smartphone security to
authenticate the owner of the phone wearing a face mask. Due to unavailability of a relevant
dataset, a new custom dataset with 6 users’ masked faces and clear faces counting to a total
of 3600 (2400 for training and 1200 for testing) images was prepared for this research.
Experiments performed on 1200 test images over Tesla P100 cloud GPU, showed that the
YOLO V4 model’s detection with F1-score of 0.86 and mean Average Precision of 97.91% was
the highest among other models but the model consumed highest detection time of 14,465
seconds. The tiny versions of YOLO V3 and V4 both were fastest to perform the detection with
11 seconds, but the model lacks in delivering accuracy with average F1-score of 0.74 and 0.75.
YOLO V3 model overcomes the setbacks of time and accuracy faced by the other three
models, with detection time of 18second, F1 score of 0.85 and mAP score of 88.36%. As a
result, the YOLO V3 is considered the best performing model among all 4 models chosen from
YOLO family with fast and accurate masked face detection which is compatible to be deployed
over the lower computing environment of smartphone.

Future Work
With the Discussion, Evaluation and Results from the previous chapters, the further steps to
enhance the effectiveness of the model in the perspective of both coding and application will
be the further modifications and future deployment. As it is distinct from the previous
chapters that the dataset included facial data of each person class both with and without face
coverings, i.e., the dataset of one-person class contained 200 clear face images and 200
masked face images. A method needs to be implemented in modelling and training where the
model must be trained with the dataset which has to have only clear face data and mask must
be an external element to be introduced to the model. By this way, the model becomes
independent of the face covering or any external object which obstructs the clear human face.
The image below shows the plan of the future work of the research.

Figure 7.1 – Training neural network with Facemask introduction
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APPENDICES
This Section explains the contents in the artefacts:

cfg:
•
•
•
•

yolov3-custom.cfg – The config file for training and testing of Yolo V3.
yolov3-tiny-custom.cfg - The config file for training and testing of Yolo V3 tiny.
yolov4-obj.cfg - The config file for training and testing of Yolo V4.
yolov4-tiny-obj.cfg - The config file for training and testing of Yolo V4 tiny.

data:
The directory contains the support files for deployment.
•
•

obj.names – file contains the names of the classes used to train the model (class file).
obj.data – file contains the calss count, path to training set, test set, and backup
directory (data file).

weights:
•
•
•
•

yolov3-custom_best.weights – Trained neural network weights file of YOLO V3.
yolov3-tiny-obj_best.weights – Trained neural network weights file of YOLO V3 tiny.
yolov4-obj_final.weights – Trained neural network weights file of YOLO V4.
yolov4-tiny-obj_best.weights – Trained neural network weights file of YOLO V4 tiny.

Dataset:
•
•
•
•

obj.zip – image dataset for training.
obj_test.zip – image dataset for testing.
conVidtoImg.py – Python script to convert the video to images.
RenameFiles.py – Python script to rename all the image files in a directory.

Deployment Results:
The directory contains the screenshots of the webcam output of the deployment
•
•
•
•

Result1.png – Face recognition of a person with facemask.
Result2.png - Face recognition of a person without facemask.
Result3.png - Face recognition of two persons, one with facemask and other without
facemask.
Result4.png - Face recognition of a person without facemask.
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Result5.png - Face recognition of a person with facemask.
Result6.png - Face recognition of a person without facemask.
Result7.png - Face recognition of two persons with facemasks.
Result8.png - Face recognition of two persons without facemasks.

Python Scripts:
•
•
•
•

EDA_of_Sample_image.ipynb – script to perform EDA on a sample image file.
Training_YOLO_models.ipynb – script to perform training for all four YOLO models.
Evaluating_YOLO_models.ipynb – script to evaluate the weights file (network file)
generated in training.
live_yolo_opencv.py – Script to perform deployment. The script contains path to the
YOLO V3’s trained network file and config files to perform face detections on the
computer’s webcam.

Readme.txt – Explains the artefact’s contents and contains the procedure to perform
Training, Validation and Deployment.
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ABBREVATIONS
CNN - Convolutional neural network
R-CNN - Region based Convolutional neural network
MTCNN - Multitask Cascaded Convolutional Neural Network
YOLO - You only look once
HOG - Histogram of gradients
SVM - Support Vector Machine
NLP - Natural language processing
CRISP DM - Cross industry process for data mining
IoU - Intersection of union
TP - True positive
TN - True negative
FP - False positive
FN - False negative
AP - Average precision
mAP - Mean average precision
GPU - Graphics processing unit
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