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Abstract 

This study evaluated various machine learning (ML) algorithms to predict susceptibility to 

phishing attacks based on prior victimization. The models assessed included Decision Tree 

Classifier, Support Vector Classifier (SVC), Random Forest, XGBoost, and Logistic 

Regression. SVC and Logistic Regression achieved the highest accuracy of 0.86 and an F1 

score of 0.79, making them top performers. Random Forest also showed strong results with an 

accuracy of 0.85 and an F1 score of 0.79, while XGBoost had an accuracy of 0.82 and an F1 

score of 0.79. The Decision Tree Classifier was the least effective, with an accuracy of 0.75 

and an F1 score of 0.76. Feature selection significantly enhanced model performance, and the 

quality and size of the training dataset were crucial. This study concludes that SVC and Logistic 

Regression are the most effective models for predicting phishing susceptibility, offering 

valuable insights for improving cybersecurity measures. 
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Chapter 1: Introduction 

1.1 Background 

In an age when mostly everything is done online, the security of online transactions and 

messages has become critical. Phishing attacks are perhaps most widely known among the 

many cyber threats that users are exposed to. Although they often leverage technical 

vulnerabilities, they are particularly cunning in that they also exploit human psychology. 

Fraudsters commit these attacks by deceiving individuals giving away their financial and 

personal data by faking as trusted people (Alkhalil et al., 2021). Although improvements in 

cybersecurity technologies and the rising level of user awareness have been made, phishing 

nevertheless continues to exist as an important security concern as phishing attacks are more 

sophisticated and easier for attackers to carry out on a large scale. Research has been mainly 

technical and has focused on the demographic characteristics of victims and also, the 

consequences for the individuals such as prior victimization which have not been given a 

prominent position. This distance demonstrates how multidimensional the issue is, and it 

requires more sensitive research, which will reveal how previous cases of phishing influence 

the user's ability to distinguish and protect himself from further attacks (Alabdan, 2020). 

1.2 Significance of the Study 

The significance of this study lies in its focus on a largely unexplored factor in cybersecurity: 

an effect of prior victimization of a person to phishing attack. This understanding is necessary 

from various perspectives (Rastenis et al., 2020). Out of the various things, it is first of all 

which does not support the old myth of being aware and experienced enough to be able to 

identify and avoid phishing attempts. By deriving the fact that prior victims seem more prone 

to future attacks, the latter might be considered a reason for a creation of educational 

interventions that deal with psychological issues, rather than just general awareness. 

The second aspect is that, by identifying the features and behaviours that separate the former 

victims from non-victims in the tern of susceptibility, cybersecurity measures can be more 

precisely made. It could be an impetus for the creation of better machine learning techniques 

and result in more accurate phishing detection tools and customized situations for cyber 

security training (R. Marusenko, Sokolov and V. Buriachok, 2020). 

Besides the outcomes of this research, the policy-making and strategic decisions of the 

organization can also be influenced, and in particular, training programs of the employees and 
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the interior security protocols can be shaped. Through applying the findings of this study, 

organizations can empower their personnel to the point where they are able to resist the various 

social engineering methods in cyberattacks, resulting in stronger cybersecurity stance (Hawa 

Apandi, Sallim and Mohd Sidek, 2020). 

1.3 Research Gap 

Although the vast research on demographic and technical features related to the risk of phishing 

attacks is available, there is a huge gap in the knowledge of the psychological and experiential 

aspects. Additionally, there is a lack of focus in the investigation of prior victimization, which 

has the potential to enhance the risk level (Carroll, Adejobi and Montasari, 2022). Many 

investigations did not make a separate subgroup of victims who are experiencing their first 

encounter and those with previous experiences, therefore, the understanding of how previous 

encounters could make future risk assessment and behaviour different has been ignored 

(Bhardwaj et al., 2021). Therefore, this oversight reduces the effect of existing educational and 

prevention policies that have been implemented, as this study emphasizes the need to focus on 

the prior victimization. 

1.4 Problem Statement 

This research addresses a critical problem discerning, if those who have already become the 

victims of phishing attacks are more likely to fall in the trap again in comparison to those who 

have not gone through such an experience. The existing literature does not pay much attention 

to the role that the history of victimization plays in the future likelihood of victimization, which 

is mostly viewed as a skill that the victims may develop to become more aware. On the one 

hand, it could be that victims that have been breached in the past are basically more vulnerable; 

the consequences of this, though, would be relevant for the design of cybersecurity measures 

and training programs (Desolda et al., 2022). This study will capitalize on filling this gap by 

applying dynamic ML models for the influence of prior victimization on the probability of 

repeatedly falling for phishing scams. 
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1.5 Aim 

The objective of this research is to explore how previous victimization affects an individual's 

vulnerability to phishing attacks, utilizing various machine learning models to identify those 

who are more likely to fall for phishing scams due to their past experiences. 

1.6 Objectives 

• To determine the effectiveness of different ML algorithmic models in forecasting future 

susceptibility to phishing attacks using prior victimization data. 

• To compare the performance metrics of various ML models in identifying individuals 

prone to phishing attacks due to past experiences. 

• To analyse the impact of dataset size and quality, containing previous phishing 

incidents, on the performance of ML models in predicting future susceptibility. 

• To develop a dependable and accurate ML model capable of distinguishing between 

individuals who have previously been victimized by phishing attacks and those who are 

at risk of future attacks. 

1.7 Research question 

• What effect does prior encounter with a phishing attack have on the susceptibility to 

future phishing attacks among individuals? 

• Which ML model provides the highest accuracy in predicting future susceptibility to 

phishing attacks based on prior victimization data? 

• How can a reliable and accurate ML model be constructed to distinguish between 

individuals who have been previously victimized by phishing attacks and those who are 

susceptible to future attacks? 

1.8 Structure of dissertation 

TITLE  DESCRIPTION 

INTRODUCTION Overview of the topic, significance, research gap, aim, and 

objectives. 

LITERATURE REVIEW Detailed analysis of existing research related to phishing, 

victimization, and cybersecurity training. 
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METHODOLOGY Description of the research design, data collection methods, and 

analytical techniques. 

DATA ANALYSIS Presentation and interpretation of the data, identifying trends 

and patterns. 

DISCUSSION Discussion of findings in relation to the literature reviewed. 

CONCLUSIONS AND 

RECOMMENDATIONS 

Summary of findings, limitations of the study, 

recommendations for future research. 
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Chapter 2: Literature Review 

This chapter reviews recent studies on phishing susceptibility and describes the strategies used 

to prevent cyberattacks with a focus on Machine Learning techniques. It will target the main 

issues that lead to vulnerability to phishing and outline gaps in the literature. The themes 

defined in the literature include past phishing experience, behavioural and emotional variables, 

demographic variables, prediction models, AI/ML and phishing, and organizational training. 

The purpose of this chapter is to try to apply ML algorithms like Decision Trees, Random 

Forests, SVM, or similar models to understand how this type of model improves the detection 

and prevention of phishing attacks. The current research with reference to the literature 

presented in this chapter intends to achieve the following: To increase the knowledge of 

awareness and understanding of the current status of phishing researches To explore the 

research gaps that should be addressed in the future to improve cybersecurity knowledge and 

training. 

2.1 Impact of Previous Phishing Encounters on Susceptibility 

The authors Chen, Gaia, and Rao (2020) under their investigation, have shown that the 

frequency of phishing attacks that people experience recently, increases their vulnerability to 

future attacks. The scientists systematically dismantled the correlation between the past 

experiences with phishing and probability of future victimization. They pointed out that the 

difficulties of identifying phishing and the consequences that result from such detection lead 

to whether one is susceptible to phishing or not.  

For instance, consider the situation in which a user has previously been able to detect and avoid 

phishing will be more cautious, however, the repeated failures could lead to frustration or 

resignation, thus increasing the probability of falling victim to phishing. With Decision Trees 

or Random Forests or Support Vector Machines it is possible to construct models which can 

be used for gaining knowledge about past events and potential threats of phishing in the future. 

These models aim at identifying the set of group risk factors and individual risk factors for 

developing such programs. For example, Random Forests can be applied for future phishing 

attacks prediction and SVM for people classification before prevention. Machine learning 

enhances training by automatically updating itself with new information and discovering 

psychological factors that make one more susceptible.  
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2.2 Behavioural and Emotional Influences on Phishing Susceptibility 

Abroshan et al.  (2021) study was mainly intended to highlight the role of emotions and 

behaviours in the attacks. The research outcomes showed that the emotional responses like 

panic and worry were the main reasons for the people to become victims of phishing schemes. 

Criminals often use the same methods, such as making people afraid to do something in a hurry 

or impulsively so that they cannot think clearly. This conclusion underlines the essentiality of 

the cybersecurity defences that do not only involve technical ways but also the strategies that 

take into account the fact that the attackers can manipulate people emotionally and 

psychologically.  Such defences should include training that helps people notice and manage 

the emotional manipulations that phishing attacks usually use. 

2.3 Role of Demographic and Behavioural Factors 

Greitzer et al.  (2021) and Li et al.  (2020) conducted laboratory studies to measure the phishing 

susceptibility that is affected by different factors. The above-mentioned studies altogether point 

out that age, gender are not the only factors that determine a person's susceptibility to phishing 

attacks; the behavioural characteristics, especially impulsivity and security hygiene, of an 

individual play a significant role in predicting the vulnerability to phishing attacks. For 

instance, people with a lower age or without much knowledge of technology might not be able 

to see the fine line between a scam that is usually very complex and clever. Nevertheless, older 

people may be generally more careful than younger generations who are not yet capable of 

distinguishing between genuine and fake messages as they are not that familiar with digital 

culture. Interestingly, these studies reveal that the security wise behaviour such as not updating 

software or clicking links without performing verification are the factors that increase the risk. 

These findings only underscore the need for a tailored cybersecurity training program that is 

adapted to the individual context of each group. 

2.4 Predictive Models and Phishing Victimization 

Stalans et al.  (2023) as well as Chan-Tin et al.  (2023) are the studies that are relevant. (2022) 

have achieved great success in the prediction of phishing victimization, which is based on the 

emotional and cognitive decision styles exclusively. The investigations of researchers in this 

area have shown that emotional reactions and thinking styles also contribute to the high level 

of vulnerability to phishing.  These factors are in addition to the previous victimization. Similar 

to this, people who are high in generalized anxiety might very well react impulsively to 

phishing attacks that are designed to arouse the feeling of urgency. Just like that, the people 
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with a particular cognitive style could miss some vital signs that signify dishonesty or could 

look into every detail of a communication which would result in incorrect evaluations of 

phishing attempts. One of the possible applications of the research outcomes may be the use of 

the findings as a basis for the development of the cybersecurity training programs that are based 

on the psychological features of different user groups and might be customized in accordance 

with their cognitive and emotional profiles. 

2.5 The Role of Machine Learning in AI-Driven Cybersecurity Training 

The development of Artificial Intelligence (AI) in cybersecurity procedures is a topic that is 

changing the way businesses tackle phishing prevention from the old to the new. In the article 

of Ansari et al.  (2022), the authors indicate the future of AI to be the revolutionary factor in 

the development of cybersecurity awareness systems. The systems which are meant for use by 

machines are intended to use the machine learning algorithms so that they can be able to 

respond to phishing attacks faster than the traditional methods. Through the AI's ability to 

identify and learn the new phishing techniques, it will be able to provide real-time, dynamic 

protection that will have the capability to adjust to the ever-evolving cyber threats' 

environment. The ability to keep learning and getting better at a given task is one of the most 

important benefits that AI brings to the table in the war against phishing.  

In fact, Hillman et al.  (2023) point out the meaning and customization of cyber-security 

learning too. The results of the study demonstrate that the possibility of phishing can be 

decreased to a great extent by the development of personalized training courses for the 

organization, which will target its specific difficulties and strengths. A more targeted education 

program that addresses the employee’s positions, online behaviours, and past phishing 

experiences has a higher probability to achieve the desired result than general training. As well, 

the training time should also be taken into consideration.  Frequent updates and reminders 

might be useful in maintaining the high level of vigilance and readiness for the new phishing 

methods. 

2.6 Cybersecurity Awareness and Crime Prevention 

Back and Guerette (2021) concentrate on increasing cybersecurity awareness training as a form 

regarding the level of mitigation against phishing attacks. They posit that training activities that 

include having the participants overlook the problems, being aware of the consequences of a 

failure, and the possibility of identifying malicious activities are essential in fostering the 

security culture. The author is keen to point out that although the study deals with the aspect 
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of participation it does not analyse the problems associated with providing periodic adaptive 

training which is a very time-consuming process and requires a lot of resources.  

That is why the constant updating of security mechanisms is necessary for guaranteeing the 

organization’s security from new methods of phishing and trends in cybercrime but there is no 

information on how such programs should be implemented and how to counter employee 

resistance. AI can be integrated into the cybersecurity awareness training by implementing the 

machine learning algorithm to identify behavioural patterns that can be used for identifying the 

high-risk users and those that should be paid special attention to the training. Decision Trees 

and Support Vector Machines can be trained to predict employees most susceptible to phishing 

based on their surfing behaviours and attendance records.  

The machine learning for automation of the updates process ensures that the content is always 

updated, and the reinforcement learning algorithms can be used to differentiate the training for 

each employee depending on the results and feedback. This approach is effective in solving 

resource constraints by emphasizing efficient delivery of training and improvement of overall 

efficiency. Future research using machine learning can develop more accurate models for 

defining adaptive cybersecurity training and its use in resource-scarce organizations with 

‘unwilling’ members. Future works should include the follow-up of the participants for longer 

periods to assess whether the training provided is capable of keeping them safe from phishing 

attacks in the long run. 

2.7 Comprehensive Reviews on Phishing Susceptibility Factors 

In their comprehensive articles from 2021 and 2022, Tornblad et al.  and Rebovich and Byrne 

explore in detail the factors that influence phishing susceptibility. Such profound assessments 

show that the causal variables spanning from psychological traits like trust and risk perception 

to technical skills and previous cybersecurity experiences are quite diverse. Tornblad et al.  

(2021) summarize the different predictors identified in different studies ranging from 

demographic factors, personal traits, and behavioural patterns, which when considered put an 

individual at risk of falling victim to phishing. Rebovich and Byrne (2022) focused on this 

issue by examining the multifaceted interplay of these factors in cybersecurity at various levels. 

This means that the most effective strategy is the one that is comprehensive to curb phishing 

attacks. Such reviews show the way that in cybersecurity training, other methods must be used 

that will be able to consider the different factors that the youth are concerned about. 
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2.8 Machine Learning for Personalized Training and Prevention Strategies  

Shappie et al. (2019) and Ribeiro et al. (2023) observe that both conscientiousness and 

openness should be considered in the context of cybersecurity training. There is a need for 

training that is designed to meet individual’s needs but there is a lack of guidance on how such 

training should be practically implemented and how it should be maintained in the long run. 

Hillman et al. (2023) posit that training should be regular and must be aligned with the working 

schedules of the employees. They highlight the importance of context-dependent and time-

sensitive training but do not consider constraints of resources and potential employee 

opposition. ML can be applied to personalize training according to risk and behavioural factors. 

ML can also be used to identify high-risk individuals and customize training resources. Future 

works have to be aimed at the development of cost-effective training models using sustainable 

machine-learning paradigms. By using the machine learning approach, the training programs 

can be made more interactive and time-saving, as well as reduce the number of phishing cases. 

2.9 Experimental Approaches to Understanding Phishing with Machine 

Learning 

Phishing vulnerability research has been very important in the knowledge gained in the factors 

that make people vulnerable to phishing attacks. Greitzer et al. (2021) and Li et al. (2020) 

specifically highlight that the propensity to this phenomenon is rooted in competencies, 

behaviours, and attributes. These include lack of control and security such as for example weak 

password policies and failure to install security updates. But experiments use samples taken 

from idealized environments in test tubes and other laboratory equipment that is far removed 

from reality. This limitation means that the experimental results have to be tested in real-world 

cases. These experimental methods can be further improved by employing machine learning to 

find behavioural and technical predictors of the heightened risk of falling for phishing. There 

are algorithms like Random Forests and Support Vector Machines that can be utilized to search 

for connections in vast amounts of data. Moreover, reinforcement learning can imitate real 

situations and improve the model several times. Machine learning for long-term research and 

field experiments will help verify the results and improve the efficiency and applicability of 

cybersecurity programs. The machine learning will assist the researchers to identify the 

weaknesses that are vulnerable to the phishing processes and also to discover interventions that 

are real life applicable. 
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2.10 The Evolution of Phishing Threats and Defences 

The fact that technology keeps changing at the same pace also makes the criminals' methods 

more sophisticated and complicated, including phishing attacks that are difficult to recognize. 

Abroshan et al.   (2021) mention that phishing is becoming more personalized where hackers 

are using emotional and psychological manipulation to take advantage of human behaviour. 

The study, however, highlighted the need for cybersecurity defences that are based on human 

psychology in addition to technical solutions.  This is a crucial aspect, which may play a vital 

role in the overall cybersecurity defence. For example, the appearance of a message that 

purports to be an emergency mail from an organization that people trust can cause them to 

panic and override their rational reasoning in favour of complying with the attacker’s request 

thereby increasing the rate of compliance.  

The study proposed developing coping strategies to make people survive through 

psychological triggers. This could be achieved by running training programs that could be 

simulated in a safe environment where the individuals can experience the emotional and 

psychological stress associated with phishing scams without having to be exposed to them in 

reality. This practical learning is an excellent way for a person to learn and identify the scams 

that phishers use so that the victims would be less likely to be drawn into them. 

2.11 Machine Learning in Phishing Defense 

The application of ML in the creation of detection systems against phishing is one of the latest 

technology development boosts that can be used to enhance cybersecurity. Ansari et al. (2022) 

claimed that the application of ML-based systems has led to the increased efficiency of 

phishing identification and mitigation due to the superior data analysis and pattern recognition 

capabilities compared to what humans can handle. These ML systems are built with the 

intention of learning from every interaction and increasing their accuracy over time. Studies 

have also demonstrated that ML can offer adaptive security and personalized education. But 

they do not offer detailed instruction for applying ML in various types of organizations or 

handling resource limitations. The cost and future sustainability of ML-based security systems 

must also be addressed by developing low-cost and environmentally friendly substitutes. Some 

gaps in the literature need to be filled in the future, such as how the problems of ML-based 

systems in different organizational settings can be overcome and how these systems can be 

made sustainable in the long term. This includes the provision of cheap systems for installation 

and maintenance as well as the training of personnel on how to use and control ML systems. 
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However, further longitudinal studies should be conducted to determine whether the reduction 

in phishing vulnerability after the introduction of ML-based protection continues in the long 

run. Such closing of gaps will enable the development of ML-based cybersecurity tools that 

are more suitable for addressing phishing threats and supporting ongoing security. 

 

2.12 The Impact of Organizational Training on Phishing Awareness 

The efficiency of phishing awareness training among organizations is a key point of the 

research conducted by Hillman, Harel, and Toch (2023). Their work is aimed at unveiling the 

multi-faceted factors that determine the efficacy of such training programs. They enumerate a 

number of important factors that have a lot to do with the effectiveness of the training sessions, 

i.e.  the timing of training sessions, the personalization of the material to the audience and the 

relevance of the material to the employees' daily work and the possible threats they might 

encounter.  

 The effectiveness of the training programs is based on the frequency of sessions; the sessions 

that are too far apart can lead to a poorer recall of the required skills to distinguish and avoid 

phishing attempts. Periodical training is a key tactic that should be timely in consideration of 

new techniques of phishing and should help in maintaining the efficiency of the employees' 

skills. To this end, the effect of these sessions on the employees is significantly escalated when 

the training schedule is strategically designed to precede periods of high risk, such as holiday 

seasons and tax periods, when phishing attacks often escalate.  

 Personalization of training content is also another significant issue. A training program that is 

not taking into account the specific roles of employees and the dangers that they are highly 

likely to face will just make them disengaged or without addressing the threats they are most 

at risk. Hillman, Harel, and Toch (2023) advice that training modules should be made specific 

to the department, job function, and the knowledge levels of the employees. This tailoring of 

the training makes it more relevant and exciting, which in turn, increases the chance of learning 

principles being retained and applied.  
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 The validity of the content of training is crucial. In order to be effective, training programs 

should be based on actual phishing situations that mirror what employees might encounter in 

their particular work environment. Through use of examples that closely resemble real risks 

employees face, organizations can substantially increase the practical use of the training 

content, making employees able to better understand and respond to modern phishing 

techniques. 

 

Research Methodology 

3.1 Research Design 

The research is quantitative, which uses a cross-sectional survey design, to explore the effect 

of prior victimization on people's vulnerability to phishing scams. The cross-sectional design 

is chosen in light of the fact that it has the ability to efficiently collect data from a broad 

population at a single point in time and, therefore, gives an immediate picture of the current 

situation at different segments. This is especially useful for the purposes of the study since it 

allows for more detailed study of a wide range of influencing factors, such as historical 

victimization, demographic details and an individual's perception of future risk of attack. 

A cross-sectional approach makes it possible to assess and estimate static variables at a 

particular moment. This is a good way of identifying the prevalent patterns of phishing 

susceptibility among internet users. Through the integration of questions that tap into the 

previous history of phishing encounters as well as the current level of awareness and future 

perception of risk, the study will be able not only to identify the direct effects of previous 

victimization but also the indirect ones. 

The quantitative aspect of the study is of utmost importance as it allows to quantify and to do 

statistical analysis of the relationships between the defined variables. The data obtained by 

survey will be subject to scientifically valid statistical tests to prove or disprove the hypothesis 

of how prior victimization can increase the likelihood of phishing attacks. This technique 

enables the establishing of the objective quantification of the susceptibility levels, which in 

turn makes it possible to conduct a thorough analysis of the influence of the past experience 

with phishing on the current attitude and behaviour. 

Furthermore, the application of quantitative techniques will be beneficial in the identification 

of key factors which predispose to cybersecurity vulnerabilities, which will in turn inform the 
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design of sophisticated cybersecurity interventions and educational programs. The research 

focuses on the discovery of the nature and intensity of the correlations between the past 

victimization and the current vulnerability to the cyberattacks.  Hence, the study aims to offer 

action-oriented recommendations that can be utilized in the design of the more efficient 

cybersecurity measures targeted toward those most at risk.  

The survey will cover a wide spectrum of variables, from demographic to detailed questions 

regarding the phishers’ past and the psychological impact that resulted from it. The in-depth 

data collection will lead to a systematic understanding of the factors that lead to phishing 

vulnerability.  As such, the findings of the research will be more relevant and practical in the 

real-world settings.  

 3.2 Sampling Method 

The survey will apply stratified random sampling so as to ensure a study population that is 

representative of internet users as per predefined stratification criteria like age, gender, 

education level and internet usage habits (Nguyen et al., 2020). This sampling method is the 

selected way out to avoid sampling biases and to show a proper picture of the internet users’ 

community. Participants will be classified based on these criteria in order to create groups with 

random samples from each subgroup, thus making sure that all the population segments of 

significance are covered in the study.  

 Recruitment will be by multiple online channels including social media, online forums, and 

emails. The platforms selected are those that are broadly covered and with diverse users’ 

communities, which are in line with the study’s need for a diverse sample. In order to reach a 

huge number of people, we will collaborate with online community leaders, and employ 

customized ads which will be suitable for different age groups or ethnicities, so that we will be 

able to attract people from different backgrounds like those who are using the Internet.  

 3.3 Data Collection Instruments 

The most important data collection tool for the investigation will be a very well-structured 

online survey, which will be used for the purpose of getting as much information as possible 

about the previous experience of phishing, the demographic data, and the view on the 

vulnerability to future phishing attacks (Braun et al., 2020; Newman et al., 2021). The survey 

was designed to collect suitable information from the participants, whether they have more 

academic background or not, with the prospect of being interesting and clear for everyone.  
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 Demographic Information: In the first part of the survey, the demographic information is 

collected by using the structured format. Such factors, for instance, age, gender, the highest 

level of education accomplished, and the most recent job, as well as the overall internet usage 

pattern. It is then imperative to gather this kind of data, because it provides an opportunity to 

analyse the phishing vulnerability in terms of the different groups of people.  Elucidation of 

these variances is critical to developing targeted cybersecurity education and intervention 

plans. For example, a specialist can get to know that a certain age group is more likely to fall 

for a particular type of phishing scams and that can be used to make a targeted awareness 

program. 

Prior Victimization: The second part of the survey goes further into the participants past 

experiences with phishing attacks. It requires people to fill in the forms with the information 

about how often, what kind, and how they have been affected by these incidents. It is the aim 

of the survey to find out how severe the attacks are and what consequences they have on the 

victim's emotional and financial well-being. Questions are designed to stimulate a thorough 

narrative of the setting where these attacks took place, for example, the type of attack (e.g. via 

the blog or in comments). E.g., email, social media) and the realistic Ness of the phishing 

attempt (e.g. g. (for example, by making use of what seems to be a real corporate logo or 

language). This information is vital in understanding the connection between past victimization 

and the person's ability to recognize and deal with new phishing warnings. 

Perceived Susceptibility: The last section evaluates the feelings of participants as to whether 

they are prone to future phishing attacks. It addresses several dimensions of vulnerability, 

including the self-assessed confidence of the respondents in their capability to distinguish 

phishing attempts from genuine emails and also self-assessed likelihood of falling victim to 

such threats. This part of the survey is aimed at studying the impact of the past experiences and 

demographic features on the subjective appraisal of the level of risk. The test consists of 

questions that aim to measure your understanding of phishing and not how you manage cyber 

threats.  

The survey is constructed to be uncomplicated and simple, with no jargons and technical words 

which could make respondents feel confused or alienated. The questions are designed so that 

they are objective and unbiased, and there are no questions that can be used to distort the results. 

The questions are closely examined to ensure that they are not only adding value to the research 

objective but also that the data collected is both relevant and useful for the management.   
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3.4 Data Analysis 

Data analysis will be a multi-step process using advanced statistical software such as SPSS or 

R. Data cleaning is the first step in this analysis process and the next step to ensure the quality 

and accuracy of the information. At this stage of the process, we will be looking for any missing 

entries, duplicates, and outliers as they may cause a distortion of the analysis results. The 

reliability of the statistical analysis and the conclusions that are drawn from it are directly 

related to the fact that the data is accurate and clean. This is one of the reasons why clean data 

is so necessary.  

Descriptive Statistics: The data is going to be scrubbed after which descriptive statistics will 

be used to provide the first preliminary overview of the data. This comprises of computing 

means, medians, and modes to understand the central tendency of the data.  Standard deviations 

and range are also used to get the variability within the data. Frequency distributions will be 

employed for the categorical data to help to determine the most common or prevalent categories 

among demographic variables and phishing cases. These statistics will provide a basic 

information of the sample’s characteristics, like the general age of participants, the general 

distribution of gender, education level, and general internet usage patterns (Cooksey, 2020).  

 Inferential Statistics: The inferential analysis will be predominantly based on multiple 

regression analysis that will be very useful for evaluating the effect of the dependent variable 

(phishing susceptibility) on the independent variables (demographic factors and prior 

victimization). This procedure will help the investigation to define what factors really predict 

the incidence of phishing attacks, thus the strengths and the weaknesses of different social 

groups. 

Chi-squared tests will be applied to catch relationships between categorical variables. For 

instance, this endeavour may reveal that there is a considerable gender gap in phishing 

victimization or if there are differences in victimization rates between different age groups. 

This will, therefore, help in understanding how demographic characteristics contribute to the 

probability of phishing victims.  

 Regarding the continuous variables, t-tests and Analysis of Variance (ANOVA) will be 

applied to test the mean differences between the groups. This could be done by contrasting the 

felt susceptibility among those with different educational backgrounds or by looking into 

whether the frequency of past victimization is related to the current perceived susceptibility 

among the participants (Strunk and Mwavita, 2020).  
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Advanced Analytical Techniques: To explore further the possibilities of a person being 

phished due to several predictors, logistic regression will be the method to use. In this case, the 

method is particularly helpful for the outcome variables (either binary or dichotomous, for 

example 'phished' vs.  'Not phished'). It will illustrate the effect size reflecting the degree of the 

link between the predictors and phishing susceptibility through the odds ratios, which will 

provide a more comprehensive analysis of the role of different factors in the risk of becoming 

an unwitting victim of phishing.  

 Furthermore, with the correct application, factor analysis may be used to identify some 

underlying variables (factors) that explain the interrelationships of the observed set of 

variables. This is particularly helpful for the case when the survey includes several items 

assessing the underlying concepts like psychological readiness or cybersecurity awareness.  

 Validation and Cross-Validation: The models' robustness will be ensured by applying the 

validation techniques like cross-validation or split-sample validation. Such techniques are used 

to estimate the degree to which the analysis would apply to different data set, giving probability 

that the results could be generalized, which improves the reliability and generalizability of the 

findings.  

 To be precise, data analysis stage is made to be comprehensive and exact so that the findings 

are not only statistically significant but also meaningful and practical in real-world settings. 

The goal is to achieve it in order to identify the needed interventions that can help to reduce 

phishing susceptibility. 

3.5 Ethical Considerations 

The ethical aspects of this study are of utmost importance to preserve the participants' privacy 

and academic integrity. Before joining the study, all respondents will be given a consent form 

that explains the purpose of the study, the kind of their participation, and the rights of the 

research participants. The consent form will indicate that the participation is voluntary and that 

they can withdraw from the study at any time without any harm (Mellinger and Hanson, 2021).  

 Data will be collected anonymously, with no personal information (names, contact details, 

etc.) linked to responses. All digital data will be encrypted and kept on secure servers which 

will have the access limited to the research team. That will be presented in a form of aggregated 

data in such a way to make sure that no one can be tracked down and all the responses remain 

anonymous.  
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 The study will follow the ethical guidelines approved by the IRB institution, which will review 

the research proposal before the data collection begins to ensure that all the ethical standards 

are met (McMillan, 2020). 

3.6 Limitations 

This study is intended to contribute with very useful findings, but it is subject to limitations 

that are inherent to its design. Due to the cross-sectional nature of the survey, the analysis is 

limited to the capture of changes in time or to establish causal relationships. Cognitive biases 

could be another factor that would influence the accuracy of the self-reported data, such as 

social desirability or recall bias. Moreover, while an attempt will be made to provide a sample 

as diverse as it can be, the nature of the online recruitment can render the sample more internet-

savvy, which, in turn, can restrict the representativeness of the findings for the general public. 
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Chapter 4: Findings, Analysis & Discussion 

4.1 Findings 

The results of the analysis of phishing attacks based on data set are presented in the current 

chapter. The collected dataset contains various features like history of being exposed to 

phishing, future vulnerability to phishing, demographics, Internet behaviour, and privacy. 

Logistic Regression, Random Forest and XGBoost were the machine learning models 

employed to attempt to predict the probability of being subject to future phishing attacks. 

Information is given on the main outcomes and statistical summaries.  

4.1.1 Data Overview 

The dataset consists of the following attributes: 

• Past Phishing Exposure: Indicates whether an individual has been exposed to phishing 

attacks in the past (Yes/No). 

• Susceptibility to Future Attacks: Indicates whether an individual is susceptible to future 

phishing attacks (Yes/No). 

• Age: Age of the individual. 

• Gender: Gender of the individual (Male/Female). 

• Education Level: The highest education level attained by the individual. 

• Occupation: The occupation of the individual. 

• Annual Income: Annual income in dollars. 

• Internet Usage Hours: Average daily internet usage in hours. 

• Social Media Usage Hours: Average daily social media usage in hours. 

• Privacy Concerns: A score (1-5) indicating the level of privacy concerns. 

• Device Type: The type of device primarily used (Laptop, Desktop, Smartphone). 

• Location: The residential location of the individual (Urban, Suburban, Rural). 
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4.1.2 Data Analysis and Visualization 

4.1.2.1 Pair plot Analysis 

 

Figure 1: Pair plot Analysis 

The pair plot analysis (Figure 1) reveals correlations between age, annual income, hours of 

internet use per week, and privacy concerns and their association with the likelihood of future 

susceptibility to phishing attacks. Both distributions show that there are privacy concerns and 

a variety of hours of internet use in both susceptible (orange) and non-susceptible (blue) groups, 

signifying that no one characteristic is much more prominent than another. Demographic 

factors such as age and annual income are also spread between both groups. The diagonal plots 

show that the densities of the various features are also overlapping, which suggests a similar 

pattern for these features; this makes it difficult to define clear predictors for susceptibility to 

these traits solely based on these attributes. 



25 
 

4.1.2.2 Correlation Matrix 

 

Figure 2: Correlation Matrix 

The correlation matrix (Figure 2) shows the correlation measures between different features. It 

is worth noting that most features have low correlation with susceptibility to future phishing 

attacks, suggesting that no single factor can accurately predict phishing susceptibility. 

However, the matrix would point out that susceptibility to the factors does not appear to depend 

on a single factor but rather a number of factors. For instance, factors such as age, gender, level 

of education, and household income do not have significant associations with vulnerability. 

This poses the challenge with the level of phishing susceptibility and highlights the necessity 

to address this concern through a multi-dimensional approach in future interventions to reduce 

the incidences of phishing attacks. 



26 
 

4.1.2.3 Categorical Feature Analysis 

 

Figure 3: Categorical Feature Analysis 

The count plots for categorical features such as gender, education level, occupation, device 

type, and location show no particular bias or skewness in the distribution of susceptible 

individuals to future phishing attacks in any particular category of these features. This 

distribution indicates the demographic factors alone are not the most significant predictors of 

phishing susceptibility. For instance, there is no significant difference between both male and 

female participants; participants with different levels of education; participants with different 

occupations, and different device types having similar counts on being susceptible (orange) or 

not susceptible (blue) to phishing attacks. This further serves to reiterate the fact that there is a 

strong requirement for an in-depth study taking into account various factors in order to truly 

develop an accurate depiction of phishing susceptibility. 
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4.1.3 Model Evaluation 

4.1.3.1 Logistic Regression 

 

Figure 4: Classification Report (Logistic Regression) 

Logistic regression classification report: The accuracy is high (0. 85) and good recall (1.00) for 

class 1 suggesting that model has good ability to recognize phishing attacks. It has a zero-

classification accuracy and precision for class 0 and a zero recall for the same class which 

means that the model does not classify non-phishing emails accurately. The macro average 

metrics also show a clear skew in performance between the classes.  

4.1.3.2 Random Forest   

 

Figure 5: Classification Report (Random Forest) 

Accuracy from the classification report for Random Forest: 0. 85. Class 1 has 100% precision 

(86) and recall (0. 99) which are high and suggest that the approach is able to identify phishing 

attacks. It is also evident that class 0 has poor precision 0.33 and 0.03 for recall which indicates 

that the participants had a problem distinguishing non phishing emails from phishing emails. 

The average of the macro metrics shows that the model performance is biased towards certain 

classes. 
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4.1.3.3 XGBoost 

 

Figure 6: Classification Report (XGBoost) 

XGBoost Classification Report shows accuracy of 0. 82. Class 1 has very high precision and 

recall values of 0. 86 and 0. 95 respectively which means that this method does an effective job 

in identifying phishing attacks. Class 0 has low precision but high recall 0.25 for recognition 

and 0.10 for recall for non-phishing emails and demonstrated low accuracy in identifying non-

phishing emails. The macro average metrics also show that the performance of the model is 

class-dependent.  

4.1.3.4 Decision Tree 

 

Figure 7: Classification Report (Decision Tree) 

The classification report for the decision tree classifier reveals that the accuracy is 0. 75. Class 

1 also performs well in terms of precision (0. 87) and recall (0. 84) which is a high true match 

rate of phishing attacks. However, the class 0 has low precision ie., (0.20) and recall (0. 24), 

indicating their inability to differentiate non-phishing emails. The overall average performance 

of the model indicates an overall imbalance among the classes.  
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4.1.3.5 SVC 

 

Figure 8: Classification Report (SVC) 

The accuracy of SVC is 0 after generating the classification report. 85. Class 1: High precision: 

0. 85% and 1.00 respectively signifying the aptness of the identification of the phishing attacks. 

However, class 0 is not precise (0.00) and 0.00), which demonstrate that the participants had 

great problems in recognizing the non-phishing emails. The macro average metrics indicate 

that the model’s performance is not same across classes.  

4.1.4 Model Comparison 

When comparing the models for predicting the susceptibility to phishing, there are a number 

of similarities and differences in the models. Logistic regression and SVC achieved highest 

accuracy of 0.86. Logistic regression and SVC achieved high recall for phishing but low 

precision for non-phishing emails suggesting an imbalance. The Random Forest model also 

showed a reasonable accuracy of 0.85 for predicting phishing emails but a low accuracy for 

non-phishing emails – it has a slight improvement with respect to Logistic Regression and 

SVC. XGBoost has accuracy of 0. 82, indicating a high efficiency in detecting phishing 

messages but a low efficiency in non-phishing emails. The Decision Tree classifier with an 

accuracy 0. 75, which took reasonable time for phishing emails but registered high difficulty 

for non-phishing emails. In total, while Random Forest turned out to be slightly superior, all 

the models failed to predict the correct class for a significant number of non-phishing emails, 

which points to a need for further development of classifiers and/or additional features when 

predicting susceptibility to phishing. 

4.2 Analysis 

The chapter is structured as follows: it provides a thorough analysis of phishing attacks using 

a dataset while using different machine learning models to predict future susceptibility. The 
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given dataset contains parameters like previous phishing exposure, potential of future attack, 

age, gender, education level, occupation, annual income, average hours of internet surfing, 

average hours of social media usage, privacy concerns, device type, and location. Logistic 

Regression, Random Forest, and XGBoost were major models used to predict whether an 

individual is likely to be a future victim of phishing attacks. The data collected showed a 

number of important insights and statistical assessments. 

Correlations between age, annual income, internet usage hours, privacy concerns, and 

susceptibility to phishing attacks were also confirmed by pair plot analysis. The distributions 

for these features had overlapping densities for the susceptible and non-susceptible categories 

of the population and were not used as predictors. This was further supported by the matrix 

where most of the feature variables had low correlation with phishing susceptibility which calls 

for a multi-dimensional approach to predict phishing attacks. 

Further analysis of the categorical features showed no statistically significant differences in 

phishing susceptibility according to gender, education, occupation, device, and country. This 

suggests that demographic factors cannot explain everything and hence the need for a broader 

study that factors in multiple variables. 

Logistic Regression and SVC models were the best performers during model evaluation and 

achieved an accuracy of 0. 86. Logistic Regression and SVC gave high recall for phishing 

attack but did not give a high recall for non-phishing emails meaning there is a class imbalance. 

The Random Forest model showed some degree of improvement but it was still not accurate in 

predicting non phishing emails. The XGBoost has an accuracy of 0. 82; was not only effective 

for phishing emails but also ineffective for legitimate emails. The Decision Tree Classifier had 

an accuracy of 0. 75, performed relatively well for phishing attacks but experienced large 

challenges on non-phishing emails. From all the models tested, Logistic Regression and SVC 

demonstrated a marginal improvement in identifying non-phishing emails but all models were 

not effective in identifying non-phishing emails. This indicates the necessity to develop more 

complex models or use other factors in order to predict the susceptibility to phishing thus 

highlighting the significance of a multifaceted approach to reduce phishing incidences in the 

future. 

4.3 Discussion 

In the study of the data set of phishing attacks, there were interesting findings related to 

susceptibility factors and the performance of various machine learning models in predicting 
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future phishing events. The dataset contained variables like past phishing exposure and 

susceptibility to future phishing, demographics, Internet usage, and privacy concern. Logistic 

Regression, Random Forest and XGBoost models were the main models used to find the 

susceptibility of phishing. This discussion provides the main conclusions, their limitations and 

the scope for further research. Age, annual income, number of hours spent using the internet 

per day, privacy concerns, and susceptibility to phishing attacks were positively correlated 

when analysed through pair plot. Susceptible and non-susceptible groups also showed 

overlapping densities for these features, suggesting that the patterns might not provide reliable 

information on identifying predictors based on these attributes alone. This overlap indicates 

that though these factors are important they are by no means sufficient to define susceptibility 

to phishing. It further validated this, with the correlation matrix indicating relatively low 

correlations between each feature and phishing susceptibility. This emphasizes the need for a 

multi-dimensional strategy, because no single factor was shown to be a predictor of 

susceptibility. 

The categorical feature analysis did not show any significant phishing susceptibility difference 

across demographics such as gender, education, job, device, and geography. This distribution 

suggests that demographic factors are not useful in predicting susceptibility to phishing attacks. 

For example, the susceptibility was the same for men and women, for those with different 

levels of education, and for people engaged in different activities. This means that it is high 

time that more research that looks at the demographic attributes alone is conducted to give way 

for research that takes into consideration other factors. This was followed by the evaluation of 

model accuracy where logistic regression and SVC models all had an accuracy of 0. 86, they 

found it difficult to distinguish between a phishing and a legitimate email. Logistic Regression 

and SVC delivered high accuracies in identifying phishing attacks but lacked in identifying 

legitimate emails, thus implying a high-performance asymmetry. The Random Forest model 

had some level of improvement but still lacked the ability to predict non-phishing emails. The 

best accuracy of 0 was achieved by XGBoost 0.82, was effective in filtering phishing mails but 

ineffective in terms of non-phishing emails. Decision Tree classifier was used and had an 

accuracy of 0. 75, was relatively effective for combating phishing emails but quite ineffective 

to combat non-phishing emails. These results indicate that while the models can successfully 

detect phishing attacks, they are less successful at determining whether an email is not a 

phishing email, which is another key weakness of the models. The comparison of models 

highlights the challenges of assessing the likelihood that an individual will likely fall victim to 
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a malicious message. Though Random Forest managed to outperform the other models, none 

of the examined models were able to provide a high accuracy of non-phishing e-mails 

classification. This means that the models or the features being used in the prediction do not 

capture some useful information in the data. Future research should be aimed at trying to 

incorporate other aspects like behavioural patterns and psychological factors that can enhance 

the performance of the model. Further, creating models which include the best characteristics 

of several algorithms might prove to be a viable solution. In general, the study findings show 

that there is a need for a multifaceted approach to predicting susceptibility to phishing. The 

results highlight the importance of model development and improvement as well as the 

necessity of considering a variety of factors in the development of anti-phishing measures. This 

multi-dimensional policy will be essential in improving security defences and preventing 

phishing attacks.  
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Chapter 5 : Conclusion 

In this dissertation, the aim is to identify psychological and experiential factors that predispose 

an individual to a phishing attack focusing on prior victimisation. It also contributes to the 

literature by addressing research gaps and providing answers to how prior exposure to phishing 

increases or decreases the likelihood of further exposure. It consists of well-defined study 

objectives and research questions and also mentions that it plans to use machine learning to 

enhance the identification and prevention of phishing. This research makes a major impact in 

the field of scholastic knowledge and cybersecurity technology in regards to the development 

of future tailored cybersecurity training programs. 

Chapter 1 introduces the research for which I aim to investigate the effects of psychological 

and experiential factors on susceptibility to phishing with a particular focus on the role of prior 

victimization. It also shows the need for identifying previous phishing experiences and how 

they contribute to future vulnerabilities by addressing gaps in the existing body of research. 

The chapter provides the overall purpose of the study and the sub-questions to guide the study. 

It is suggested that machine learning solutions are to be applied to improve the detection and 

prevention of phishing attacks in order to make a significant contribution both to the theory 

and the practice of cybersecurity. 

Chapter 2 discusses the literature on phishing susceptibility with an emphasis on the social, 

psychological, behavioural, and demographic factors inasmuch as they link up with 

susceptibility to phishing. It indicates how emotions and past experiences make people become 

vulnerable to phishing emails. The review also shows that machine learning models hold great 

promise for enhancing the effectiveness in detecting and preventing phishing attacks. Through 

highlighting the absence of psychological and cultural aspects in the current literature on 

cybersecurity training and awareness, the chapter seeks to fill that gap and provide additional 

tools to strengthen the efficiency of the cybersecurity training and awareness programs. 

Chapter 3 explains the quantitative research design utilized to investigate the connection 

between the past victimization and phishing susceptibility. The study population is sampled 

using a cross-section method for collecting rich demographic information and past and future 

perception of risks towards phishing. Quantitative research method is adopted and uses 

stratified random sampling technique in order to obtain a representative sample. The data is 

analyzed based on advanced statistical techniques such as regression analysis and machine 

learning models. The chapter pays particular attention to the issue of ethics and also points out 
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the possible limitations to the research design to ensure that solid and reliable results are 

achieved. 

The analysis of Chapter 4 phishing attacks using a dataset provided valuable insights into the 

factors contributing to phishing susceptibility and the performance of various machine 

learning models in predicting future attacks. The study used  

The study compared several machine learning algorithms to determine their effectiveness in 

predicting susceptibility to phishing attacks based on prior victimization. The following 

metrics were used to evaluate the models: Accuracy, Precision, Recall, and F1 Score. 

The Decision Tree Classifier, with an accuracy of 75% and an F1 score of 0.76, demonstrated 

moderate performance. It performed reasonably well in balancing precision and recall, but it 

was not the most effective model in this study. 

The Support Vector Classifier (SVC) with an RBF kernel showed strong performance with an 

accuracy of 86% and an F1 score of 0.79. The high recall rate of 86% indicates its robustness 

in correctly identifying individuals susceptible to phishing attacks. 

Random Forest performed comparably to SVC, with an accuracy of 85% and an F1 score of 

0.79. Its balanced precision and recall rates make it a reliable choice for predicting 

susceptibility to phishing attacks. 

XGBoost also exhibited strong performance, with an accuracy of 82% and an F1 score of 0.79. 

Its performance metrics suggest that it is effective in handling the classification task, although 

slightly less accurate than SVC and Random Forest. 

Logistic Regression matched the accuracy of SVC at 86% and had an F1 score of 0.79. Despite 

its effectiveness, its precision score indicates that it might not be as reliable in reducing false 

positives compared to Random Forest. 

The findings of this study indicate that the Support Vector Classifier (SVC) and Random Forest 

are the top-performing models, both achieving an F1 score of 0.79 and high accuracy rates of 

86% and 85%, respectively. These models outperformed others in identifying individuals 

susceptible to phishing attacks based on prior victimization. The Decision Tree Classifier had 

the lowest performance, with an accuracy of 75%. 
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Additionally, it was observed that feature selection methods, such as selecting the most relevant 

factors related to prior victimization, had a positive impact on the models' accuracy. The study 

highlights the significance of a well-curated training dataset in improving model performance. 

This research has produced a reliable and accurate model for predicting susceptibility to 

phishing attacks, which can be applied to enhance cybersecurity measures. The applications of 

this technique extend to developing personalized training programs and improving automated 

phishing detection systems. 

The insights from this study are valuable for academics and practitioners in cybersecurity, 

machine learning, and related fields. They offer a comprehensive understanding of the 

effectiveness of different machine learning models in assessing the impact of prior 

victimization on phishing attack susceptibility. Pair plot analyses and correlation matrix 

revealed that there was a high density of overlapping and hence it was difficult to determine 

clear predictors from individual characteristics alone. Analysis of the categorical feature 

suggested that there is no statistically significant difference in susceptibility across 

demographics, which means that only one factor cannot be considered to determine the 

susceptibility of the population.  
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