THE IMPACT OF MOBILE DEVICE SECURITY IN ENSURING PERSONAL INFORMATION SAFETY ON SOCIAL MEDIA NETWORKS. A CASE STUDY OF INSTAGRAM
[image: ]
          By 
Oluwatomi Babatunde 
10518530
Supervisor: Tejas Bhat
This dissertation is submitted in partial fulfillment of the requirement for the degree of Master of Science in Cyber Security
January 2024



[bookmark: _Toc154956045]DECLARATION
I hereby declare that the content presented in this dissertation, excluding explicit references to the contributions of others duly acknowledged through appropriate citations, is entirely original and has not been submitted, either in entirety or partially, for evaluation towards any other academic degree or qualification within this institution or any other. Unless otherwise stated in the text and Acknowledgements, every aspect of this dissertation represents my independent research efforts.
Signed: Oluwatomi Babatunde
Student Number:10518530
January 2024











[bookmark: _Toc154956046]ACKNOWLEDGEMENTS
I express profound gratitude to my supervisor, Tejas Bhat, for his invaluable guidance, steadfast support, and expert counsel throughout the entirety of this research endeavours. Tejas Bhat's mentorship and encouragement have played a pivotal role in shaping the trajectory of this work. He consistently ensured the uniqueness of my master's research paper, emphasizing its originality. Moreover, he diligently corrected any identified issues with my research artifacts.
I extend my deepest appreciation to my family and friends for their unwavering encouragement, patience, and understanding during the challenging phases of this thesis. Their steadfast belief in my capabilities has served as a constant source of motivation. I would also like to express gratitude to Dublin Business School for providing the essential resources and a conducive environment crucial for conducting this research. 










[bookmark: _Toc154956047]Abstract
This research investigates the impact of mobile security in ensuring personal information on social media networks. A cross-sectional study was conducted to examine the role of mobile phone security measures in protecting users' personal information, particularly within the context of Instagram. Online questionnaires were administered to 119 individuals, primarily from Nigeria and Ireland, to investigate their awareness of mobile device security measures, perception of the effectiveness of Instagram's mobile security measures, and their mobile device security practices. Furthermore, a mobile device examination was conducted on an Android mobile phone to investigate the vulnerability of Instagram data stored on mobile phones to security risks in the event of unauthorised access. The findings revealed the significance of mobile security features in protecting personal information on Instagram. Generally, participants were aware of various mobile device and Instagram security features such as password protection, biometric authentication, and two-factor authentication. Participants also considered the security features offered by Instagram to be effective in safeguarding their personal information. However, there was a gap between the perceived importance and awareness of security features and behaviour aimed at safeguarding personal information. Furthermore, the mobile device examination revealed the vulnerability of personal information to security risks associated with unauthorised access. This research has implications for Instagram and its users. A user awareness module is developed to promote responsible mobile device security practices and improve personal information safety within Instagram. 
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[bookmark: _Toc154956050]CHAPTER 1: INTRODUCTION
[bookmark: _Toc154956051]1.1 Contextual Background
The digital landscape has tremendously changed over the past five decades (Kraus et al. 2021). The digital transformation began with the microcomputer revolution in the 1970s, marked by the introduction of the first personal computer in 1974 (Collen and Kulikowski 2015). During the same period, the first handheld mobile phone was developed by Motorola (Agar 2013). Meanwhile, the proliferation of personal computers in the 1980s was followed by the emergence of the Internet in the 1990s (Teodorescu et al. 2023). The integration of the Internet into mobile phones began with the introduction of the Nokia 9000 Communicator, considered a precursor of today’s smartphones. The same 1990s saw the development of the first social media platforms in 1997: Bolt and Six Degrees (McIntyre 2014). 
However, the first social media platform to achieve a million active monthly users was Myspace, launched in 2003. The 2000s would go on to see the rise of other famous social media sites, including Facebook (2004), YouTube (2005), Twitter (2006), and WhatsApp (2008) (Ortiz-Ospina and Roser 2023). The proliferation of touchscreen smartphones significantly transformed the social media landscape. With Apple introducing its first touchscreen smartphone in 2007 and T-Mobile the first Android phone, social media was never the same again (Goggin 2009). The 2010s saw the expansion of the social media landscape, with the entry of other platforms such as Snapchat (2012) and TikTok (2017) (Wu 2021). The decade was also marked by the expansion of the smartphone industry, both in terms of vendors and users. Today, there are over 4.8 billion active social media users (Dixon 2023) and 6.4 billion smartphone users globally (Taylor 2023). 
Instagram has not been left behind in the transformative journey of social media. Launched in 2010, the app came to life after it was acquired by Facebook (Meta). Instagram has tremendously grown, and in 2021, it registered about 1.21 billion monthly active users globally (Dixon 2023). It is projected that by 2025, Instagram will have approximately 1.44 billion monthly active users. 
[bookmark: _Toc154956052]1.2 Problem Statement
The proliferation of social media platforms has been accompanied by growing mobile device security concerns. Forty years ago, privacy protection was relatively easy (Schadt 2012). In those days, privacy protection merely involved securing personal data in a physical format, meaning that individuals had control over disseminating their personal data (Schadt 2012). Today, the proliferation of social media platforms such as Instagram and the increase in mobile device usage is taking away users' control over their personal data. The digital age has ushered in a new era of cyber threats, including data breaches, identity theft, and phishing attacks (Saraswat and Meel 2022). Data monetization by companies has raised user concerns about how this information is used and shared, often without explicit consent. However, despite the growing concerns among users about mobile device security and information protection, actual actions towards safeguarding their personal data are lacking (Di Minin et al. 2021). For instance, it is not uncommon for individuals to engage in dangerous actions such as using vulnerable passwords, divulging excessive personal information, and disregarding privacy configurations. To bridge this gap, this study seeks to come up with effective strategies for enhancing mobile device security and awareness of the potential hazards associated with the use of social media. 
[bookmark: _Toc154956053]1.3 Purpose of the Research
[bookmark: _Hlk149258106]The primary purpose of this study is to examine the role of mobile phone security measures in protecting users' personal information, particularly within the context of Instagram. The study seeks to understand how mobile users can safeguard their information, focusing on aspects such as access control to Instagram, security features provided by mobile devices, and Instagram-specific security measures.
[bookmark: _Toc154956054]1.4 Rationale of the Study
The rationale for this study lies in the critical need to align mobile device security practices with the actual behaviors of Instagram users. Although users are increasingly concerned about the safety of personal data stored on their mobile devices by social media apps, there are doubts over whether they are actively securing their personal data (Di Minin et al. 2021). The study emphasizes the urgency of addressing cybersecurity threats and data privacy violations on this popular social media platform. By examining the effectiveness of Instagram's security measures and analyzing how users engage with mobile device security, this research aims to enhance existing knowledge and provide practical insights. The findings will offer valuable guidance for users, platform providers, and policymakers, shedding light on the most effective strategies to protect personal information in the context of a widely-used social media platform. The findings from the study will also give insight into the effectiveness of mobile device security in mitigating potential threats to personal information safety on social media networks. 
[bookmark: _Toc154956055]1.5 Aims and Objectives
This study aims to address the pertinent problem of personal information safety on Instagram, focusing on the role of mobile security measures in safeguarding user data.
The objectives include:
To assess the effectiveness of mobile device security measures in safeguarding personal information on Instagram.
To examine the extent of user awareness and behaviour regarding mobile device security practices among Instagram users.
[bookmark: _Hlk152978845]To educate Instagram users on how to enhance their personal information safety through mobile device security practices.
To conduct mobile device forensics to scrutinize Instagram-related data stored on users' mobile devices, identifying potential vulnerabilities and data access points for malicious users.
[bookmark: _Toc154956056]1.6 Research Questions
[bookmark: _Hlk150964591]How effective are mobile device security measures in ensuring the safety of personal information shared on Instagram?
What is the level of user awareness and behaviour regarding mobile device security practices among Instagram users?
How best can Instagram users be educated to protect their personal information safety on Instagram through mobile device security practices?
What insights and vulnerabilities can be discerned through mobile device forensics concerning data associated with Instagram, and how can this information be leveraged to enhance personal information safety on the platform?
[bookmark: _Toc154956057]1.7 Hypotheses
Hypothesis 1
Implementing a comprehensive user awareness module that educates Instagram users on mobile device security practices, including permissions management and best practices, will lead to a significant increase in the protection of personal information on the platform.
Hypothesis 2
Conducting mobile device forensics to identify and address vulnerabilities in Instagram-related data stored on users' mobile devices will result in a substantial improvement in the overall security of personal information shared on Instagram.
[bookmark: _Toc154956058]1.8 Limitations
Several limitations may affect the generalizability of the study findings. First, the research focuses on Instagram, which is just one of many social media platforms. The findings may not be directly applicable to other social media platforms with varying security features and user behaviors. Secondly, the choice of tools for mobile device forensics, such as Autopsy, Magnet Axiom, and the Oxygen Forensics Suite, might evolve during the project. Different tools may yield varying results, potentially impacting the study's consistency and outcomes. Lastly, the survey shall rely on self-reporting, which can introduce response bias. Participants may provide answers they perceive as socially desirable, affecting the accuracy of the data.
[bookmark: _Toc154956059]1.9 Structure
This research report is divided into five chapters:
Chapter 1. This chapter introduces the research problem, providing a background to the problem and a justification of why it needs to be addressed. The chapter also highlights the research aims, objectives, research questions, and hypotheses that shall guide the data collection process.
Chapter 2. This chapter reviews existing literature on mobile device security and social media networks. The purpose of the literature review is to identify gaps in existing literature that justify the current study.
Chapter 3. This chapter presents the research methodology chosen for this study: exploratory approach. The purpose of the data collection, research philosophy, research approach, horizon, strategy, sampling method, method of data collection and analysis, and ethical considerations are examined.
Chapter 4. This chapter presents the results from the survey and discusses them, comparing them to existing literature. 
Chapter 5. This chapter gives a summary of the findings, a conclusion, as well as the limitations and recommendations for future research. 
[bookmark: _Toc154956060]1.9 Conclusion
This chapter has introduced the research problem, justifying why it needs to be addressed. The first section contextualizes the problem, examining the evolution of mobile devices and social media platforms. The second part states the problem and the gap in addressing it. The third part describes the purpose of the study, while the fourth part justifies why the study is essential. The chapter also outlines the aims and objectives of the study, as well as the research questions and hypotheses that shall guide the data collection process. Finally, the chapter examines the study limitations, as well as the structure taken for this study. 




[bookmark: _Toc154956061]CHAPTER 2: LITERATURE REVIEW
[bookmark: _Toc154956062]2.1Introduction
This chapter provides an overview of existing literature on mobile device security, social media privacy, and personal information safety. The purpose of the chapter is to establish what is known regarding the research problem and identify gaps that justify the need for the current study. The initial section delves into mobile device security, with a specific focus on mobile device security vulnerabilities and threats, as well as security measures. The subsequent section delves into social media privacy, investigating the privacy concerns associated with social media and the privacy policies enforced by social media platforms. The third section examines the interplay between mobile device security, social media privacy, and the safeguarding of personal information. Finally, the last section concludes this chapter and serves as a bridge to the subsequent chapter.
[bookmark: _Toc154956063]2.2 Mobile Device Security
Mobile device security has become critically important in the modern digital landscape. Adebiaye (2017) defines mobile device security as "the protocols implemented on mobile devices for the protection of data or applications.” From this definition, mobile device security entails the measures adopted to safeguard sensitive personal data from unauthorized access and potential threats on mobile devices. As smartphones and tablets have evolved into powerful and universal tools for communication, productivity, and leisure, they have also become primary targets for physical and cyber threats (Weichbroth and Łysik 2020). 
Physical threats to mobile device security arise when an unauthorized individual gains access to a mobile device containing sensitive or personal data through theft or loss (Friedman et al. 2008). These incidents can have far-reaching implications for the safety and security of personal information. When a mobile device or other physical storage medium is misplaced or stolen, the personal data it houses becomes susceptible to potential misuse and exploitation (La Polla et al. 2012). In cases where the missing or stolen device holds sensitive information, it can result in a data breach, wherein an individual's private data is compromised and accessed without their consent (Madan et al. 2023). As highlighted by Curran et al. (2015), approximately 32 percent of data breaches stem from physical theft or loss, carrying significant consequences such as financial losses and damage to one's reputation.
Cyber-attacks encompass a wide range of malicious activities conducted by individuals, groups, or organizations intending to compromise the confidentiality, integrity, or availability of computer systems, networks, and data. Cyber-attacks are ubiquitous, given that anyone can launch them at any time and place (Sibi Chakkaravarthy et al. 2018). Cyber-attacks can take various forms, such as hacking, malware, and phishing attacks. Hacking refers to infiltrating computer systems, networks, or databases through the exploitation of vulnerabilities in software, conducting SQL injection attacks, or using brute force to crack passwords (Aslan et al. 2023). On mobile devices, hackers exploit global positioning systems (GPS), instant messaging, and webcam applications to invade victims' privacy (Al Zaabi 2016). Malware attacks occur when malicious actors use malicious software, including viruses, Trojans, and ransomware, to disrupt operations, steal data, or hold it, hostage in exchange for a ransom (Siyed 2023). Malware attacks are the greatest threat to Android mobile devices (Senanayake et al. 2021). Most often, malware attacks are disguised as legitimate applications, which users unknowingly download to their devices. The primary goal of malware attacks is to compromise the security and functionality of the target system (Siyed 2023).
On the other hand, phishing attacks are social engineering attacks that aim to deceive individuals into taking specific actions, including revealing sensitive information such as their usernames and passwords or clicking on malicious links (Alrawais et al. 2014). These attacks are often presented as pop-ups or spam, making it difficult to detect them (Bhavsar et al. 2018). These attacks use deceptive emails, text messages, or websites to trick victims (Chiew et al. 2018).
Mobile device manufacturers have adopted a multifaceted array of measures designed to protect sensitive personal data from unauthorized access and potential threats. One of the fundamental security measures integrated into mobile devices is password protection. Password protection refers to the use of passwords to restrict access to specific accounts, devices, systems, or resources (Wang and Wang 2022). Passwords are effective in protecting data against unauthorized access (Wang and Wang, 2022). However, the effectiveness of password protection depends on user practices, such as the complexity of the password and its regular updating. Changa (2016) defines password complexity in terms of length and characters used. According to Chanda (2016), the longer the password and the varied the characters used, the more secure a password is. However, Yıldırım and Mackie (2019) doubt the security and usability of strict password creation rules. In their experimental study, Yıldırım and Mackie (2019) found that participants who were given user-friendly password-creation methods created passwords that were more secure and memorable compared to those who adhered to the strict password creation rules. 
Another crucial mobile device security measure is data encryption. Data encryption is a critical layer of security that prevents unauthorized parties from reading data on a device. It involves converting data into unreadable code that can only be decrypted with the correct secret encryption key (Jayapandian et al. 2016). This ensures that even if a device is stolen or compromised, the data remains inaccessible to malicious actors. Encryption has been shown to be an effective method for securely storing mobile data (Park et al. 2015; Sujithra et al. 2015). However, Altuwaijri and Ghouzali (2020) note that although encryption systems provided by Android enhance data storage security, the encryption key stored in the mobile device is vulnerable to physical security threats. 
Two-factor authentication (2FA) is another critical security measure integrated into mobile devices, applications, and online services. It adds an extra layer of security by requiring users to provide two different authentication factors to access their accounts and devices (Dmitrienko et al. 2014). Research supports the effectiveness of 2FA in mitigating the risk of unauthorized access and data breaches. Kemshall (2011) argues for 2FA, noting that although individuals initially questioned the usability of the measure, the introduction of new ways of executing 2FA, such as delivering a passcode to a user's mobile phone via SMS, has made it more user-friendly. Reese et al. (2019) investigated the usability of 2FA methods using a survey of 72 participants who were required to log into a simulated banking website. Most participants expressed interest in using 2FA to secure their online accounts. 
[bookmark: _Toc154956064]2.3 Mobile Device Security and Social Media Privacy
The relationship between mobile device security and privacy on social media networks is complex and multifaceted. Social media is characterized by the sharing of user-generated content and personal data (Santos 2022). However, this proliferation of personal information sharing on social media platforms has given rise to privacy concerns (Kshetri 2012). Understanding how mobile security measures influence user privacy on social media platforms is central to addressing these concerns. According to Powell et al. (2021), it is difficult to educate users about privacy on social media networks without showing how data on social media is linked to mobile device security. Koohang et al. (2019) found a significant relationship between social media users’ privacy concerns and their awareness of mobile device security protection.
One of the critical intersections between mobile device security and social media privacy is access control. Muriithi (2017) defines access control as “the security features and mechanisms used to prevent restricted individuals from accessing certain system resources.” Users employ security measures to restrict access to their mobile devices and sensitive information (Celik et al. 2018). When these devices are used for social media engagement, the effectiveness of these security practices directly impacts who can access, view, and potentially exploit the personal data shared on these platforms (Celik et al. 2018). Additionally, the security of personal data shared on social media is intertwined with mobile device security practices. When users share personal information, images, or experiences on social media platforms, they rely on their mobile devices to maintain the security and integrity of this content (Ali et al. 2018). The encryption and access control provided by mobile security measures contribute to the safe transmission and storage of these data, mitigating potential risks of unauthorized access or data breaches.
[bookmark: _Toc154956065]2.4 User Awareness and Behaviour and Mobile Device Security Practices
User awareness and behavior play a vital role in maintaining personal information safety. User awareness encompasses an individual's understanding of the potential risks and threats against their mobile devices, as well as their knowledge of the security measures available to mitigate these risks (Safa et al. 2015). Users' understanding of mobile security measures and their compliance with best practices influence the effectiveness of these measures. A study by Chen and Li (2017) investigated mobile device users' privacy security assurance behaviour to understand the users' motivations for voluntarily adopting defensive security software. Two hundred eighty-four students and faculty members from two universities in Dalian City, China, participated (Chen and Li 2017). The findings revealed that privacy security awareness is a crucial factor influencing users' intention to adopt security-defensive software (Chen and Li 2017). Watson and Zheng (2017) conducted a study investigating users' awareness of mobile security recommendations. The findings revealed that users without information technology familiarity were unaware or tended to ignore mobile security recommendations (Watson and Zheng, 2017). The finding underscored the significance of user awareness in influencing users to adopt mobile device security recommendations. Koyuncu and Pusatli (2019) made similar conclusions about the value of user awareness in promoting the adoption of mobile device security best practices. The study involved a survey conducted on smartphone users with different age ranges, education levels, as well as technology familiarity. The findings revealed that educational level and technology familiarity have a positive impact on the security awareness level among smartphone users (Koyuncu and Pusatli 2019). In another study, Weichbroth and Łysik (2020) examined mobile security awareness among mobile device users. The results revealed a high awareness of mobile security threats and the use of best practices, such as built-in methods, to protect their devices against malicious software and phishing scams (Weichbroth and Łysik 2020). The findings highlight the importance of user awareness in promoting mobile device security best practices. 
Some studies have revealed that despite users’ growing concerns about mobile security, their practices do not reflect the best mobile device security practices. Choong et al. (2019) investigated children's perceptions, practices, and password awareness. The study focused on children between third and eighth grades from two Midwest schools in the United States. The findings revealed that the children had an average of three passwords at home and two for school (Choong et al. 2019). The children believed that passwords controlled access and protected their privacy and personal information. However, only 13 percent of the children had very strong passwords. Another study by Clarke et al. (2016) examined mobile device users' attitudes towards mobile device security. The findings showed that a majority of the users showed concern about device security and expressed a desire for additional security. However, most participants were not engaging with the device security they were provided with. In a similar study, Zeybek et al. (2019) investigated the awareness of mobile device security among public institution personnel. The findings revealed a varied awareness of mobile device security, with over a majority stating awareness of screen locks, updating without delay, and app permissions (Zeybek et al. 2019). However, only 22 percent of the participants used anti-virus software to protect their devices from malware. Similarly, Moletsane and Tsibolane (2020) found a significant gap between knowledge of mobile information security and actual safety behaviors. Sheila et al. (2015) also found different levels of mobile security among users, inappropriate usage of mobile devices while on public networks, and heightened mobile security threats.
[bookmark: _Toc154956066]2.5 Effectiveness of Mobile Device Security Training Programs
Several studies have examined the efficacy of education and training programs in promoting mobile device security practices. Some studies have found a positive link between these programs and enhanced mobile device security practices. Androulidakis and Kandus (2011) investigated users’ mobile security practices. The study targeted students from four universities in Budapest. A majority of the participants felt that mobile phone communication was secure, leading to laxity in adopting mobile security practices. The participants lacked proper security education (Androulidakis and Kandus 2011). The study suggested education programs accompanied by transparent security features on mobile phones as a practical approach to promoting mobile security practices. Parker et al. (2015) examined mobile security awareness among smartphone users and their adoption of security controls. The study also investigated the efficacy of training on user awareness and mobile security practices. Generally, smartphone users demonstrated good mobile security awareness (Parker et al. 2015). User training using a simple, non-technical design was effective in raising security awareness and encouraging the adoption of security controls.  
However, some studies have cast doubt on the efficacy of education and training in promoting the best mobile device security practices. Chin et al. (2016) investigated the behaviours and security practices of two groups of students using mobile devices for online learning. One group was exposed to an online training program. A survey of the two groups revealed no significant differences in mobile security practices, indicating that commercial security training programs are ineffective in changing user behaviour and practices regarding mobile security (Chin et al. 2016). Breitinger et al. (2020) explored mobile device users' choices, awareness, and education regarding cybersecurity. The findings revealed that although users use lock screen settings to protect their smartphones from physical access, they do not consider other best practices, such as using a VPN when connected to a public Wi-Fi (Breitinger et al. 2020). The results also showed that education alone was not enough to address participants' lax security practices, as most of them had moderate to high-security knowledge and yet made poor decisions. 
[bookmark: _Toc154956067]2.6 Conceptual Framework
The conceptual framework provides an overview of the different variables of this study. These variables include the independent variables (mobile device security and user awareness module), dependent variable (personal information safety through social media networks and user awareness and mobile device security practices), and mediating variable (user awareness and mobile device security practices) (See Figure 1). 
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[bookmark: _Toc153244595]Figure 1
Conceptual Framework
[bookmark: _Toc154956068]2.7 Chapter Summary
The initial section defined mobile device security, discussed the various physical and cyber threats to it, and explored existing protective measures. Subsequently, the second section delved into the interconnectedness of mobile device security and social media privacy, emphasizing the correlation between users' privacy concerns on social media networks and their awareness of mobile device security. Moving forward, the third section delved into the impact of user awareness and behavior on personal information safety, revealing the pivotal role of user awareness in promoting the adoption of mobile device security measures. Nonetheless, a discrepancy was identified between users' awareness and their actual practices in bolstering mobile security.
Finally, an evaluation of the effectiveness of mobile device security training programs yielded mixed results, with some studies endorsing their efficacy, while others remained skeptical about their ability to alter user behavior. The subsequent chapter will provide an overview of the methodology employed in this study.

[bookmark: _Toc154956069]CHAPTER 3: METHODOLOGY
[bookmark: _Toc154956070]3.1 Introduction
This chapter presents the methodology adopted for the study on the impact of mobile device security in ensuring personal information safety on social media networks. The chapter identifies and justifies the research philosophy, research approach, research method, sampling strategy, data collection method, data analysis, and ethical considerations for the study. Finally, the chapter ends with a chapter summary and a transition to the next chapter. 
[bookmark: _Toc154956071]3.2 Research Philosophy
Research philosophy refers to a principle that guides the way data should be collected, analyzed, and used (Žukauskas et al. 2017). Saunders (2019) outlines five research philosophies, namely positivism, interpretivism, pragmatism, critical realism, and postmodernism (See Figure 2). This study adopted a positivist research philosophy. Positivism is based on the belief that reality can be objectively examined without interference with the phenomena under investigation (Levin, 2008). It emphasizes applying research methods akin to those in the natural sciences when studying the social world. In the analysis of social phenomena, positivism aims to validate existing hypotheses and uncover patterns and causal relationships among variables (Park et al., 2020). The adoption of positivism in this study was driven by the focus on obtaining objective data.  This philosophical approach is particularly suitable for research guided by hypotheses, as seen in this study, where hypotheses were formulated, intended to be tested, and subsequently proven.
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 The Research Onion Source: Saunders et al. (2019)

[bookmark: _Toc154956072]3.3 Research Approach
A research approach is a theoretical framework that guides the research process. Three distinct research approaches, namely deductive, inductive, and abductive, are outlined by Saunders et al. (2019) (See Figure 2). In alignment with a positivist philosophy inclination, this study opted for a deductive approach. In a deductive approach, the researcher works from top to bottom, starting from an existing theory, formulating a hypothesis, conducting research, and testing the hypothesis to validate or refute the existing theory (Creswell and Clark 2007). Therefore, the deductive approach is theory-driven, delineating a clear trajectory from theory-based data collection to drawing conclusions. The deductive approach was ideal for this study, given that the researcher had formulated clear hypotheses regarding the relationship between mobile device security and personal information safety on Instagram. Going forward, the researcher gathered numerical data related to the research question to ascertain the validity of existing theories about the research problem. Furthermore, the deductive approach allows for the generalization of research findings about the impact of mobile device security on personal information safety to a larger population.
[bookmark: _Toc154956073]3.4 Research Method
A research method is a systematic plan or strategy employed to address the research question. Research methods can either be quantitative, qualitative, or mixed methods (Leppink 2017). In alignment with its research philosophy, this study embraced the quantitative research method. Quantitative research relies on statistical and mathematical techniques for analyzing datasets, detecting patterns, establishing causal relationships between variables, and drawing conclusions from the data (Apuke 2017). Within the quantitative research framework, the focus of the researcher is on addressing questions related to who, what, where, how, when, and how much. This method typically employs structured data collection approaches, such as surveys and experiments, enabling the objective measurement of variables (Williams 2011). The quantitative research method is considered more reliable than the qualitative approach, as it utilizes predetermined research instruments to gather statistical data (Galdas 2017). Consequently, the adoption of the quantitative method in this study allows for the objective measurement of variables associated with mobile device security and personal information safety, enabling statistical analysis to reveal patterns and relationships between these variables.
[bookmark: _Toc154956074]3.5 Sampling Strategy
During the research process, it is often impossible to study a whole population. Consequently, the researcher usually opts for a subset of individuals or items, known as a sample, drawn from the broader population (Levy and Lemeshow 2013). This study focuses on a population consisting of individuals known to the researcher, encompassing friends, relatives, and colleagues who use Instagram on mobile devices running either Android or iOS operating systems.  The chosen sampling strategy for this study is convenience sampling. Unlike probability sampling methods that involve random selection, convenience sampling relies on selecting participants based on their accessibility and availability to the researcher (Pace 2021). In consideration of time and resource constraints, the researcher opted for individuals easily accessible to them as the target population. Consequently, convenience sampling ensures that participants are chosen based on their availability and potential contribution to the study (Farrokhi and Mahmoudi-Hamidabad 2012). Acknowledging the potential limitation of representativeness in convenience sampling, the researcher took measures to ensure that the selected sample is reflective of the target population.
[bookmark: _Toc154956075]3.6 Data Collection
This study employed the survey method for data collection, involving the gathering of information from individuals or groups to explore their attitudes, perspectives, opinions, or behaviors (McCormick et al. 2017). Surveys usually utilize a questionnaire, comprising a set of questions designed to elicit participants' responses. The choice of the survey method for this study was driven by time and resource constraints. By administering questionnaires, a researcher can efficiently collect extensive data from many participants within a limited time frame. A Google form questionnaire was utilized for this study, and participants were given seven days to submit their responses, with the survey closing on the eighth day.
[bookmark: _Toc154956076]3.7 Data Analysis
The selected method for data analysis in this study was statistical analysis, aligning with the deductive research approach employed. Statistical analysis entails the application of statistical methods to identify patterns, relationships, and trends in a dataset (Chandler and Scott 2011). The main aspects of statistical analysis are descriptive statistics, which involve summarizing and describing key features of the data, and inferential statistics, which entails testing hypotheses and drawing conclusions about the population (Mertler et al. 2021). Descriptive statistics, including the mean, frequency distribution, and standard deviation, were employed to succinctly summarize and describe the data. Additionally, correlation analysis was utilized to elucidate linear relationships between variables.
[bookmark: _Toc154956077]3.8 Ethical Considerations
Consideration of the ethical implications is essential in every aspect of the research journey, from choosing the research topic to the formulation of the research design, navigating access, conducting data collection, analysis, and reporting. Resnik (2020) highlights the importance of ethics in research, asserting that they are crucial for upholding the rights, dignity, and well-being of participants. Although the research topic at hand did not involve handling particularly sensitive or controversial information, maintaining the utmost ethical standards remained fundamental to this study. To ensure this, participants were required to provide electronic records of informed consent before participation. Additionally, a commitment was made to protect the anonymity of participants and the confidentiality of the shared data. Consequently, no personally identifiable information was gathered. Strong password protections were implemented to securely store the collected data, with access limited exclusively to the researcher.
[bookmark: _Toc154956078]3.9 Chapter Summary
This chapter provided an overview of the methodology adopted for this study. The first section delineates positivism as the chosen research philosophy, underscoring its pertinence to the research. Following that, the second section advocates for the deductive research approach, asserting that the objective nature of the study necessitates a theory-driven research approach. The third section provides rationale for selecting the quantitative research method over the qualitative counterpart, citing its appropriateness for the study. Subsequent sections expound on the sample, sampling strategy, data collection, and data analysis methods. The chapter concludes by addressing ethical considerations, underscoring the significance of safeguarding the collected data.













[bookmark: _Hlk150975310][bookmark: _Toc148190704][bookmark: _Toc154956079]CHAPTER 4: DATA ANALYSIS AND DISCUSSION
[bookmark: _Toc148190705][bookmark: _Toc154956080]4.1 Introduction
This chapter analyses and discusses the findings obtained from the study on the impact of mobile device security in ensuring personal information safety on social media networks. The purpose of the chapter is to synthesise the findings, address the research question, and compare the findings to existing literature. In the initial section, a descriptive analysis of the findings focuses on the demographic characteristics and the research questions. The second section conducts a regression analysis to establish correlations among different variables. Lastly, the findings are discussed, linking them to existing literature. 
[bookmark: _Toc148190707][bookmark: _Toc154956081]4.2 Descriptive Analysis
[bookmark: _Toc148190708][bookmark: _Toc154956082]4.2.1 Demographic Characteristics
This study targeted Instagram users, mostly in Nigeria and Ireland. A total of 119 individuals participated in the survey. Of these, a majority (53.8%) were male, while 46.2% were female (See Figure 3). There was a varied age distribution, with most participants (36,1%) falling within the 25-29 age group, followed by 34.5% who were within the 30-35 age bracket (See Figure 4). Moreover, 22 participants (18.5%) were over the age of 35 years, while the least represented group was the 18-24 age group, comprising 18.5% of the total number of participants. 
[image: Forms response chart. Question title: 2.     Gender:. Number of responses: 119 responses.]
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Gender
[image: Forms response chart. Question title: 1.       Age: . Number of responses: 119 responses.]
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Age in Years

Most participants had attained a bachelor’s or a master’s degree, representing 52.2% and 41.2% of the participants, respectively (See Figure 5). A smaller proportion had attained high school, PhD, and other qualifications, representing 2.5%, 0.8%, and 3.4%, respectively. 
[image: Forms response chart. Question title: 3.  Educational Level. Number of responses: 119 responses.]
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Participants’ Educational Levels

[bookmark: _Toc148190709][bookmark: _Toc154956083]4.2.2 Mobile Device Security
The participants were asked about the length of time they had used Instagram. It was revealed that most participants had been using Instagram for over five years. 
[bookmark: _Toc148190710][bookmark: _Toc154956084]4.2.3 Research Questions
Research Question 1: How effective are mobile device security measures in ensuring the safety of personal information shared on Instagram?
The researcher investigated the effectiveness of mobile security measures in ensuring the safety of personal information shared on Instagram. Given that different mobile devices adopt different security measures, the participants were asked about the operating system that they use. A majority of the participants (58%) indicated that they were using iOS mobile phones to access Instagram, with 50 participants (42%) noting that they were using the Android operating system (See Figure 6). 
[image: Forms response chart. Question title: 5. What operating system does your mobile phone use?. Number of responses: 119 responses.]
[bookmark: _Toc153039306][bookmark: _Toc153244600]Figure 6
Operating System used on Mobile Phones

The participants were asked to state the extent to which they believe that mobile device security measures contribute to the safety of their personal information on Instagram. Although the responses varied, there was a tendency toward agreeing, with most participants (45.4%) agreeing and 28.6% strongly agreeing (See Figure 7). However, a significant proportion of participants (24.4%) were neutral, indicating neither agreeing nor disagreeing. The researcher also inquired about the participants’ level of satisfaction with the access control settings provided by Instagram. Most participants (42%) had a moderate level of satisfaction with the access control settings (See Figure 8). At the same time, the opinions tended to lean towards a high level of satisfaction (M=3.563, SD=0.908). Furthermore, the relatively low standard deviation implies a significant level of agreement among respondents, further suggesting that Instagram’s access control settings generally meet users’ expectations. 
[bookmark: _Toc147913478][bookmark: _Toc150972070][image: Forms response chart. Question title: 19. To what extent do you believe that mobile device security measures contribute to the safety of your personal information on Instagram?. Number of responses: 119 responses.]
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Effectiveness of Mobile Security Measures in Ensuring the Safety of Personal Information on Instagram

[image: Forms response chart. Question title: 16. How satisfied are you with the access control settings available on Instagram that allow you to manage who can view your personal information (e.g., private account settings). Number of responses: 119 responses.]
[bookmark: _Toc153039308][bookmark: _Toc153244602]Figure 8
Participants’ Satisfaction with Access Control Settings on Instagram
Similar findings were noted when the participants were asked about the extent to which Instagram's security measures have been effective in improving the protection of users' personal information. Most participants (54.6%) indicated neutrality, implying they did not consider the measures effective or ineffective (See Figure 9). Few participants fully endorsed Instagram’s security measures (8.4%) or considered them completely ineffective. Nevertheless, the responses generally leaned towards a positive evaluation of the security measures (M=3.218, SD=0.845). The relatively low standard deviation implies a degree of agreement in opinions. Moreover, the participants were required to rate the extent to which they believe that Instagram provides effective security features for personal information safety. The findings were similar, with most participants (47.9%) moderately agreeing (See Figure 10). Generally, there was a tendency towards agreeing with the statement (M=3.277, SD=0.911). The relatively low standard deviation implies a significant level of agreement among the participants. 
[image: Forms response chart. Question title: 14.To what extent do you think that Instagram&apos;s security measures (e.g., password policies, reporting features) have improved the protection of users&apos; personal information?. Number of responses: 119 responses.]
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Effectiveness of Instagram’s Security Measures in Enhancing Protection of Users’ Personal Information

[image: Forms response chart. Question title: 25. I believe that Instagram provides effective security features for personal information safety.. Number of responses: 119 responses.]
[bookmark: _Toc153039310][bookmark: _Toc153244604]Figure 10
Effectiveness of Instagram’s Security Features

However, despite the confidence Instagram users have in Instagram to protect their personal information, they are still worried about the safety of their personal information on Instagram. About 65.5% of the participants expressed their worries about the safety of their personal information, while 17.6% indicated a possibility of being worried (See Figure 11). Only 16.8% of the participants were not worried about the safety of their personal information on Instagram. Yet, when asked whether they have ever experienced a security incident on their Instagram account, the findings contradicted their worries about their personal information. Most participants (79%) reported that they had never experienced a security incident (See Figure 12). A small but significant proportion (18.5%) noted experiencing a security incident on their Instagram account in the past. Furthermore, participants were asked to indicate any challenges or concerns they have faced protecting their personal information on Instagram. Although most noted never experiencing challenges, others indicated various challenges, such as Instagram's failure to notify them when people take screenshots of their pictures, which exposes them to the risk of identity theft, hacking, forgetting their password combination, and losing the passkeys for two-factor authentication.
[image: Forms response chart. Question title: 10. Do you have concerns about the safety of your personal information on Instagram?. Number of responses: 119 responses.]
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Concerns about Personal Information Safety on Instagram
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[bookmark: _Toc153039312][bookmark: _Toc153244606]Figure 12
Security Incident on Instagram Account

Research Question 2: What is the level of user awareness and behaviour regarding mobile device security practices among Instagram users?
The researcher examined the participants' user awareness and behaviour regarding mobile device security practices. Generally, the participants were well acquainted with Instagram, with a majority (73.1%) having used Instagram for more than five years, followed by 24 participants (20.2%) who had used it for 2-5 years (See Figure 13). Only 2 participants (1.7%) had used Instagram for less than six months. The researcher also examined the participants' knowledge and comprehension of the security features offered by Instagram. Generally, the participants demonstrated a moderate to high level of knowledge and comprehension (See Figure 14). On average, there is a tendency towards a high level of knowledge and comprehension (M-3.689, SD=1.064). However, the standard deviation suggests a moderate variation in the respondents’ opinions. 
[image: Forms response chart. Question title: 4.   How long have you been using Instagram?. Number of responses: 119 responses.]
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Instagram Usage
[image: Forms response chart. Question title: 23.  I have knowledge of and comprehend the security features offered by Instagram, such as password complexity requirements and account recovery options.. Number of responses: 119 responses.]
[bookmark: _Toc153039314][bookmark: _Toc153244608]Figure 14
Knowledge and Comprehension of Instagram’s Security Features

Participants were also asked how aware they were of the specific data that Instagram collected when they allowed the app to track their activity. The findings were mixed, with a significant portion of the respondents falling into the somewhat aware (29.41%) and somewhat unaware (24.37%) categories (See Figure 15). Other categories included 23 participants (19.3%) who were very unaware, 14 (11.8%) who were very aware, and 18 (15.1%) who had a neutral level of awareness. This suggests a significant gap in awareness about app tracking on Instagram. The researcher also sought to understand whether the participants knew the potential security risks of using Instagram. The level of awareness was measured on a five-point Likert scale. Most participants rated their awareness levels 3-5, implying moderate to high levels of awareness (See Figure 16). On average, respondents indicated a relatively high level of awareness regarding the potential security risks associated with using Instagram (Mean = 3.739, SD = 0.995). The relatively low standard deviation suggests that variations in the responses are not significant. 
[image: Forms response chart. Question title: 8.    How aware are you of the specific data that Instagram collects when you allow the app to track your activity?. Number of responses: 119 responses.]
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Data Collected by Instagram
[image: Forms response chart. Question title: 21.  I am aware of the potential security risks associated with using Instagram.. Number of responses: 119 responses.]
[bookmark: _Toc153039316][bookmark: _Toc153244610]Figure 16
Security Risks Associated with Using Instagram

In light of the challenges posed to personal information security, the participants were asked to rate their level of confidence in their ability to protect their personal information on Instagram. Most participants rated their confidence between 3-5, indicating a moderate to high level of confidence (See Figure 17). On average, there was a tendency toward a high level of confidence in their ability to protect their personal information (M=3.420, SD=1.146). However, the moderate standard deviation suggests a significant variation in the responses. 
[image: Forms response chart. Question title: 24.  I feel confident in my ability to protect my personal information on Instagram.. Number of responses: 119 responses.]

[bookmark: _Toc153039317][bookmark: _Toc153244611]Figure 17
Protecting Personal Information on Instagram

When asked about the types of personal information they consider the most sensitive on Instagram, the responses varied. The participants reported location (67.2%), contact information (66.4%), messages (50.4%), photos (45.4%), and bio information (35.3%) as the most sensitive (See Figure 18). 
[image: Forms response chart. Question title: 15.  What types of personal information do you consider the most sensitive on Instagram? (Please select all that apply). Number of responses: 119 responses.]
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Most Sensitive Personal Information
The researcher examined the extent to which the participants agree that user education and awareness campaigns impact users’ ability to protect their personal information. Most of the participants agreed that user education and awareness campaigns have an impact on users’ ability to protect their personal information (See Figure 19). On average, there was a relatively high level of agreement among respondents (M=3.992, SD=1.029). However, a standard deviation of 1.029 suggests a moderate variation among the responses. They were also asked about the extent to which they believe that user behaviour affects the security of personal information on Instagram. Most participants considered user behaviour either as significant (40.3%) or highly significant (34.5%) (See Figure 20).
[image: Forms response chart. Question title: 26.  User education and awareness campaigns impact users&apos; ability to protect their personal information?. Number of responses: 119 responses.]
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User Education and Awareness Campaigns
[image: Forms response chart. Question title: 17. To what extent do you believe that user behavior (e.g., sharing too much personal information) affects the security of personal information on Instagram?. Number of responses: 119 responses.]
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Impact of User Behaviour on Personal Information Security

Despite the awareness of the importance of user behaviour, there is a significant gap in participants’ user behaviour with regard to mobile security practices. When asked about how often they update their Instagram password to enhance security, the findings revealed that most either rarely (47.9%) or never (41.2%) updated their password (See Figure 21). The participants were also asked whether they regularly update their mobile device's operating system and Instagram app, to which a majority (83.2%) indicated affirmative (See Figure 22). Yet a significant portion had either not updated (9.2%) or were not sure (7.6%) whether they had updated. 
[image: Forms response chart. Question title: 13. How often do you update your Instagram password to enhance security?. Number of responses: 119 responses.]
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Updating Instagram Password
[image: Forms response chart. Question title: 6.  Do you regularly update your mobile device&apos;s operating system and Instagram app to the latest versions for security reasons?. Number of responses: 119 responses.]
[bookmark: _Toc153039322][bookmark: _Toc153244616]Figure 22
Updating Mobile Device Operating System

Another important finding was a gap in the practice of reviewing mobile device security settings as a vital way of protecting the participants' Instagram accounts. A majority of the participants either rarely (45.4%) or never (24.4%) reviewed or adjusted their mobile device security settings (See Figure 23). Secondly, there were mixed findings when the participants were asked how often they update the apps and devices that have access to their Instagram accounts. A majority either rarely (22.7%) or occasionally (37%) updated their apps and devices (See Figure 24). It was also noted that most participants (73.9%) have never used third-party to enhance Instagram security on their mobile devices. However, a majority of the participants either were neutral (30.3%), agreed (39.5%), or strongly agreed (21%) that they were willing to invest their time and effort to learn about mobile device security for Instagram (See Figure 25).
[image: Forms response chart. Question title: 20.  How often do you review and adjust your mobile device&apos;s security settings for the purpose of protecting your Instagram account?. Number of responses: 119 responses.]
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Reviewing Mobile Device Security Settings

[image: Forms response chart. Question title: 7.  How often do you review and update the list of apps and devices that have access to your Instagram account?. Number of responses: 119 responses.]
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Reviewing and Updating Apps and Devices with Access to Instagram Account
[image: Forms response chart. Question title: 27.  I am willing to invest time and effort in learning about mobile device security for Instagram.. Number of responses: 119 responses.]
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Willingness to Invest in Time and Effort

The participants were asked about the specific security features that they have enabled on their mobile devices. A majority had enabled a screen lock, followed by 58.8% who had enabled two-factor authentication, 53.8% who had enabled face recognition, and 48.7% who had enabled fingerprint or tough ID (See Figure 26). When asked about the security features that they use for Instagram, the participants indicated using a strong password (67.2%), two-factor authentication (51.3%), account privacy settings (42%), and login activity monitoring (36.1%) (See Figure 27). However, a small but significant proportion (8.4%) indicated not using any security feature. 
[image: Forms response chart. Question title: 9. What security features have you enabled on your mobile device? (Select all that apply). Number of responses: 119 responses.]
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Security Features Enabled on Mobile Device
[image: Forms response chart. Question title: 11.  Which security features provided by Instagram do you currently use?  (Select all that apply). Number of responses: 119 responses.]
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Instagram Security Features
The researcher wanted to know how often the participants read and understand Instagram's privacy policy and terms of service. There was a tendency towards failure to read the privacy policy, with a majority of the participants reporting that they rarely (42%) or never (37.8%) read and understood the privacy policy (See Figure 28). 
[image: Forms response chart. Question title: 18. How frequently do you read and understand Instagram’s privacy policy and terms of service.. Number of responses: 119 responses.]
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Instagram Privacy Policy and Terms of Service

[bookmark: _Toc148190711][bookmark: _Toc154956085]4.3 Inferential Analysis 
Inferential analysis was conducted for the purpose of establishing relationships among various variables such as willingness to invest in learning, satisfaction with access control, impact of education campaigns, perceived improvement in security, awareness of security risks, regular updates, confidence in personal information protection, knowledge of Instagram security features, belief in Instagram’s security. Significant correlations among the variables were noted. 
There was a significant positive correlation between participants’ willingness to invest in learning and knowledge of Instagram security features (r= 0.336, p < .001), as well as the willingness to invest in learning and impact of education campaigns (r = 0.319, p < .001) (See Table 1). Users who were more willing to invest time and effort in learning about mobile device security for Instagram tended to have a higher knowledge of Instagram security features. This suggests that an active interest in learning was associated with a better understanding of security features. Furthermore, users who expressed a willingness to learn were more likely to feel positively influenced by educational initiatives.
There was also a significant positive correlation between the impact of education campaigns and satisfaction with access control settings (r = 0.350, p < 0.001), awareness of security risks (r= 0.246, p = 0.007), and confidence in personal information protection (r = 0.369, p < 0.001). Users who perceived a positive impact from education campaigns were more likely to express satisfaction with access control settings on Instagram. Secondly, effective campaigns increase users' awareness of potential security threats. Furthermore, users influenced by education campaigns tended to have higher confidence in their ability to protect personal information.
Additionally, there was a significant positive correlation between user awareness of security risks and regular updates (r = 0.315, p < 0.001), confidence in personal information protection (r = 0.260, p = 0.004), and impact of educational campaigns (r = 0.246, p = 0.007) (See Table 1). Users with higher awareness of security risks were more likely to regularly update their mobile devices’ operating systems and Instagram apps. Secondly, users who were more aware of potential risks tended to have higher confidence in safeguarding their personal information. Moreover, users with higher awareness of security risks were also more likely to feel positively impacted by education campaigns.
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A further analysis revealed intriguing associations. For instance, there was a statistically significant difference in perceived improvement in Instagram’s security measures between males and females (p=0.029). The negative t-value (-2.215) suggests that, on average, females rated the improvement in Instagram's security measures lower than males (See Table 2). Another significant association was found between gender and belief in Instagram’s security features (p=0.022). The negative t-value (t-value) implies that females tend to rate Instagram’s security features lower compared to males (See Table 3).
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A t-test or linear regression analysis of other independent variables such as age and educational levels did not reveal any significant associations. For instance, a regression analysis investigating the relationship between educational level and awareness of potential security risks associated with using Instagram revealed a statistically significant coefficient for the “High School” category (p=0.076), implying the individuals with a high school education may have been less aware of the potential security risks of using Instagram. However, the other educational level coefficients are not statistically significant.
Linear Regression for Educational Level against Awareness of Security Risks
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[bookmark: _Toc153042081][bookmark: _Toc154956086]4.4 Mobile Device Examination
A concise examination of a mobile device, specifically an Android device equipped with Instagram, was conducted. The objective was to investigate information stored on the device about Instagram and any personal data that could be at risk in the event of unauthorised access. The Android device subjected to the investigation was the Samsung Galaxy A5 (SM-A520F) (See Table 5). Several tools were used for the device examination process. First, the Oxygen Forensic Extractor (Version 15.0.0.126) was used to acquire a physical image of the Android device. Secondly, Autopsy (Version 4.20.0) and Oxygen Forensic Detective (Version 15.0.0.126) were used for the forensic examination process (See Table 6). Lastly, the DB Browser for SQLite (Version 3.12.2) was used to examine the SQLite database files.
Hardware Specifications for Workstation and Mobile Device
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Key observations were made from the examination. The extraction of the physical device revealed that, in the event of unauthorized access, information such as chats, user locations, and images could be compromised (See Appendix 1). The content extracted, particularly from chats, possesses the potential for reconstruction, making users susceptible to threats like impersonation and cyberbullying. Confidential information found in chats or contact details can be exploited.
[bookmark: _Toc154956087]4.5 Discussion
The findings of this study shed light on the complex relationship between user perceptions, awareness, and behaviours regarding mobile device security on Instagram. One prominent aspect to consider is the longevity of Instagram use among participants, with a majority having engaged with the platform for more than five years. This extensive engagement may influence their confidence in the platform's security measures, aligning with previous studies emphasizing the impact of familiarity on trust (Watson and Zheng 2017). As users become more accustomed to a platform, their perceptions of its security features evolve, contributing to a sense of reliability and confidence. The participants' choice of operating system also emerged as a noteworthy factor. The preference for iOS among 58% of participants over Android (42%) reflects the ongoing debates on the perceived security disparities between these operating systems (Altawijri and Ghouzali 2020). iOS is often lauded for its stringent security measures, and this preference may influence users' overall confidence in the security of their personal information. The belief in the effectiveness of mobile device security measures was a prevalent theme among participants, indicating a positive correlation between user perception and the adoption of security practices (Choong et al. 2019). Users generally expressed faith in the platform's ability to safeguard their personal information, suggesting a belief in the efficacy of implemented security measures.
Despite this confidence, the study revealed that a significant portion of participants (65.5%) expressed worries about the safety of their personal information on Instagram. This paradox highlights the complexity of user attitudes toward security. While users may outwardly express confidence, concerns persist, reflecting the complex balance between trust and fears about security (Clarke et al. 2016). This duality may be attributed to various factors, including media reports of data breaches, evolving cybersecurity threats, or a general sense of uncertainty prevalent in the digital landscape. The users' fears about the safety of their personal information on Instagram were corroborated by the mobile device examination, which revealed that users' personal information, including chats, user locations, and images, was vulnerable to unauthorised access. The susceptibility of mobile devices to unauthorised access has been shown to have far-reaching implications for personal information (Friedman et al. 2008; La Polla et al. 2012). When examining specific security measures, participants expressed a moderate to a high level of satisfaction with Instagram's access control settings. This satisfaction is crucial for the effectiveness of access control features, as user satisfaction contributes to the effective utilization of security tools (Kemshall 2011). The perceived improvement in security measures on Instagram also garnered attention, with participants generally leaning toward a neutral stance. This aligns with existing literature highlighting the challenge of quantifying the effectiveness of security measures, given the evolving nature of cyber threats (Moletsane and Tsibolane 2020; Sheila et al. 2015). Users' neutral stance may be indicative of cautious optimism, acknowledging improvements while recognizing the persistent challenges in the ever-changing landscape of cybersecurity.
The participants' awareness and behaviour regarding mobile device security practices were central to understanding their overall digital resilience. The majority of long-term Instagram users demonstrated a high level of awareness regarding the platform, suggesting that prolonged usage correlates with increased awareness (Koyuncu and Pusatli 2019). This finding suggests the effectiveness of continuous user education on social media platforms. The high level of awareness is in tandem with the increased concerns about their privacy on Instagram. This finding is congruent with Koohang et al.’s (2019) finding on the significant relationship between social media users’ privacy concerns and their awareness of mobile device security protection. Participants also demonstrated a moderate to high level of knowledge of Instagram’s security features. A correlation analysis revealed that users who had a high level of knowledge of Instagram’s security features were more likely to regularly update their mobile devices’ operating systems and Instagram apps. This finding aligns with studies indicating that increased user knowledge positively impacts the adoption of security measures (Chen and Li 2017; Koyuncu and Pusatli 2019; Weichbroth and Łysik 2020). Furthermore, correlation analysis revealed that participants who perceived a positive impact from educational campaigns were more likely to express satisfaction with access control settings on Instagram. This finding supports Watson and Zheng’s (2017) assertion that effective educational campaigns can enhance user satisfaction and awareness. 
However, despite the awareness of security risks and knowledge of security measures, there was a significant gap in participants’ actual behaviour regarding mobile security practices. The findings revealed that a majority of the participants either rarely or never updated their passwords. Another important finding was a gap in the practice of reviewing mobile device security settings as a vital way of protecting the participants' Instagram accounts. A majority of the participants either rarely reviewed or adjusted their mobile device security settings. Furthermore, most participants do not often update the apps and devices that have access to their Instagram accounts. The findings are congruent with existing literature, which also notes a gap between social media users’ security concerns and their actual mobile device security practices (Clarke et al. 2016; Moletsane and Tsibolane 2020; Zeybek et al. 2019). Although user awareness and knowledge about mobile device security is relatively high, their actual practices in ensuring personal information security are lacking. 
[bookmark: _Toc154956088]4.5 Chapter Summary
This chapter presented, analysed, and discussed the findings obtained from the study on the impact of mobile device security in ensuring personal information safety on social media networks. The initial section entailed a descriptive analysis of the findings, focusing on the participants' demographics and answering two research questions. It was revealed that, generally, mobile devices and Instagram's security measures have been relatively effective in safeguarding users' personal information safety. Similarly, the users were generally aware of the mobile device security threats and measures. However, there was a gap between the users' awareness and actual practices regarding mobile device security. The subsequent section revealed several correlations among the variables. Lastly, the chapter discussed the findings, linking them to existing literature. The subsequent chapter will provide a summary and conclusion of the findings, as well as recommendations for mobile device users to safeguard their personal information on Instagram. 


[bookmark: _Toc153042084][bookmark: _Toc154956089]CHAPTER FIVE: CONCLUSION
[bookmark: _Toc153042085][bookmark: _Toc154956090]5.1 Summary of Findings
This study investigated the impact of mobile device security in ensuring personal information safety on social media networks. A total of 119 Instagram users, primarily in Nigeria and Ireland, were surveyed. The participants were avid Instagram users, with a majority having used the platform for more than five years. The study investigated the effectiveness of mobile security measures in safeguarding personal information on Instagram. A majority of the participants agreed that the mobile security measures had been effective in safeguarding their personal information. Furthermore, although a significant number of participants indicated their worries about the safety of their personal information on Instagram, a majority reported that they had never experienced any security incidents on their Instagram accounts. 
Secondly, the findings revealed that, on average, participants had a moderate to high level of knowledge and awareness of the potential security risks associated with using Instagram. Most participants were also aware of Instagram's security features and demonstrated moderate to high levels of confidence regarding their ability to protect their personal information on Instagram. However, there were some notable gaps in participants' understanding of how Instagram user data was collected when tracking user activity. Notably, when asked about what they consider to be sensitive personal information, most of the participants indicated location, contact information, and messages as the most sensitive. 
Despite the awareness of the importance of user behaviour, there is a significant gap in participants’ user behaviour with regard to mobile security practices. The findings revealed that most participants rarely or never updated their Instagram password, read and understood Instagram’s privacy policy, reviewed their mobile device security settings, or used third-party apps to enhance Instagram security on their mobile devices. It was also revealed that a significant portion of Instagram users do not update their mobile device's operating system, Instagram app, or apps and devices with access to their Instagram accounts. 
Inferential analysis revealed correlations among different variables. For instance, participants' willingness to invest in learning was positively correlated with their knowledge of security features and the perceived impact of education campaigns. Their willingness to invest time and effort in learning about mobile device security for Instagram tended to have a higher knowledge of Instagram security features. Notably, users who were more aware of potential risks tended to have higher confidence in safeguarding their personal information. Additionally, users who perceived a positive impact from education campaigns were more likely to express satisfaction with access control settings on Instagram. The analysis also revealed gender differences regarding the perception of Instagram's security features, whereby female Instagram users rated the features lower than male users.
Lastly, the study explored the practical aspect of mobile device security by examining an Android handset with Instagram installed. The results of the forensic analysis revealed that confidential data such as chat histories, user locations, and images could be jeopardised in case of unauthorised entry. The lack of effective mobile security features raises concerns about potential threats such as cyberbullying and impersonation since private information discovered in chats or contact details may be misused.
[bookmark: _Toc153042086][bookmark: _Toc154956091]5.2 Conclusion
In conclusion, this study has revealed the significant impact of mobile device security in ensuring personal information safety on social media networks. The effectiveness of mobile device security measures is associated with users' perception of personal information safety. Generally, Instagram's mobile device security measures are considered effective in safeguarding personal information. However, the study revealed significant concerns among Instagram users regarding data safety, with some claiming to have been victims of mobile device security threats. To confirm these safety concerns, a mobile device examination was conducted. The forensic analysis revealed the vulnerability of mobile devices to data breaches (See Appendix 1). Unauthorised access to a mobile phone could expose Instagram-related personal data, including chat history, location, or images, to exploitation or misuse. 
The findings revealed a significant gap between users’ awareness of mobile security practices on Instagram and their behaviour. It was revealed that a significant number of participants have never updated their Instagram password, read and understood Instagram’s privacy policy, reviewed their mobile device security settings, or used third-party apps to enhance Instagram security on their mobile devices. At the same time, the significance of educational and awareness campaigns in influencing user behaviour toward better mobile device security practices was highlighted. To this end, a user awareness module has been developed to educate Instagram users on how to enhance their personal information safety through mobile device security practices.
[bookmark: _Toc153042087][bookmark: _Toc154956092]5.3 Implications of the Study
This study has several implications for Instagram and social media users. This study has revealed that although Instagram has put up strong mobile device security measures, there are still significant vulnerabilities that pose threats to users' personal data on Instagram. These vulnerabilities manifest primarily due to users' failure to use the measures to protect their data fully. For instance, it was revealed that many users rarely read Instagram's privacy policy and, as a result, are not well-equipped with the knowledge to navigate privacy and security issues on the platform. Therefore, there is a need for Instagram to review its approach to security and privacy. This includes employing interactive guides to help users understand the available security features and how to use them, pushing notifications to remind users to review and update their security settings, and introducing gamification elements to security-related activities such as reviewing privacy settings or updating passwords. 
Secondly, this study has implications for Instagram users and large social media users. The study has revealed that despite Instagram users' awareness of the importance of mobile device security, their practices do not match their behaviour. Therefore, there is a need for Instagram users to take more control over the safety of their personal information on Instagram. To this end, a user awareness module has been created to help Instagram users enhance their personal information safety through mobile device security practices. This user awareness module is designed to be interactive and user-friendly, catering for the users’ diverse knowledge and experience levels. 
[bookmark: _Toc153042088][bookmark: _Toc154956093]5.4 Limitations of the Study
Several limitations may affect the generalizability of the study findings. First, the research focused on Instagram, which is just one of many social media platforms. The findings may not be directly applicable to other social media platforms with varying security features and user behaviours. Secondly, the study focused on two geographical locations: Nigeria and Ireland. As a result, the findings may not be relevant to users in other locations with diverse cultural contexts and social norms. Furthermore, the survey relied on self-reporting by participants, which might have introduced response bias. Participants may have provided answers they perceived as socially desirable, affecting the accuracy of the data. Lastly, the study’s cross-sectional design may limit the relevance of the findings in the long term. With the rapid technological advancements and changes in mobile security features, the findings might not capture the changes that may occur over time. 
[bookmark: _Toc153042089][bookmark: _Toc154956094]5.5 Future Research
This study offers possible directions for future research. Firstly, future research could extend the scope of this study by conducting a comparative analysis of user perceptions and security practices across different social media platforms. An understanding of the variations in platform security measures and user behaviour could help in the development of comprehensive strategies for platform improvement and user education. Additionally, researchers could conduct longitudinal studies to track changes in user mobile device security practices over time. Such a longitudinal approach could help establish the effectiveness of educational campaigns on user behaviour. 










[bookmark: _Toc153042090][bookmark: _Toc154956095]CHAPTER SIX: USER AWARENESS MODULE
[bookmark: _Hlk153028299]A comprehensive user awareness module emerged from an analysis of the survey responses provided by respondents. It covers a range of topics sourced directly from user input, delving into securing mobile devices, managing personal data on social platforms like Instagram, recognizing potential vulnerabilities, and embracing proactive measures to heighten online security. This module serves as an educational tool, designed to augment user comprehension and mindfulness regarding security practices and privacy concerns.
The aim is to equip users with practical recommendations, insights on effectively navigating privacy settings, comprehension of data sharing implications, and the empowerment to make informed decisions about their online presence. Seamlessly integrated into the web application, it offers users an easily accessible download option. Through this comprehensive module, users gain access to a wealth of valuable resources, informative content, and actionable steps, cultivating a culture of informed online conduct. It reinforces the pivotal importance of proactive security measures in today's digital landscape, fostering a safer and more secure online environment for all.
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[bookmark: _Toc153042093][bookmark: _Toc154956098]Appendix 1: Artifact-Mobile Device Examination
While staying focused on the research topic, a concise investigation into a mobile device specifically an Android device equipped with Instagram, was conducted. The objective was to investigate information stored on the device about Instagram and any personal data that could be at risk in the event of unauthorized access. This examination will contribute to formulating informed recommendations for a comprehensive awareness module.
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Figure: Description of tools used to carry out this examination.
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Figure: Hardware Specifications for Workstation and Mobile Device
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Figure: Provides insights into the user's engagement within the Instagram application, offering a comprehensive breakdown of various activities and interactions before the physical device extraction
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Figure: Summary of Key Artifacts Location found.
Analysis
In the forensic examination of the Instagram mobile application, focus is directed towards the /data/data/com.instagram.android folder and the /data/media/0/Android/data/com.instagram.android/ folder, accessible only through physical image analysis. The former includes subdirectories like cache, files, databases, and shared_prefs.
Within the databases folder, the direct.db file stands out as the sole storage location for Instagram application data in the SQLite Database.
Upon scrutinizing the physical image, the User Data section encompasses all Instagram accounts on the device, the currently active Instagram account, user's Instagram pictures, search history, and cached images. Details under All accounts and Current account include the user's full name, username, profile image URL, number of followers, following accounts, and user ID.
Examining direct messages reveals sender/receiver information, message direction, content, timestamp, and message type for the analyst's perusal.
The Instagram Media section contains cached images displayed on Instagram, presenting a thumbnail, type (e.g., jpeg, png), creation/change timestamp, and image size information.
Under Instagram Profiles, contact names, details, profile image URLs, and any available biography information are made accessible.
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Conclusion:
In conclusion, while our exploration did not delve deeply into mobile forensics, the primary focus was on safeguarding users' personal information when accessing Instagram via mobile devices. The survey administered to respondents shed light on their perceptions of the most sensitive data on Instagram, including photos, messages, location, passwords, bio information, and contact details. Notably, the highest percentage identified location and contact information as the most sensitive.
This study underscores the imperative for users to heighten awareness regarding the personal information they share online. The extraction of the physical device revealed that, in the event of unauthorized access, information such as chats, user locations, and images could be compromised. The content extracted, particularly from chats, possesses the potential for reconstruction, making users susceptible to threats like impersonation and cyberbullying. Confidential information found in chats or contact details can be exploited.
While users cannot control the inherent vulnerabilities, a proactive approach through continuous user awareness programs and education can empower individuals to make informed decisions about the information they disclose. In an ever-evolving digital landscape, user awareness becomes a critical tool in mitigating risks associated with the sharing of personal information online. Given that shared information remains stored and retrievable at any time, it is advisable for users to delve into the terms and conditions of using Instagram. This step enables them to understand the data retained by the platform, fostering a more conscious approach to their online presence.
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[bookmark: _Toc153042094][bookmark: _Toc154956099]Appendix 2: Development of a Web Application
The initial research concept aimed to develop a web application. However, analysis of the survey shared with respondents revealed a crucial gap in users' understanding of security issues concerning their personal information. Interestingly, the survey indicated a willingness among users to invest time in learning about these security concerns and recommendations.
As a response to these findings, the concept for the web app evolved. This application serves as a platform to present security awareness questions to users, evaluating their comprehension of security practices related to Mobile Devices and Instagram. Upon completion, users receive a graded assessment based on a specific percentile. Subsequently, they are directed to a foundational recommendation page.
The construction of this web application utilized 52.6% HTML, 29.0% JavaScript, and 18.4% CSS, resulting in a comprehensive interface spanning four distinct pages:
Homepage: An introductory section acquainting users with the project's objectives and purpose.
Mobile Device and Instagram Security Awareness: A segment housing inquiries designed to evaluate and gauge user awareness of security practices pertinent to Mobile Devices and Instagram usage.
Score Page: This section displays the user's assessment score generated from their responses to the questions, aligned with a preset scoring guide embedded within the application.
Recommendation Page: An informative section offering insights into the imperative nature of security enhancement and personal information protection. Furthermore, it provides a downloadable link to access a comprehensive awareness module that covers emerging security concerns not explicitly addressed on this page.
This web application design, with its structured components, aims to bridge the gap in users' understanding of security issues and empower them with the necessary knowledge to enhance their personal information security measures.
[bookmark: _Toc153042095][bookmark: _Toc154956100]Appendix 3: Questionnaire Responses
[image: Forms response chart. Question title: 1.       Age: . Number of responses: 119 responses.]
[image: Forms response chart. Question title: 2.     Gender:. Number of responses: 119 responses.]
[image: Forms response chart. Question title: 3.  Educational Level. Number of responses: 119 responses.]
[image: Forms response chart. Question title: 4.   How long have you been using Instagram?. Number of responses: 119 responses.]
[image: Forms response chart. Question title: 5. What operating system does your mobile phone use?. Number of responses: 119 responses.]
[image: Forms response chart. Question title: 6.  Do you regularly update your mobile device&apos;s operating system and Instagram app to the latest versions for security reasons?. Number of responses: 119 responses.]
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29. Can you describe any specific challenges or concerns you have faced in maintaining the security of your personal information while using Instagram?119 responses
None
No
None
Nil
N/A
none
-
A concern i noticed is that Jnstgram does not notify you when people share your posts or stories with other people. It also doesn’t notify you when people take screenshots of your pictures. This is a product flaw scammers have taken advantage of and use for identity theft.
None for now
Do not really know
none
Account was hacked once
Account security.
Breach of privacy
Change of phones
Not had any
no
I was hacked before prior to having two factor authentication
Time to read all the small prints
NA
I am concerned about how my conversations on Instagram is targeted by Advertisements.
Notifications
None I can recall
Forgetting password combination
I haven’t experience any challenge
Have not had any challenge regarding my personal information on Instagram fortunately.
No Challenge
No challenge
No challenge(s)
Nothing
Forgotten password
None I can think of now.
None! Just always hopeful that I don’t get hacked
None at the moment
I forget my passwords sometimes due to frequent changes I have had to make to secure my account
Nom
Not sure
I dont have any
2-factor Authentication
Losing the passkeys for 2factor authentication
N/a
Yes
None yet
.
Not that much
Not a security issue per Se, it’s more of a discomfort. Having suggestions on my feed based off my activity is kind of unsettling. It feels like I’m being monitored:
NIL
I haven’t faced any challenges
Haven't faced any
Sometimes my email account password will fail to log in and will try to force me Change the password or to follow the process of forgotten password to reclaim my account
Linking Instagram to third party apps
Hacking attempts, sometimes there is nothing you can do about it no matter how complex your password is
I just wonder how my information was leaked.. resulting in me losing an account in the past.
Non
Constant adverts
Not have any
None for now
My old account was hacked couple of years back. Ever since, I opened a new account and stopped posting any personal contents on it. I also updated every security feature I could on it.

[image: Forms response chart. Question title: 30.  How important is it for you to have control over the data Instagram collects from your device?. Number of responses: 119 responses.]
31. What, in your opinion, could Instagram improve in terms of security for its users?119 responses
None
N/A
Nil
Yes
-
More user education programs
Easy hack of account
Data collection
Ensure Encryption of all shared information
Control the login with other applications account
They should improve and educate users
It’s very easy for one’s Instagram account to be hacked and kinda difficult for it to be retrieved. I feel like Instagram should improve on this by putting more security measures
Password authentication
No matter how much they improvs the security options its still up to the users to understand and implement them
none
Mine
Do a proper investigation before blocking account They are alot of bots on there, they need to fix that Users have little or no protection from hackers
Clearer privacy controls
To declutter it from other Meta messaging and social apps
Set a two factor securitt
Availability of data to outsiders
Make it harder to hack an Instagram account
Less clickable links
Could improve on it's 2 factor authentication to prevent hacking
Secure our passcode
Two step verification
I think that the risk of hackers taking control of one’s Instagram account is prevalent and rampant. Instagram needs to improve in this area of security for its users.
Stronger Authentication
Privacy
yes
Am not sure. I have limited knowledge on cybersecurity
NA
Use IG search (not messages!) for targeted Ads.
To monitor hackers
Permission for saving other people's pictures
Introduction of Face… introduction of security questions like google
The phony adverts placed on instagram for the purpose of stealing data
The current security is okay but they can improve on it to prevent hackers from taking over people’s IG accounts
I am happy with Instagram user security at the moment.
Not giving data out
The page design
Bio data information
Regular update of authentication codes
More transparency on how users' data are used
Password
Security
No e
Allowing private account to have access to some of the features for public accounts
Making sure that data is collected by any third party in any form
Dunno
They can maximise AI for better data protection
Third party accessibility
More securuty
Multifactor authentication
There are too many hackers trying to impersonate other users on Instagram; new users should not be allowed to take close names to existing names. Verification process for public figures should also be made easier to eradicate frequent impersonation from scammers.
Develop mechanism to delete peoples data from third parties that do not comply with their privacy policy.
Heightened security
Instagram account should not connect to Facebook account because if anybody hack any of them they can enter either Facebook or instagram
No comments
No advertisement pushing unless opted and no unrelevant content unless followed
Don’t know, seems okay to me
I am not sure
Not sure
Educate their users, most people are not aware of the security features on Instagram.
I think Instagram is doing well… however Instagram can always provide a two factor authentication pop like WhatsApp does, just to confirm if it’s truly the owner of the page
An Instagram account shouldn't be able to change username more than once within a month and not more than three times in a year... These fake/scam accounts change usernames like water!!
Never given it any thought
Prompt users when they click on malicious urls that may lead to data breach
It shared our information with other apps and also it tracks our other activities we are doing on our phone and i don’t like it.
Stop listening to my voice interaction with others.
I shouldn’t be able to link my Instagram account to any other account on social media
They should improve on keeping people’s account safe and secure especially from hackers
Make it easier for real owners of accounts to recover them after being hacked
Idk
.
Yes
Can’t think of any. Not an active user of Instagram
NIL
Don’t know
Barr the using of others picturea without consent
Personally i think it’s okay so far
Haven't had any issues with Instagram security so none for me
They should improve on the aspects of an account in multiple devices thereby given rise to the vulnerability of the user, so they should make it impossible for one account to be log into many devices
Information sharing
Probably make the terms easy to read or something I don’t know
Enhanced security protocols
Not sure
No input
Stop users from creating fake accounts
I don't know
I want them to improve the data information being collected
Give more visibility to users
Can't say i don't know much about security
Yea
Privacy
G
Do whatever it takes for hackers to be unable to hack one’s account
Limit access to user behaviour
Verify everyone
data protection
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[bookmark: _Toc154956101]Appendix 4: Awareness Module
INSTAGRAM USER AWARENESS MODULE
A Guide to Becoming Safer Online

[image: The Definitive Guide to Becoming a Responsible Digital Citizen – Aisles of  Life]
Introduction 
We all want to feel and be safe. With the threat of physical harm present in almost everything we do; we always pray that we do not fall victims. The other thing that we value most is our privacy. We absolutely intend for our personal information and data to remain private. We don’t want information that could endanger our safety leaking out to people that we never intended to share such information with. Back in the day, it was easier to protect our personal information because the only way malicious individuals and entities could access such information was if they had physical access to such information. However, digital technologies have made privacy a difficult endeavor, with malicious actors devising more ways to gain access to our personal data. Fortunately, mobile device manufacturers and digital platforms have also come up with better ways of safeguarding our privacy, which if well utilized, could protect us from malicious individuals and entities online. In this guide, I take you through the necessary steps that you can take to better protect your private information while using Instagram. 
Mobile Device Security
Your mobile phone is not just a mobile phone; it is your gateway to the digital world. That mobile phone or tablet is your first line of defense against threats to your personal information safety. If such a line of defense is broken, you are left vulnerable. Fortunately, there are several measures you can take to protect your mobile phones from unauthorized access.

a) Setting Strong Passwords
Setting strong passwords for your device is crucial. A password is a set of characters that allows access to a device. This means that only those who know the mobile device’s password can access the device.

So, what is a strong password? A strong password is one that is not easily cracked by unauthorized. For instance, setting your birth year as a password could leave your mobile device vulnerable to access by an individual who knows your year of birth. It is recommended that a password should be long and have a combination of numbers, letters, and symbols. An example would be m#P52s@ap$V. However, to make your password more memorable, link the password to a memorable story or image. 
b) Enabling Biometric Authentication

Biometric authentication methods such as facial or fingerprint recognition also add protection to your mobile device. Many Android phones come with either or both of these features and you can easily activate them through the mobile phone settings. Adding biometric authentication to other security features such as a password brings an extra layer of protection to your device. 
c) Updating your Device and Apps

You have probably seen a pop-up message on your device asking you to update your device software, and wondered, “Why do I need to update it?” Well, updating your mobile’s operating system as well as apps is vital for the protection of your personal information. Such updates often come with security patches that help protect your device against vulnerabilities. So next time you see the prompt “software updates available,” do not ignore it.
Proactive Security Measures on Instagram
Apart from the security measures provided by your mobile phone, Instagram also has its security measures aimed at protecting your app from unauthorized access. 
When trying to access the Instagram application, you are required to enter their login details, which usually include a username/email and a password. It is recommended that you change your Instagram password periodically. Furthermore, you should avoid using the same password across different platforms.

To add more protection to your Instagram account, Instagram provides an optional two-factor authentication, which you can enable in Instagram settings.

Moreover, it is possible to check the devices and locations where your Instagram account is logged in. All you have to do is go to the security tab on your Instagram account. Should you find that your account is logged in from an unfamiliar location, it may imply that someone else is logged into your account. The recommended action is to update your password. 

Navigating Instagram Privacy Settings
Threats to the safety of your personal information are high while using Instagram. Instagram allows you to customize your privacy settings so as to control who can see your profile and posts. You can decide whether post visibility should be public, private, or customized. The private or customized post visibility, you have more control over who sees your posts. Instagram also allows you to limit the visibility of personal information such as email or phone number.

Ensure that that you:
Have control over what you share on your bio and avoid sharing sensitive information.
Regularly review and update your security settings. 
Regularly visit Instagram privacy settings so as to stay informed with new security features on Instagram.
Embracing Proactive Security Measures
You have duty and the ability to control access to your personal information. Therefore, stay vigilant and be careful with how you interact in the digital space.
Regularly review and revoke access for apps that you no longer use or trust. Leaving access like this could lead to potential issues such as:
Data Misuse/Privacy Concerns: Third-party apps may request access to various Instagram data, raising privacy concerns as they might misuse or mishandle the data for unintended purposes.
Security Risks: Weak security measures in some apps may make your Instagram account vulnerable to unauthorized access and potential hacking.
Ad Targeting and Tracking: Granted access may allow third-party apps to track your online behavior and preferences, leading to more targeted advertising.
Spam and Phishing: Unscrupulous apps might use the access to spam your account or engage in phishing activities, risking potential account compromise.
To minimize these risks, carefully review permissions requested by third-party apps and only grant access to reputable and necessary functionalities.
[image: Instagram's latest security feature lets you better manage third-party app  permissions - The Verge]

Be mindful of geotagging. I am pretty sure that you have seen people attach their location information on their Instagram posts, or have even done so yourself.  This is what we call geotagging. While done innocently, geotagging could expose your exact location, making it easier for malicious actors to track your movements and potentially compromise your privacy. Therefore, be cautious about sharing your location.



[bookmark: _Hlk154049566]Familiarize yourself with Instagram’s Privacy Policy.

Information Instagram collects:
Personal information: Name, username, email address, phone number, profile picture, and other information you provide.
Content you share: Photos, videos, stories, messages, and live videos.
Information about your activity: Pages you visit, links you click, and posts you like.
Device and network information: IP address, browser type, operating system, and device identifiers.

How Instagram uses your information:
To personalize your experience: Show you relevant content, ads, and recommendations.
To provide, improve, and maintain its services: Fix bugs, detect fraud, and prevent abuse.
To send you marketing materials: Send you emails about updates, promotions, and events.
To share with third parties: With your consent, they can share your information with businesses and service providers who help them operate Instagram.

Your privacy choices:
You can control your privacy settings and what information you share on Instagram.
You can download your data, including photos, videos, and messages.
You can request that your account be deleted.
Regularly review the privacy policy since it may be updated from time to time. For more information on Instagram’s Privacy Policy and Terms of Service, click this link https://privacycenter.instagram.com/policy 
Be updated with Instagram’s Terms of Use to understand your rights and responsibilities

Who can use Instagram:
Must be at least 13 years old (or minimum legal age in your country)
Not prohibited from receiving the Service or engaging in payments-related Services
Not previously disabled for violating laws or policies
Not a convicted sex offender
          Your rights and permissions:
You retain ownership of your content, but grant Instagram a license to use it.
Instagram can show your username, profile picture, and actions with accounts, ads, and sponsored content.
You agree to download and install updates to the Service.
          What you can and can't do:
Do: Share photos and videos, follow other users, interact with content, use features like hashtags and stories.
Don't: Post anything illegal, harassing, discriminatory, or harmful. Pretend to be someone else, violate someone's privacy, or engage in spam or commercial activities without permission.
For more information on Instagram’s Terms of Use, click this link https://help.instagram.com/581066165581870 
To report suspicious activity, follow these steps:
Identify the violation: Make sure you understand which Community Guideline is being violated. You can find the full guidelines here: https://help.instagram.com/2922067214679225 

Find the reporting options: There are different ways to report depending on the content you want to report:
Posts and comments: Tap the three dots (...) in the top right corner of the post or comment, then select "Report."
Profiles: Go to the profile you want to report, tap the three dots in the top right corner, then select "Report."



Direct messages: Open the message you want to report, tap the three dots (...) in the top right corner, then select "Report."

Choose the appropriate reason: Select the reason that best describes the violation from the provided options.

 


For more information on reporting suspicious activity, click this link https://help.instagram.com/2922067214679225 
Steps to downloading your information from Instagram 

Method 1: Using Your Activity:
Go to your profile: Open the Instagram app and tap your profile picture in the bottom right corner.
Access settings: Tap the three horizontal lines in the top right corner of your profile page.

On the mobile app, tap "Settings" then "Security" under "Data and History", tap "Download Data".
Tap "Request Download".
Enter the email address where you want to receive the download link and choose your preferred format: HTML (more user-friendly) or JSON.
Enter your Instagram password and tap "Request Download".



Method 2: Using Accounts Center:
Tap your profile picture in the bottom right corner, then tap the three lines in the top right corner.
Tap "See more in Accounts Center", then tap "Your information and permissions".
Tap "Download your information", then follow steps d-f above.
For more information, click this link https://help.instagram.com/181231772500920 
Conclusion
Congratulations! By reading through this module, you are on your path to securing your personal information on Instagram. What is left is for you to put these words into action by taking the suggested proactive measures. Your willingness to step up and protect your information contributes greatly toward creating a safer online environment for everyone. 
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1. Age:

119 responses

® 1824
® 2529
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2. Gender:

119 responses

@ Male
@ Female
©® LGBTQ
@ Other
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3. Educational Level
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@ High School

@ Bachelor's Degree
© Master's Degree
@® Ph.D
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4. How long have you been using Instagram?

119 responses

@ Less than 6 months
@ 6months to 1 year
® 1-2 Years

@ 2-5 Years

@ More than 5 years

—~y





image47.png
5. What operating system does your mobile phone use?

119 responses

@ Android
® 108
@® Other
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6. Do you regularly update your mobile device's operating system and Instagram app to the latest

versions for security reasons?
119 responses

® Yes
® No
@ Not sure

A
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7. How often do you review and update the list of apps and devices that have access to your

Instagram account?

119 responses

11.8%
!

@ Never

@ Rarely

@ Occasionally
@ Often

@ Always
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8. How aware are you of the specific data that Instagram collects when you allow the app to track

your activity?
119 responses

29.4%

11.8%

24.4%

@ Very Unaware

@ Somewhat unaware
@® Neutral

@ Somewhat aware
@ Very aware
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9. What security features have you enabled on your mobile device? (Select all that apply)
119 responses

Screen Lock (e.g., PIN, Pattern,

9
Password) 92 (77.3%)

Two-Factor Authentication 70 (58.8%)

Fingerprint/Touch ID 58 (48.7%)

Face Recognition 64 (53.8%)

None 2 (1.7%)
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10. Do you have concerns about the safety of your personal information on Instagram?

119 responses

® Yes
® No
©® Maybe
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11. Which security features provided by Instagram do you currently use? (Select all that apply)
119 responses

Two- factor authentication 61 (51.3%)

Strong Password 80 (67.2%)

Account privacy settings 50 (42%)

Login activity monitoring

43 (36.1%)

None 10 (8.4%)

0 20 40 60 80
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12. Have you ever experienced a security incident on your Instagram account, such as
unauthorized access or data breach?

119 responses

® Yes
® No
©® Maybe
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13. How often do you update your Instagram password to enhance security?

119 responses

47.9% '

@ Regularly (every 1-3 months)

@ Occasionally (every 4-6 months)
@ Rarely (once a year or less)

@ Never
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14.To what extent do you think that Instagram’s security measures (e.g., password policies,

reporting features) have improved the protection of users' personal information?
119 responses

80

60 65 (54.6%)

40

20 26 (21.8%)

16 (13.4%)

9
2 (1]7 %) 10 (8.4%)

1 2 3 4 5
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15. What types of personal information do you consider the most sensitive on Instagram? (Please
select all that apply)

119 responses

Photos 54 (45.4%)

Messages 60 (50.4%)
Location 80 (67.2%)

Passwords 69 (58%)

Bio Information 42 (35.3%)

Contact Information (e.g phone... 79 (66.4%)

Other
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16. How satisfied are you with the access control settings available on Instagram that allow you to

manage who can view your personal information (e.g., private account settings)
119 responses

60

50 (42%)

40
39 (32.8%)

20 20 (16.8%)

8 (6.7%)
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17. To what extent do you believe that user behavior (e.g., sharing too much personal information)

affects the security of personal information on Instagram?

119 responses

@ Strongly negligible
@ Neglible

@® Neutral

@ Significant

@ Highly significant
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18. How frequently do you read and understand Instagram’s privacy policy and terms of service.

119 responses

|l

@ Never

@ Rarely

@ Occasionally
@ Often

@ Always
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19. To what extent do you believe that mobile device security measures contribute to the safety of

your personal information on Instagram?
119 responses

@ strongly agree

@ Agree

@ Neutral

@ Disagree

@ Strongly Disagree

- ——
45.4%
24.4%
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20. How often do you review and adjust your mobile device's security settings for the purpose of

protecting your Instagram account?
119 responses

@ Regularly (every 1-3 months)
@ Occasionally (every 4-6 months)
@ Rarely (once a year or less)

@ Never
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21. | am aware of the potential security risks associated with using Instagram.

119 responses

60

47 (39.5%)

40

33 (27.7%)
28 (23.5%)
20
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22. | regularly update my mobile device's operating system and apps to enhance security.
119 responses

60

40 42 (35.3%)

33 (27.7%)

20 24 (20.2%)

17 (14.3%)
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23. | have knowledge of and comprehend the security features offered by Instagram, such as

password complexity requirements and account recovery options.
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24. | feel confident in my ability to protect my personal information on Instagram.
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25. | believe that Instagram provides effective security features for personal information safety.
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26. User education and awareness campaigns impact users' ability to protect their personal
information?
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27. 1 am willing to invest time and effort in learning about mobile device security for Instagram.
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30. How important is it for you to have control over the data Instagram collects from your device?
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